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ABSTRACT

As an initial step toward intent-based networking (IBN), we conducted a study on
automating Virtual Network Function (VNF) deployment based on natural language
input. In particular, we aimed to develop a system that leverages recent advances in
Large Language Models (LLMs), which demonstrate strong performance not only in
natural language understanding but also in reasoning and code generation, to process
natural language descriptions of VNF deployment. We have proposed, implemented,
and validated an LLM-based Al Agent that accepts natural language inputs describing
the desired VNF deployment and generates a corresponding automated workflow with
high success rates.

The developed Al Agent employs a few-shot learning approach to generate VNF

installation workflows. Before applying the generated workflow to a real network en-

.



vironment, it is first validated within a Kubernetes-based Network Digital Twin (NDT)
to ensure correctness. In the event of errors, the system extracts logs from the NDT
and supplies them to the LLLM for iterative refinement of the workflow. To enhance
this process, we integrated Retrieval-Augmented Generation (RAG) and Multi-Agent
Debate (MAD) techniques, enabling the LLM to incorporate external knowledge when
resolving issues.

Experimental results demonstrate that even LLMs that were initially unable to
achieve fully automated VNF deployment via prompt-only interaction were capable of
generating functional workflows for the NDT when guided by the proposed Al Agent.
These findings validate our approach as a meaningful contribution to the translation

and activation phases of IBN.
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I. Introduction

1.1 Motivation

Since the commercialization of 4G/5G, the number of connected devices and the
volume of data processed by networks have increased significantly. As a result, net-
works have become more complex and larger in scale. With the growing demands on
network infrastructure, both the installation and maintenance costs of network equip-
ment have increased accordingly. To address these challenges and reduce associated
costs, Software-Defined Networking (SDN) [1] and Network Function Virtualization
(NFV) [2] were proposed. Over the past decade, these two technologies have become
central to network management. However, it is also true that they have contributed
to increased complexity in network operations. Traditionally, network management
has depended on the expertise and manual operations of skilled network administra-
tors. However, as networks become increasingly intricate, it is becoming more difficult
for human operators to fully understand network topologies and virtualized functions
protocols while managing, monitoring, and troubleshooting using device/function-
specific commands [3]].

In 5G and beyond (B5G) environments, manual network management introduces
significant risks of human errors, such as misconfigurations, and impedes the ability
to respond promptly to dynamic network conditions. In addition, human errors in net-
work management have increased over the years. In 2020, such errors accounted for
less than 26% of network-related problems, rising to nearly 30% by 2024 [4]. In ad-
dition, according to a report from a large service provider (ByteDance) [5]], 34.4% of
incidents in the network were caused by misconfiguration. In such cases, operators
must identify the root cause of the issue and manually apply a fix, and 16.6% of inci-

dents require more than 30 minutes to resolve, with some cases taking up to 5 hours.
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They reported that this delay is attributed to the inherent complexity of distributed net-
works. Such prolonged resolution times result in significant losses for the networking
industry. Therefore, it is imperative to conduct research aimed at fully automating the
network configuration process and incorporating self-healing mechanisms to address
issues when they arise.

Given this context, there is growing interest in Intent-Based Networking (IBN, or
Intent-Driven Networking, IDN), a closed-loop network management and operations
paradigm where intents are used to define desired outcomes, and the system automat-
ically enforces, monitors, and adjusts configurations and policies to maintain those
outcomes [6]. In IBN, the system then automatically interprets and implements the
intent without requiring low-level configuration.

An intent refers to “a declarative expression of the operational goals that a net-
work should achieve and the outcomes it should deliver, without specifying how to
achieve or implement them” [6]]. Intents can be expressed in natural language or struc-
tured formats. Research on IBN is still in its early stages, and no fully commercial
implementations currently exist.

Historically, implementing IBN has been challenging, especially in accurately
interpreting user intent. However, recent advances in Artificial Intelligence (AI) have
rekindled interest in IBN, with intent-based management technologies increasingly
recognized as promising solutions for managing complex B5G/6G networks. A key
area of research in this context is the application of Large Language Models (LLMs)
[7H11].

LLMs are Al models trained on massive text datasets to perform Natural Lan-
guage Processing (NLP) tasks. They have demonstrated strong performance in docu-
ment summarization, translation, question answering, and text generation. Recently,
they have also been explored for their potential in automating network operations,
particularly in interpreting and acting on user intent—a core capability required for
IBN [12H14].

Despite the development of VM orchestration frameworks such as OpenStack

_2_
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Figure 1.1: Al-based Network Configuration Management Concept

[15] and Kubernetes [|16], automating VNF deployment based on natural language
input remains a complex problem. Each VNF has unique configuration requirements
that must be tailored to the user’s intent. Addressing this challenge requires Al with
a deep understanding of both VM provisioning and VNF deployment processes. This
thesis aims to explore LLM-based automation for managing VNFs through intent, with
the ultimate goal of enabling users to deploy and manage VNFs/CNFs using simple
natural language instructions.

Fig. [[.T]illustrates the concept of VNF deployment within an IBN environment.
The ultimate goal of IBN is to enable fully autonomous network management by ac-
cepting natural language inputs, performing continuous monitoring, and providing
feedback or reports to the user based on the outcomes. For example, a long-term
goal of IBN for NFV is to directly execute user commands like: “Deploy a VM with a
single CPU and 1GB of RAM, then configure a load balancer using HAProxy to route
traffic from the 10.10.10.X subnet to 10.10.10.4 and from 10.10.20.X to 10.10.20.5.”
However, since a general LLM does not possess omniscient knowledge, executing
such instructions reliably remains a considerable technical challenge. Therefore, when

utilizing an LLM, it is essential to provide relevant contextual knowledge depending



on the specific situation. In the conceptual diagram, this is represented as the con-
figuration manual (Config. Manual). In this work, we introduce the use of Method
of Procedure (MOP) |'| documents—which describe detailed procedures for specific
tasks—as an additional input for LLMs.

Although MOPs include detailed configuration instructions, they still require hu-
man understanding and manual execution, which introduces the potential for error. It
is expected that LLMs can be leveraged to fully automate this process. For instance,
Samsung Electronics maintains internal MOP documentation for configuring and op-
erating VNFs in its commercial SDN/NFV systems. These documents are currently
used manually by engineers and are prone to human error, making them strong candi-

dates for automation through LLMs.

1.2 Problem Statement and Research Goals

This thesis focuses on automating Virtual Network Function (VNF) deployment
on a Kubernetes environment. Here, ‘deployment’ refers to both the creation of con-
tainers and the configuration of VNFs. Existing research on IBN has primarily focused
on basic command execution, such as link disconnection, IP assignment, or intent
translation. However, as techniques for leveraging LLMs more effectively continue
to advance, it is becoming increasingly feasible to enable LLLMs to comprehend and
execute more complex commands. In our work, we have also implemented complex
tasks such as VNF deployment based on LLMs.

Automating VNF deployment based on MOPs is a non-trivial task. Even for
LLMs specialized in code generation, accurately configuring a network environment
without errors remains a significant challenge, particularly in complex deployment
scenarios. Moreover, these models cannot often debug and correct their own outputs

when failures occur autonomously. To address these limitations, we enhanced the

"Document describing detailed procedures for performing specific tasks.
https://whatfix.com/blog/method-of-procedure/



LLM’s coding performance using several techniques: few-shot learning with example
code, Retrieval-Augmented Generation (RAG) [[17] to provide relevant documenta-
tion, and Multi-Agent Devate (MAD) [18] to incorporate perspectives from multiple
LLMs.

Through the integration of these methods, we were able to develop a practical
automation framework for VNF deployment that can be reliably applied in real-world

network management environments. The contributions of this thesis are as follows:

* Al Agent Framework: We designed and implemented an Al Agent that facilitates
the automated deployment of VNFs based on LLMs. The proposed Al Agent
takes as input an MOP that contains the user’s request along with descriptions
of the target VNF, and incorporates multiple techniques to assist the LLM in

generating correct automation workflows.

* RAG and MAD: To enhance the LLM’s ability to handle complex or ambigu-
ous scenarios, we integrated both RAG and MAD techniques. In particular, a
domain-specific knowledge base related to networking was constructed to sup-
port RAG. The RAG pipeline was structurally designed and evaluated to retrieve

documents relevant to the errors currently encountered during execution.

* NDT and Test Module: The proposed Al Agent incorporates a Network Digital
Twin (NDT) environment to validate the workflow generated by the LLM before
its deployment in the actual network. By executing and verifying the workflow
within the NDT, the system ensures that only those workflows that successfully
install the target VNF are returned for application to the real network environ-

ment.

* MOP Dataset and Evaluation: To evaluate the proposed Al Agent, we con-
structed a custom MOP dataset and conducted experiments across various VNFs.
We assessed the ability of multiple LLMs to generate valid automation work-

flows and analyzed the extent to which our proposed techniques contributed to
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improving success rates.

1.3 Organization

The remainder of this thesis is organized as follows. Chapter [lI| introduces the
background and related work that form the foundation of this thesis. It presents key
concepts such as IBN and NFV, which support the overall design of the proposed sys-
tem. Chapter[[I]describes the overall architecture of the proposed AI Agent, including
the use of in-context learning with LLMs and the integration of techniques such as
RAG and MAD. Chapter |[V|provides implementation details of the Al Agent, elabo-
rating on each module introduced in Chapter [[Tl] Chapter [V]outlines the experimental
environment, presents the results of the evaluation, and provides comparative analyses.

Finally, Chapter [VI|concludes the thesis and discusses directions for future work.



II. Background and Related Work

2.1 Large Language Model (LLM)

Large Language Models (LLMs) [19] are massive artificial intelligence models
containing hundreds of millions to trillions of parameters designed to process and
generate human language by pre-training large-scale text datasets. Primarily based
on transformer architectures [20]], these models are trained to recognize complex lin-
guistic patterns, syntactic structures, and semantic relationships. LLMs have shown
remarkable performance across a wide range of NLP tasks, including text genera-
tion, summarization, and translation. Examples of prominent LLMs include models
like GPT (Generative Pre-trained Transformer) [[19], LLaMA (Large Language Model
Meta Al) [21]], Gemma [22], DeepSeek [23]], and Qwen [24], all of which have made
significant strides in handling complex linguistic structures and providing contextually
relevant responses. These models’ ability to comprehend nuanced language patterns
has revolutionized fields ranging from conversational Al to content creation and data
analysis.

Notably, LLMs are known to suffer from the hallucination problem—generating
plausible but factually incorrect information—making such task-specific adaptation
strategies particularly important. Understanding how to best utilize LL.Ms for specific
tasks remains a central research question.

More recently, as base model capabilities have advanced, research has expanded
into efficient and specialized LLM variants. This includes lightweight models such as
Phi [25]] and Mistral [26]], which aim to maintain performance while reducing parame-
ter counts; task-specific models like CodeGemma [27]] and Qwen-coder [28]] for code
generation; RAG-based systems that supply external knowledge to LLMs; and multi-

modal LLMs that accept heterogeneous input types beyond text. These trends reflect
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the ongoing effort to make LLMs more effective, efficient, and adaptable to a wider
range of use cases.

Since most LLLMs are trained primarily on general-purpose knowledge, special-
ized techniques are required to apply them effectively to domain-specific tasks that
demand expert-level understanding. Among these, in-context learning offers a means
of guiding pretrained models by providing task-specific prompts; fine-tuning adapts
pretrained models to a particular task using labeled datasets; reinforcement fine-tuning
(e.g., with human feedback) improves response quality through iterative reward-based
optimization; and Retrieval-Augmented Generation (RAG) retrieves relevant informa-
tion from an external knowledge base when knowledge beyond what the LLM has been
pretrained on is required. These approaches have been widely studied as mechanisms

to extend the utility of LLMs across diverse application domains.

2.1.1 In-context Learning

This approach leverages the pre-trained model as is, without modifying the model’s
parameters. It involves incorporating a few examples of the desired task into the in-
put prompt (One-shot or Few-shot methods) [29] or providing instructions for the task
without any examples (Zero-shot method). The model is then guided to produce the de-
sired output based on these prompts. In this process, prompt engineering, the technique
of designing input prompts to elicit desired responses, plays a critical role. While this
method allows for rapid deployment across various tasks without additional training
time, the quality of results is heavily influenced by how well the prompts are designed,
and it may not perform optimally for complex tasks.

LLMs are known to exhibit a phenomenon referred to as ‘lost in the middle’ [30],
wherein the model tends to better retain and attend to information presented at the
beginning and end of the input, while overlooking content positioned in the middle.
As such, prompt design that accounts for this characteristic is critical for maximizing

LLM performance.



In recent discourse—both in academic and popular contexts—there has been
growing interest in how to effectively utilize LLMs, with widespread discussions on
best practices for prompt construction. Strategies such as prioritizing key instructions
at the beginning of the prompt or emphasizing corrective feedback over praise have
emerged as practical heuristics. These techniques can be broadly categorized under
the umbrella of prompt engineering, which aims to systematically guide LLM behav-

ior through structured input design.

2.1.2 Fine-Tuning

In contrast, fine-tuning involves further training the LLM’s parameters on a spe-
cific dataset tailored to a particular task [29]. This enables the model to learn and
retain task-specific patterns, thereby optimizing performance for that task with high
accuracy and consistency. However, fine-tuning comes with challenges, including the
significant time and computational resources required due to the vast number of pa-
rameters in LLMs and the need for large, task-specific datasets.

Recently, full-parameter tuning of LLMs has become increasingly impractical
due to the associated computational cost. As a result, Parameter-Efficient Fine-Tuning
(PEFT, [31]) methods have gained significant attention. Among these, Low-Rank
Adaptation (LoRA, [32]) has emerged as a widely adopted approach, which simplifies
the update process by applying low-rank factorization to the linear layers of LLMs.

These lightweight adaptation techniques enable Supervised Fine-Tuning (SFT)
with smaller datasets, thereby lowering the resource requirements for domain-specific
model customization. Consequently, a growing body of research has explored the use
of PEFT methods—particularly LoORA—to efficiently fine-tune LLMs across a variety

of specialized tasks.
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2.1.3 Retrieval-Augmented Generation (RAG)

Since an LLM is trained primarily on general-purpose knowledge, it exhibits in-
herent limitations when applied to domain-specific tasks that require specialized exper-
tise. To address this challenge, Lewis et al. [[17] introduced the Retrieval-Augmented
Generation (RAG) framework, which integrates a retrieval module into the sequence-
to-sequence generation process. RAG dynamically retrieves relevant documents from
a large corpus during inference, enabling the model to ground its outputs in external
textual evidence.

At the core of RAG lies a dense vector retrieval mechanism, typically utiliz-
ing pretrained embedding models such as DPR (Dense Passage Retrieval) to encode
queries and corpus documents into a shared vector space. Relevance is computed via
similarity measures (e.g., dot product or cosine similarity), allowing the top-k doc-
uments to be retrieved efficiently. In addition to vector-based methods, recent ad-
vances incorporate graph-based retrieval techniques that model inter-document rela-
tionships to enhance context aggregation and semantic coherence of entities in docu-

ments. These hybrid retrieval schemes support richer knowledge integration, particu-
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larly in complex question answering and dialogue generation tasks. Also, to mitigate
the ‘lost in the middle’ [30] issue in LLMs, re-ranking mechanisms are often em-
ployed. Specifically, in the context of RAG, retrieved chunks are assigned importance
scores based on their relevance to the task or query. These scores are then used to
reorder the chunks such that more important content is placed at the beginning or end
of the prompt, where LLMs are more likely to attend.

The principal advantage of RAG is its ability to generate outputs that are both con-
textually coherent and factually grounded, leveraging up-to-date information without
the need for model retraining. This makes it particularly effective in dynamic or spe-
cialized domains, such as legal, biomedical, or technical knowledge-intensive tasks.
Moreover, RAG models exhibit greater interpretability, as the retrieved documents can
be inspected to trace the source of generated content. By decoupling knowledge stor-
age from the generation model, RAG also facilitates more scalable and modular system

design.

2.2 Network Function Virtualization (NFV)

Network Function Virtualization (NFV) represents a transformative shift in net-
work architecture, wherein traditional hardware-based network functions—such as
firewalls, routers, and intrusion detection systems—are decoupled from dedicated ap-
pliances and implemented as software-based virtual network functions (VNFs). This
paradigm enables the deployment of network functions on general-purpose computing
platforms, thereby enhancing flexibility, reducing capital and operational expenditures,
and accelerating service innovation. The NFV architectural framework, as defined by
the European Telecommunications Standards Institute (ETSI), comprises three prin-
cipal components: the VNFs themselves, the underlying NFV Infrastructure (NFVI),
and the Management and Orchestration (MANO) framework [33]] that governs their
lifecycle and resource allocation.

The NFVI encompasses the physical and virtualized compute, storage, and net-

11 -



working resources that support the execution of VNFs. In early implementations,
hypervisor-based virtualization (e.g., using KVM or VMware) was predominant. How-
ever, with the increasing adoption of cloud-native design principles, NFVI has evolved
to incorporate container-based architectures. In this context, Kubernetes [16] has
emerged as a de facto standard platform for orchestrating cloud-native network func-
tions (CNFs). Through mechanisms such as custom resource definitions (CRDs), Ku-
bernetes Operators, and the Container Network Interface (CNI), Kubernetes provides a
robust foundation for managing telecom-grade workloads in a scalable and declarative
manner.

The adoption of NFVI yields numerous operational and strategic benefits. It
enhances resource efficiency through infrastructure consolidation, reduces time-to-
market for new services via agile instantiation, and lowers total cost of ownership by
minimizing reliance on proprietary hardware. Furthermore, NFVI fosters vendor inter-
operability and multi-tenancy, enabling flexible deployment of VNFs/CNFs across het-
erogeneous environments. As networks continue to evolve toward distributed and pro-
grammable architectures, NFVI—particularly in its container-native form—is poised
to serve as a foundational enabler of next-generation network services.

Although various NFVI technologies have been developed over the years, Kuber-
netes has emerged as the most widely adopted and dominant platform in recent net-
work service deployments. Kubernetes uses technologies such as SR-IOV, DPDK, and
Multus to facilitate high-throughput, low-latency packet processing, which is critical
for carrier-grade performance. As Kubernetes has become a dominant technology in
the cloud-native ecosystem, a wide range of third-party services have been developed
to support its efficient operation. However, the increasing complexity and diversity of
these surrounding tools have made it progressively more challenging to manage Ku-
bernetes clusters with a comprehensive understanding of the entire stack. In response
to this, various technologies like Nephio [11]] and GitOps [34] aimed at achieving full
automation of Kubernetes management are actively being developed. These capabili-

ties render Kubernetes-based NFVI particularly well-suited for emerging 5G and edge
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computing scenarios, where dynamic resource allocation and multi-domain orchestra-
tion are essential.

In general, an NFVI either provides a custom-developed GUI or exposes its man-
agement capabilities through APIs. Alternatively, open-source libraries such as Ansi-
ble [35]], which allow users to issue commands to the NFVI via YAML file inputs, are
also commonly used.

In this thesis, since our goal was to automate VNF deployment based on an LLM,
we utilized either the Kubernetes API (accessible from Python) or Ansible to commu-

nicate with the NFVI.

2.3 Intent-Based Networking (IBN)

Intent-Based Networking (IBN) [6] is an advanced networking paradigm that au-
tomates the management of network resources by translating high-level business in-
tentions into network configurations and policies. This approach allows network op-
erators to express their goals and desired outcomes in high-level language, which IBN
systems then interpret and implement through automated processes. By focusing on
the intent rather than the specifics of the network configuration, IBN aims to enhance
agility, reduce operational complexity, and improve overall network performance, en-
abling organizations to respond swiftly to changing business needs.

Previously, the implementation of IBNs faced significant challenges, particularly
in accurately interpreting intents [6]]. However, advancements in Al have renewed
interest in this field. IBN-based management technologies are now recognized as
a promising solution for addressing the escalating complexity of B5SG/6G networks.
Among the emerging technologies, the application of LLMs is particularly notable.

In the context of IBNs, an intent refers to an abstract request that specifies the
desired network state. Intents may be articulated in natural language or represented
numerically within a predefined format. Although IBN research remains in its nascent

stages, with no commercially developed implementations to date, foundational studies
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have focused on basic functionalities such as link disconnection and IP configuration.
Over time, research has progressed towards encompassing more complex aspects of
network management, including Service Level Agreement (SLA) management, VNF
and CNF orchestration, and the automated configuration of network devices.

LLMs are advanced Al models trained on extensive text datasets, excelling in
natural language processing (NLP) tasks such as summarization, translation, ques-
tion answering, and text generation. Their capacity for understanding and generating
human-like language makes LLMs highly versatile tools across various domains. Their
potential application in network automation, particularly for implementing IBNs, has
recently gained traction. A critical aspect of IBN realization is the analysis and au-
tomation of user intents—a capability significantly enhanced by LLM advancements.
Consequently, recent research has increasingly explored LLM-driven approaches to
IBN implementation [[7-14].

General LLMs lack a deep understanding of network configuration knowledge,
necessitating highly detailed explanations of the required configuration environment.
Also, when necessary, supplementary reference documents relevant to the configura-
tion should be provided. Furthermore, it is essential to verify whether the LLM has
produced erroneous configuration outcomes. If inaccuracies are identified, a correc-
tion process must be implemented. Only by automating all these steps can the network
configuration process be fully automated as intended. These aspects represent the cur-
rent challenges in achieving complete automation of network configuration.

Current research in IBN is centered around improving the frameworks and tech-
nologies that facilitate intent interpretation and implementation. Recent studies ex-
plore the integration of Al, particularly machine learning and NLP, to enhance the
accuracy and efficiency of intent translation [36]. Furthermore, there is a growing em-
phasis on developing standardized protocols and interfaces to ensure interoperability
among diverse network devices and platforms. As organizations increasingly adopt
SDN and NFV, IBN research aims to address challenges related to scalability, secu-

rity, and real-time adaptability, thereby advancing the capabilities of next-generation
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networks.

As illustrated in Fig. [2.2] the ultimate objective of IBN is to achieve closed-loop
management by translating the given intent, activating it on physical or virtualized
infrastructure, and continuously monitoring the system to ensure that the intent is ful-
filled. However, as will be discussed in Section [2.4] IBN research remains in its early
stages, and even successful demonstrations of the translation and activation phases are
currently scarce. In this thesis, we specifically focus on addressing the translation and

activation components of the IBN framework.

2.4 Related Work

Although there is currently no existing research on automating VNF deployment
using LLMs, many studies are conducting research on several tasks in IBN based on
LLMs.

D. Donadel et al. [[7] conducted an evaluation to assess whether LLMs can com-
prehend network topology information and respond to system administrator-level queries.
Their study focused on verifying the capability of LLMs to function as virtual system
administrators by understanding topological structures, calculating paths, and identi-

fying subnets and IP addresses. The evaluation involved presenting LLMs with pre-
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defined network topologies—ranging from simple to complex—and prompting them
with relevant questions in a zero-shot setting. A total of six models were compared,
including proprietary models such as GPT-4 and open-source models like LLaMA?2.
Results showed that while some models demonstrated high comprehension accuracy
(up to 79.3%) on simple topologies, their performance declined significantly on more
complex configurations. These findings highlight the current limitations of LLMs in
understanding intricate network structures and suggest the need for further research.
The study also emphasized the critical role of prompt engineering in enhancing the
performance of LLMs in network-related tasks.

A. Mekrache et al. [12] present experimental evidence supporting the use of
LLMs as execution engines for IBN. They propose a unified approach to managing het-
erogeneous infrastructure—spanning cloud, edge, network, and RAN domains—through
natural language. Their framework was evaluated using the EURECOM 5G testbed,
where they employed Code Llama to perform intent decomposition and translation.
In their proposed architecture, natural language intents are processed by the LLM and
converted into subdomain-specific JSON/YAML configurations, which are then ac-
tivated and validated in the target network environment. The study demonstrates a
successful proof-of-concept in a 5G setting, confirming stable operation across ser-
vice definition, decomposition, and execution phases. Despite its significance, the
approach suffers from notable limitations. The LLM exhibited frequent errors in nat-
ural language understanding, and managing multiple domains simultaneously intro-
duced challenges such as cross-domain conflicts, as well as security and trust con-
cerns. Moreover, since the system relies on direct translation of intents into static
JSON/YAML formats, its scalability for more dynamic or evolving service require-
ments is limited.

J. Lin et al. [8]] conducted experiments using LLMs to convert high-level, multi-
domain network requirements specified in natural language into detailed network con-
figurations and settings. In this process, few-shot learning was employed with data

on specific network configurations and settings, and it was observed that providing
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configuration examples as input led to more accurate network configuration requests.

E. Jeong et al. [9] introduced “S-Witch,” an LLM-powered assistant designed to
aid in switch configuration by using prompt engineering techniques. S-Witch enables
users to generate precise switch configurations by interpreting natural language inputs.
The study proposes a hierarchical LLM architecture by separating the LLMs respon-
sible for managing the design and configuration of network switches. To evaluate this
approach, a simplified network digital twin was designed and used for experimenta-
tion. Through specialized prompt engineering, the system optimizes the interaction
with LLMs, achieving high accuracy in interpreting user intents and converting them
into specific switch commands.

NETBUDDY [13] is a study aimed at leveraging LLMs to make network configu-
ration more human-friendly. The authors explore the feasibility of automatically trans-
lating high-level natural language policies and requirements into low-level configura-
tions, including P4, BGP, and other network APIs. Their approach involves converting
abstract prompts into executable code using an LLM, incorporating mechanisms for
step-wise error detection and self-healing throughout the configuration process. The
system was evaluated in a network emulation environment, demonstrating the poten-
tial of LLMs to generate runnable network configurations. However, the study also
identified significant limitations in the accuracy of the generated configurations. As a
result, the authors emphasize the importance of prompt engineering and incremental
error correction to improve reliability.

There are also several studies focused on automating VNF/SFC (Service Func-
tion Chain) management through the use of LLMs. K. Dzeparoska et al. [|10] focused
on automating the generation of management policies for applications using LLMs.
Specifically, the framework utilizes LLMs to interpret high-level user intents and au-
tomatically create corresponding policies that guide the application configuration, de-
ployment, and operation of SFC.

In our previous research [[14]], we proposed a framework that leverages LLMs to

facilitate intent-based configuration of NFV. We defined six actions related to VNF
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and SFC and conducted experiments to transform natural language containing these
actions into a predefined NFV-Intent template. Using a large dataset generated with
GPT, we compared various LLM models and found that the GPT model performed
best in executing these transformations. This experiment demonstrated not only the
feasibility of simple intent extraction from natural language but also the potential of
LLMs in network management automation, which we explored in this thesis.

Nephio [[11]] is an open-source initiative launched by Google and the Linux Foun-
dation in 2022, aiming to simplify the automation and orchestration of CNFs across
distributed, multi-vendor telco networks. The core goal of Nephio is to bring Kubernetes-
native IBN and GitOps principles to network management by abstracting infrastructure
complexities and enabling declarative configuration of network functions and services.

Nephio leverages Kubernetes as a control plane to manage not only compute re-
sources but also the lifecycle and configuration of CNFs, enabling zero-touch pro-
visioning, automated reconciliation, and hierarchical resource management. It intro-
duces custom Kubernetes resources and controllers for telecom-specific workflows,
emphasizing modularity, vendor neutrality, and cloud-native scalability.

As of 2024, Nephio has released several functional components, including the
Nephio Reference Implementation (NRI), Topology Controller, and Package Recon-
ciler, with integration tests conducted across major cloud-native CNF providers. Aca-
demic and industrial stakeholders continue to explore its feasibility for SG RAN or-
chestration, edge network automation, and multi-domain service provisioning. Nephio
is being developed to achieve fully automated, intent-driven Kubernetes networking,
with a particular focus on enabling zero-touch networking. Its ongoing development
emphasizes capabilities such as continuous post-deployment monitoring, self-healing,
and automated rollback mechanisms. However, as of 2025, natural language-based ap-
proaches to network configuration remain in the early stages of development. Specif-
ically, VNF installation continues to rely on YAML/CRD-based methods, and natural
language-driven VNF installation—the central topic of this thesis—remains largely

experimental.
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As observed, numerous recent studies are actively exploring the application of
intent-based approaches to various aspects of traditional network management. How-
ever, to the best of our knowledge, IBN remains at an early stage of research and
development, no prior work has achieved full automation of VNF installation—the
primary objective of this thesis. Table [2.1] highlights the key differences between ex-

isting approaches and our proposed method.
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ITII. System Design

In this chapter, we present the design of our proposed LLM-based VNF deploy-
ment Al Agent.

3.1 Overview of LLM-based VNF Deployment AI Agent

Given the absence of large-scale input—output datasets necessary for fully au-
tomating VNF deployment, we did not apply fine-tuning. Instead, using in-context
learning, we applied additional techniques to suit our task with open LLM. Rather
than employing a newly developed Al model, the proposed agent utilizes an existing,
publicly available LLM. As its primary role is to enhance the usability and effective-
ness of the underlying LLM, we refer to our proposed system as an LLM-based ‘Al
Agent’.

As outlined in the introduction, the problem addressed in this work presents
significant technical challenges. Although many recent LLMs have been developed
specifically for code generation, deploying a VNF requires additional knowledge of
Kubernetes configurations. It also demands an understanding of MOPs and the ability
to generate code that aligns with the specific task being performed. To enhance the
accuracy of code generation, the agent employs a range of supporting techniques. Fur-
thermore, to ensure the reliability of the generated outputs, a verification phase using
a Network Digital Twin (NDT) [|37] is performed prior to actual deployment.

Fig. illustrates the architecture proposed and employed in our experiments.
We opted to utilize an MOP that contains detailed instructions for the process, rather
than requiring the user to provide a comprehensive explanation of the VNF. The Al
Agent accepts an MOP related to VNF deployment as input and generates a corre-

sponding workflow (Python code or Ansible YAML code) to automate the deployment
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process, and through the verification process at NDT, a stable workflow is created be-
fore application to the actual network. Through the verification process at NDT, a
stable workflow is created before application to the actual network. NDT and verifica-
tion modules will be described in more detail in the Section 4.3l

We propose a framework in which, when an error occurs during the execution of
LLM-generated code in the NDT environment, the corresponding logs are provided
to the LLM to prompt code revision based on the error context. Through preliminary
experiments, we observed that the LLM often failed to correctly fix the code even when
error logs were given as input. This limitation is attributed to the fact that the LLM
employed in our thesis is not specifically fine-tuned for networking-related coding
tasks and, even if partially specialized, lacks domain-specific expertise in Kubernetes-
related operations.

To address this issue, we adopted RAG and Multi-Agent Devate (MAD) tech-
niques to enhance the LLM’s ability to interpret and resolve such errors. These meth-
ods aim to augment the LLM’s code generation capabilities by providing relevant ex-
ternal knowledge and leveraging multi-agent reasoning.

Fig. [3.2]illustrates the complete workflow triggered when input is provided to
the AI Agent. Also, Algorithm |I|outlines the underlying mechanisms of the proposed
algorithm in greater detail. When a user issues a VNF deployment request, the system
converts it into a predefined prompt format and forwards it to the LLM along with
the corresponding MOP. The LLM generates a workflow based on the input prompt,
which is then passed to the testing module for verification within the NDT environ-
ment. In addition, to support future MAD-based reasoning, responses from other LLM
instances are collected and sent to the MAD module.

If the testing result indicates success, the workflow is immediately returned to
the user as an executable output. However, in practice, this is rarely the case. Most
workflows require refinement. In such cases, the testing module collects execution
logs from the NDT and sends them to the RAG module. The RAG component filters

the logs to extract relevant error messages (input filtering) and uses them to retrieve
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Algorithm 1 LL.M-based VNF Deployment AI Agent

Require: MOP,V NFConfigureRequests

Ensure: ExecutableWork flow
1: LLM Input < PromptFormat + MOP + VNFConfigureRequests
2: for 0 < ¢ < MaxTryNum do

3: Work flow < MainLLM (LLM Input)
4: VerificationResult, ResultLogs < TestingM odule(W ork flow)
5: if Verification Result == Succeed then
6: return Work flow
7: else
8: MADResults + SubLLM s(LLM Input)
9: LLM Input < PredefinedModi fyingFormat + MadResults
10: RelatedDoc < RAG(ResultLogs)
11: Related, FilteredDoc < JudgeLLM (RelatedDoc)
12: if Related == True then
13: LLM Input < LLM Input + FilteredDoc
14: end if
15: end if
16: end for

17: return False
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related documents from the knowledge base. A judge LLLM evaluates the retrieved
content, filtering and selecting only the most useful information (output filtering).

Simultaneously, the MAD module delivers the responses of other LLMs to the
current LLM instance to serve as a reference. The LLM then receives inputs consisting
of the error logs, RAG output, and MAD suggestions, and proceeds to revise the code
accordingly. The modified workflow is passed back into the pipeline, and the process
is repeated iteratively until a runnable workflow is successfully generated. To avoid
infinite loops in cases where repeated revisions fail, a maximum number of attempts is
predefined, after which the loop terminates.

This constitutes the complete operational flow of the Al Agent. The detailed

design and functionality of each module are described in the following sections.

3.2 In-Context Learning

One of the most fundamental techniques for utilizing LLMs in specific tasks is
in-context learning. Naturally, we adopted this method as a baseline to improve the
performance of the LLM. In in-context learning, the only controllable aspect is the
input prompt; thus, the design of the prompt becomes critical. We explored a variety
of prompt structures to investigate under which conditions the LLM generates correct
code that aligns with the intended task.

Fig. [3.3]illustrates the final input structure of the prompt used in our experi-
ments. As mentioned earlier, the MOP related to the target VNF is provided as input.
We conducted a research collaboration with Samsung, and they provided a manual of
developed network function by the form of MOPs. According to Samsung, errors fre-
quently occur when following these MOPs during the installation process in real net-
work environments, highlighting the need for automation. Therefore, we decided to
investigate whether an LLM could understand and automate the installation process by
using MOPs as input. Also, the MOP is not presented in isolation; rather, the prompt

includes contextual information describing the current task, constraints to follow, and
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You are a Kubernetes expert. | want to
install [ VNF ] with Python code.

Here are some example code.
[ Code ]

And here is an MOP that explain how

to install.

[ MOP |

Please make code that...

Prompt Format Input
Prompt
+
Example
Codes

Figure 3.3: Prompt Formatting

the desired output. We formulated a predefined prompt format incorporating these
elements. When the user specifies the target VNF, provides the corresponding MOP,
and optionally includes additional configuration instructions, the system automatically
inserts this information into the predefined format to generate the final prompt.

To further improve performance in complex tasks, it is known that providing
examples—i.e., few-shot learning—is beneficial for LLMs. Accordingly, we included
reference examples in the prompt. These example codes do not correspond to the target
VNF but rather to other VNFs, allowing the LLM to observe how to configure a Pod
and install a VNF, and to extrapolate this process to a new VNF.

Throughout our experiments, we observed that the LLM occasionally introduced
common errors into the generated code. While adding constraints for every possible
mistake into the prompt would make it excessively long, we identified specific critical

issues (e.g., including infinite loops in Python, or generating incorrect error-handling
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logic) that could negatively affect our AI Agent’s performance. For such cases, we
explicitly added guidance in the prompt to instruct the LLM to avoid these errors.
These instructions are incorporated into the predefined prompt format to reduce the
likelihood of such failures.

Once the complete prompt is assembled and fed into the LLM, the model gen-
erates a workflow in the form of Python or Ansible YAML code. This output is then
passed to other modules within the AI Agent for further processing. Detailed examples
of the prompt format used in our system are presented in the Chapter [[V]

Fig. [3.4]shows the AI Agent structure from now on. With only this step, the user
can configure the VNF using an LLM. However, as previously discussed, this baseline
structure often results in errors and failures in VNF deployment due to the inherent
limitations of the LLM. To address these shortcomings, we integrated additional tech-
niques on top of this base architecture to enhance the reliability and accuracy of the

overall system.
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3.3 RAG (Retrieval-Augmented Generation)

Throughout our experiments, we observed that the LLM frequently failed to cor-
rect erroneous code, even when provided with explicit error messages. This result will
be covered in Chapter [V] This limitation is primarily attributed to the general-purpose
nature of LLM pretraining, which lacks deep domain-specific knowledge, particularly
in networking and infrastructure automation. To address this shortcoming, we lever-
aged RAG to inject relevant, high-quality network-related information into the model’s
input context so that the AI Agent can perform self-healing.

The core idea of RAG involves constructing an external knowledge base com-
posed of task-relevant information, retrieving documents related to the input query,
and supplying either the entire document or contextually matched segments to the
LLM as additional input.

In this work, we adopt a RAG-based approach to assist in correcting errors that
arise during VNF deployment. Specifically, when deployment failures occur, relevant
external documents are retrieved and provided to the LLM to support error resolution.
LLMs are commonly employed in question-answering (QA) systems, and RAG has
likewise been primarily designed to support such applications by retrieving specific
pieces of “knowledge”. As a result, conventional RAG frameworks are typically opti-
mized to identify and extract relevant entities and their relationships from a knowledge
base. Retrieved content often includes selected sentences that are closely linked to the
target entity, and in some cases, the sentence order may be restructured to serve the
QA context better.

In contrast, our objective differs significantly: rather than locating factual knowl-
edge, our system requires contextually appropriate information to help interpret and
resolve log-based errors. In this setting, the notion of discrete “entities” is largely irrel-
evant. Furthermore, technical documents such as manuals and troubleshooting guides
generally present information in a well-structured, sequential manner, which makes

sentence reordering not only unnecessary but potentially harmful to comprehension.
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Therefore, standard RAG techniques are not suited to our use case. To address
this gap, we designed a custom RAG framework specifically tailored to the needs of
our system, focusing on preserving document structure and extracting semantically
relevant context for resolving infrastructure-related errors.

To build the external knowledge base, we crawled two primary sources from the
web: (1) official documentation and (2) Stack Overflow posts [38]]. For official doc-
umentation, we collected structured content from the official Kubernetes and Ansi-
ble documentation sites. Stack Overflow posts were gathered using keyword-based
queries targeting Kubernetes, Ansible, and VNF-related discussions. The Stack Ex-
change API [|39]] was used to retrieve Stack Overflow data, while other web documents
were obtained using custom HTML parsing scripts.

As previously mentioned, the concept of entities is ambiguous in the context of
the knowledge we aim to utilize, and identifying relationships between entities is un-
necessary for our task. Therefore, instead of relying on conventional RAG methods
that depend on entity-centric retrieval, we adopted the most fundamental and widely
used approach: vector-based retrieval.

Using a pre-trained sentence embedding model, RAG vectorizes the titles of all
documents in the knowledge base. In the case of Stack Overflow documents, RAG
additionally includes the question body in the embedding process. Input error logs
are similarly transformed into vector representations, and retrieval is performed by
identifying the document (or document title and question pair) with the highest vector
similarity to the input log.

However, during this process, we encountered two major challenges: (1) Input
logs often contained noise or unrelated information, which led to the retrieval of irrel-
evant documents. (2) In some cases, no relevant documents existed in the knowledge
base, resulting in the retrieval of documents unrelated to the actual error.

In both scenarios, the LLM may receive context that is not only unhelpful but also
misleading, ultimately degrading its ability to generate appropriate fixes for the error.

To address these issues, we introduce two filtering mechanisms into our pipeline:
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* Input-side filtering: Attempts to isolate and extract the actual error log from

noisy input.

* Qutput-side filtering: Discards retrieved documents that are unlikely to be rele-

vant to the current error context.

These filtering steps are essential for ensuring that only semantically meaningful
and contextually aligned documents are provided to the LLM during the RAG process.
Fig. [3.3]illustrates the structure of our RAG module.

We employed Log-TF-IDF for input filtering and a Judge LLM for output filter-
ing. The detailed mechanisms and implementation strategies for each of these tech-

niques are described in the following subsections.

33.1 Log-TF-IDF

In our prior work [40,41]], we investigated anomaly detection in network switches
by analyzing the distribution of log patterns in normal and abnormal states. Motivated
by the concept of Term Frequency-Inverse Document Frequency (TF-IDF, [42]), a
well-established statistical measure in NLP, we proposed Log-TF-IDF, a method tai-

lored to quantify the rarity of log patterns. While traditional TF-IDF is used to evaluate
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the importance of words within a document relative to a corpus, Log-TF-IDF adapts
this principle to the domain of system log analysis. The TF-IDF technique can be
broken down into two main components, each serving a specific role (we will refer to

‘document’ as ‘doc.’” and ‘number’ as ‘num.” in equations for brevity):

* Term Frequency (TF):

Num. of word w appears in doc. d

TF =
(w, d) Total num. of words in doc. d

Quantifies how frequently a term appears in a document.

* Inverse Document Frequency (IDF):

Total . of doc.
IDF(w):log< otal num. of doc >

Num. of doc. containing word w + 1

Penalizes terms that appear across many documents, highlighting terms that are

more unique.

TF_IDF(w,d) = TF(w,d) x IDF(w)

The standard formulation is particularly effective for tasks such as information
retrieval, text classification, clustering, and keyword extraction. In NLP applications,
both TF and IDF are typically log-scaled to accommodate the large number of docu-
ments and avoid division-by-zero errors, e.g., by adding 1 to the denominator.

We observed that abnormal system behavior is often accompanied by an increased
occurrence of log patterns that are rare in normal conditions. Therefore, we focused
on measuring the rarity of log events (similar log patterns)—rather than their absolute
frequency—within a corpus of normal system logs.

To this end, we treat each log event extracted via a log parser as the equivalent of
a “term”, and use log entries grouped by date as the analog of “documents”. Instead

of evaluating the importance of an event in a specific document, we assess its rarity
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in the entire normal dataset. This approach mirrors the penalty mechanism employed
by the IDF component in traditional TF-IDF, which assigns lower importance to terms
that appear frequently across the entire corpus, regardless of their frequency within
individual documents. If a log event exhibits a relatively low overall occurrence count,
it is penalized during the IDF computation if it appears consistently across all days.
For example, certain log messages may be generated at a fixed time each day; while
these logs may not occur frequently overall, their persistent appearance indicates that
they are unrelated to abnormal system behavior. Thus, the IDF component effectively
penalizes such events to reduce false associations with anomalies.

In line with this concept, our thesis analyzes the rarity of each log event to iden-
tify potential error logs within a given input. We continuously collected log data by
running LLM’s output workflow in our experimental environment and manually anno-
tated the logs to distinguish normal logs from error logs. This annotated dataset is used
to construct a baseline of normal log behavior. This allowed us to perform log analysis
in a per-dataset manner, analogous to the per-date analysis in the original Log-TF-IDF
methodology.

The resulting formulation of Log-TF-IDF mirrors traditional TF-IDF in structure
but adapts both components to the log analysis context.

Let ND denote the normal dataset. The Log-TF-IDF of a log event ¢ is defined by

two components (in equations, log denotes logarithm and Log denotes log message):

* Log-TF:

Total num. of Logs in ND
Log TF(t) =1
o9 () = log (Num. of event ¢ appears in ND)

This inverse frequency formulation ensures that events with lower occurrence
counts are assigned higher Log-TF scores. The logarithm mitigates the effect of
large values and aligns with the scaling used in TF-IDF for large corpora. The
addition of 1 avoids division by zero, allowing the method to handle previously

unseen event.
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Figure 3.6: Log Parser Structure

* Log-IDF:

_ Total num. of distinct datas in ND + 2

Log IDF(t) =
°9 ®) Num. of datas that event ¢ appears + 1

Unlike in NLP, where the corpus often contains thousands of documents, sys-
tem log datasets usually span a smaller amount of data. For this reason, we
omit log-scaling for the Log-IDF component. To ensure Log-IDF values remain
greater than one—preventing the entire Log-TF-IDF score from collapsing after

applying logarithms—we add 2 to the numerator.

The final Log-TF-IDF score for event ¢ is then computed as:

Log TF_IDF(t) =log (Log TF(t) x Log-IDF\(t))

This formulation allows us to detect events that are rare either due to infrequent
total appearances or sporadic date-wise occurrences.

In our previous work, experimental results demonstrated that utilizing both Log-
TF and Log-IDF jointly provides a more effective means of quantifying the rarity of log
events across the entire dataset. Moreover, for the extraction of log events necessary
for calculating Log-TF-IDF, we employed the log parser and event classification model
developed in our earlier study [43]].

Fig. presents an overview of the log parser architecture. The log parser is
designed to abstract and normalize input logs by removing non-essential information,

thereby enabling the grouping of semantically similar log entries into representative
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patterns. Initially, the parser replaces tokens not found in a predefined word dictio-
nary—such as numerical values or file paths—with generalized placeholders (e.g.,
[num], [1oc]). The word dictionary used by the log parser is constructed during its
initial development by extracting all distinct words from the collected log dataset. To
eliminate ephemeral or context-specific tokens—such as process names—only words
that appear at least three times across the dataset are included in the dictionary. This
frequency threshold is intentionally chosen to filter out transient terms that are unlikely
to contribute to meaningful pattern generalization. This abstraction process facilitates
the extraction of canonical log patterns, a task made feasible by the structured nature
of log generation systems, which typically rely on developer-defined templates.

Subsequently, the parser applies a similarity-based classification algorithm to
group log patterns into higher-level events. Algorithm [2] presents a pseudocode im-
plementation of our pattern classification method, based on an improved Minimum
Edit Distance algorithm [44]]. This modified algorithm serves as a similarity measure,
calculating the minimum number of edits (deletions, insertions, and substitutions) re-
quired for two sentences to match. Specifically, it employs an inter-pattern similarity
metric based on Minimum Edit Distance to assign structurally similar patterns to the
same event category. Importantly, the parser also incorporates semantic filtering to
distinguish between patterns with opposite meanings but similar syntactic structure.
By leveraging a publicly available antonym dictionary [45], the parser can identify
and segregate such cases—for example, distinguishing between “container [name]
down” and “container [name] up to state”—and classify them into separate
event groups.

Through these processes, the log parser maps each semantically similar log pat-
tern to a corresponding event based on whether the patterns already classified into the
same cluster can, on average, be transformed into the current pattern by modifying less
than half of their elements. In operational terms, when a new log entry is processed
by the log parser, it returns the event number associated with its matched pattern. For

example, the log message “Peer 5.5.5.1(3/1) from Down to Up” is abstracted
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Algorithm 2 Log Event Classification

Require: LogPatternlList
Ensure: FventList
1: EventList < []
2: for SingleLogPattern € LogPatternList do
3: matched < False
for Single Fvent € EventList do
EditDistanceSum < 0
for Pattern € Single Event do
EditDistanceSum <  Edit(SingleLogPattern, Pattern) -+
Edit DistanceSum
end for

Nk

(2]

EditDistanceSum
if — - < 0.5 then
|Single Event| - |SingleLogPattern|
10 Append SingleLogPattern to Single Event
11: matched < True
12: break
13: end if
14: end for
15: if not matched then
16: Append [SingleLogPattern] to EventList
17: end if
18: end for

19: return EventList
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to the pattern “peer [num] from down to up” and subsequently mapped to a pre-
defined event number. When a log pattern that does not exist in the dataset used during
the parser’s construction is encountered, the system measures its similarity to existing
patterns. If the pattern is found to be insufficiently similar to all existing event clusters,
a new event identifier is created and assigned accordingly.

Using the classified log events, we computed the Log-TF-IDF values based on
the normal log dataset. A threshold is then established according to the maximum
Log-TF-IDF observed within the normal logs. In the actual RAG system, incoming
logs are similarly processed through the log parser to extract structured log events. If
the Log-TF-IDF score of a given event exceeded the predefined threshold, the log is
identified as an error message. Only these filtered error messages are subsequently

used as input queries to the RAG module.

3.3.2 Judge LLM

In addition, we applied filtering at the output stage of the RAG process. To eval-
uate the relevance of the retrieved documents, we introduce a Judge LLM, a language
model distinct from the Main LLM, whose sole responsibility is to assess the valid-
ity and relevance of the RAG outputs. The Judge LLM is fine-tuned using our pre-
collected log data alongside corresponding documentation that explains the associated
error messages. This fine-tuning process enables the Judge LLM to learn the con-
textual relationships between logs and their explanatory resources within Kubernetes-
based environments.

Consequently, the Judge LLM is capable of verifying whether the documents re-
turned by the RAG module were genuinely relevant to the input error logs. In cases
where the documents are deemed relevant—especially when the retrieved content is
excessively long—the Judge LLM is further instructed to extract only the core infor-
mation necessary to resolve the error. Conversely, if the Judge LLM determines that

the retrieved document is unrelated to the input error, the RAG result is excluded from

_37—



the prompt to the Main LLM. This selective filtering mechanism is employed to reduce
the likelihood of misleading or confusing the Main LLM with irrelevant information.
Algorithm [3| describes the complete RAG algorithm, which incorporates both in-

put and output filtering mechanisms.

3.4 MAD (Multi-Agent Debate)

Multi-Agent Debate (MAD, [18]]) is a technique in which multiple language
model instances generate individual responses and reasoning processes, and subse-
quently engage in a discussion. This approach has been shown to enhance mathemat-
ical and strategic reasoning capabilities, improve the factual consistency of generated
content, and mitigate common issues observed in modern LLMs, such as errors and
hallucinations. In this thesis, we applied the MAD technique to improve the perfor-
mance of our Al Agent further.

As with our adaptation of RAG, although most LLM-based techniques are de-
signed for QA systems, our task deviates significantly in structure and purpose. There-
fore, while our use of MAD shares foundational similarities with conventional ap-
proaches, it also exhibits important distinctions tailored to our setting.

We observed that even the same LLM exhibited inconsistent performance in VNF
deployment tasks—sometimes generating correct code, and other times failing. No-
tably, once an LLM produced an initial attempt, it often became confined to that first
solution space, making it difficult to generate substantially different alternatives in sub-
sequent iterations. To overcome this limitation and broaden the scope of reference, we
incorporated MAD into our system.

The central idea behind our MAD implementation is to inform the main LLM of
alternative responses generated by other LLMs for the same prompt. By exposing the
main LLM to diverse solutions, we encourage it to escape from its initial trajectory
and leverage these references to refine its output. In our design, MAD is activated only

when the main LLM fails to generate a runnable code. However, in preliminary exper-
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Algorithm 3 RAG Algorithm

Require: InputLogs, TF_IDF _Dict, EmbeddingM odel,Vector KB, JudgeL LM
Ensure: RelatedDoc
1: ErrorList < []
2: for Log € InputLogs do
3 LogEvent,IsNew < LogParser(Log)
4: if /s New then
5: Log TF_IDF <+ CalculateTF _IDF(LogEvent)
6
7
8
9

else
Log TF_IDF < TF_IDF _Dict[LogEvent]
end if
: if Log TF_IDF > TF_IDF _Threshold then
10: Append [Log| to ErrorList
11: end if
12: end for
13: if ErrorList is Empty then
14: FErrorList < InputLogs
15: end if
16: InputVector < EmbeddingM odel( Error List)
17: MaxSim < 0
18: for (Vector, Doc) € Vector KB do

19: sim < VectorSim(Vector, InputV ector)
20: if sim > MaxzSim then

21: MaxSim < sim

22: QueriedDoc < Doc

23: end if

24: end for

25: Related, FilteredOutput < JudgeL LM (QueriedDoc)
26: if Related and MaxSim > Sim_Threshold then

27: return FilteredOutput

28: end if

29: return False
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Figure 3.7: MAD Module

iments, we also explored the effectiveness of applying MAD from the initial attempt
and conducted comparative performance analyses, which are presented in Section[5.2]

Fig. illustrates the detailed workflow of this MAD process. Through ex-
tensive experimentation, we identified the four LLMs that consistently produced the
most accurate code and designated them as peer agents for MAD. The MAD module
stores their initial responses at the first attempt. When the main LLLM fails to gener-
ate a runnable deployment, these pre-recorded responses are injected into the prompt
as reference materials. This approach guides the main LLM to revise its output by
consulting the outputs of other models, thereby enhancing the likelihood of recovering

from failure and ultimately producing a valid solution.
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IV. Implementation

In this chapter, we presents the implementation details of each module introduced

in the Chapter

4.1 MOPs dataset generation

To construct an appropriate input dataset for the LLM, an MOP dataset was re-
quired. Initially, a sample MOP file was obtained from Samsung Electronics. Based
on this sample, we decided to generate a synthetic dataset consisting of similar MOPs.
Consequently, the structure and formatting of the generated MOPs closely follow the
style of the original document provided by Samsung.

This thesis focuses on a defined scope involving the provisioning of Pods and the
deployment of selected VNFs within a Kubernetes-based environment. In particular,
we targeted the deployment of widely used VNFs, including a firewall (iptables), a load
balancer (HAProxy [46]]), a deep packet inspection engine (nDPI [47]]), an intrusion
detection system (Suricata [48]]), and a network monitoring tool (ntopng [49])). Corre-
sponding MOPs were generated to support the installation and configuration processes
for each of these VNFs.

Given the impracticality of manually producing a large volume of procedural
documents, we employed the GPT-40-mini model [[19] to automate content genera-
tion. The sample MOP served as the input prompt, and the LLM was instructed to
generate detailed documentation describing the steps required to provision Pods in a
Kubernetes environment, install the specified VNFs, and configure them to perform
predefined tasks. To enhance the model’s ability to generate relevant Kubernetes-
specific procedures, we incorporated a directive prompt—“You are an expert in Kuber-

netes management”—to effectively guide the model toward utilizing domain-relevant
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knowledge.

Firewall: Allow only specific subnets, allow only specific ports
* Load Balancer: Load balance between the servers, redirect to a specific server
* DPI: Inspect specific subnet, block specific traffic

* Monitoring: Monitoring specific protocol

IDS: Running basic detection rule

The MOPs were generated by iteratively modifying the actions for each VNF.
Although the objective remained the same, we aimed to generate diverse MOPs by
adjusting the prompts accordingly. LLMs tend to overlook some intentions when a
large number of prompts are entered; therefore, during our experimentation, it was
occasionally necessary to emphasize specific instructions. For instance, when con-
figuring the installation of nDPI and blocking a specific port, some generated MOPs
employed the ‘ufw’ command for port blocking, which is not our intention. Each time
an MOP was generated that did not align with our intended objectives, we adjusted
the input prompt to prevent the generation of such MOPs. We generated both Korean
and English MOPs to facilitate a performance comparison between using Korean and
English MOPs. These prompt details can be found in the ‘data_generating’ section
of our published code [50]. The generated responses were saved in a Word document
format using Python’s ‘docx’ library.

We manually verified all MOPs generated by GPT to ensure their accuracy, dis-
carding any that were incorrectly generated. As a result, we retained a total of 60
MOPs for the experiment, comprising 30 Korean MOPs and 30 English MOPs. All
input prompts except Kor MOPs used in the experiments were in English.

Example [.1]is an example excerpt of a generated MOP.
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MOP: Configuring nDPI

Document Control

Date: 2024-08-29

Version: 1.0

Purpose

This MOP outlines the steps to create a Pod in Kubernetes, install nDPI, and con-
figure it to inspect packets from a specific subnet.

Prerequisites
- Access to a Kubernetes environment with appropriate permissions to create con-
tainers.

System Requirements for Container
- Operating System: Ubuntu 22.04 LTS

Step 1: Create a Pod in Kubernetes

1. Set Environment Variables

Ensure you have sourced your Kubernetes credentials:

bash

kubectlrun < pod — name > —image = wubuntu : 22.04-restart =
Never—requests = ‘cpu = 2, memory = 2G’

Example 4.1: Generated MOP Example
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4.2 Prompt Input

Once the MOP dataset was prepared, we proceeded with experiments using the
provided MOPs. As a starting point, we employed a basic prompt of the following
form: “Based on the MOP below, implement a Python script using the Kubernetes
library to automate the installation of the VNF described in the MOP.” In addition, we
appended example code after the prompt to support few-shot learning.

Although this represented the most fundamental prompt structure, several issues
emerged during experimentation. For instance, the generated code contains an infinite
loop when the VNF installation fails, continuously retrying the operation without ter-
mination. In other cases, despite clearly stating that credentials such as the Kubernetes
access token were stored locally, the LLM would generate code that invoked stdin to
request a password at runtime. We also observed code that attempted to split the con-
figuration process across multiple containers, included only usage comments without
any functional code, or defined placeholder function names with annotations such as

“Insert VNF configuration code here.”

from kubernetes import client, config

import time

def create_pod(pod_name, namespace):
# Load kubeconfig file
config.load_kube_config()
vl = client.CoreV1Api ()
image_name = input(’Input the Image Name: ’)
# image name input
container = client.ViContainer (
name="vnf-container",
image=image_name,
command=["/bin/bash"],
args=[
# VNF Configuration Code here
# Build and install Firewall
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# Configure Firewall to block specific traffic
1,
resources=client.V1ResourceRequirements (
requests={"cpu": "1", "memory": "256Mi"}
),
security_context=client.V1iSecurityContext (
privileged=True)
)
metadata = client.V1i0ObjectMeta(name=pod_name, namespace
=namespace)

pod = client.V1iPod(metadata=metadata, spec=pod_spec)

while True:
# try untill succeed
try:
response = vl.create_namespaced_pod(namespace=
namespace, body=pod)
if response:
return True
else:
return False
except client.ApiException as e:
print (e)

return False

Listing 4.1: Bad Code Example (Putting configuration as comments, using infinite

Such behaviors caused problems in our experimental environment, including in-

definitely running code and unexpected resource usage. To mitigate these issues, we

explicitly added constraints to the prompt that prohibited the generation of such pat-

terns. These refinements were incorporated iteratively as new error types were identi-

fied throughout the experiments.

Furthermore, as will be discussed in detail in the following chapter, we designed
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the experimental framework to ensure stability by requiring the Python code to put the
whole code inside the ‘create_pod’ function. These functions are sequentially imported
and executed during the experiment. Each function is designed to return True upon
successful execution and is defined to receive relevant parameters as input.

We explicitly specified these structural requirements within our predefined prompt
format. During prompt generation, the prompt format is combined with the corre-
sponding MOP to form the complete input to the LLM (Fig. [3.3)). The resulting prompt
guides the model to produce code adhering to this modular structure. The predefined

prompt format for Python coding used in our thesis is presented below.

You are a Kubernetes cloud expert.

Please write Python code that creates a Kubernetes Pod
and installs a VNF inside it, taking the following
points into consideration.

You don’t have to explain your code. Keep your answer
code-focused and as simple as possible.

I will provide you with a Method of Procedure (MOP)
that describes the process of installing a Pod in
Kubernetes and configuring a VNF on that Pod. Based
on this MOP, you must write a single, self-contained

Python function with the following strict
requirements:

1. The entire logic for creating the Pod and
configuring the VNF must be contained within one
function only; do not split the logic into multiple
functions or files.

2. The function must be named ’create_pod’.
3. The ’create_pod’ function must accept exactly three
input parameters: ’pod_name’, ’namespace’, and '’

image_name ’ .
4. The function must return True if the Pod is created
and the VNF is configured successfully; otherwise,
it must return False.
5. Do not include any additional parameters or helper
functions; everything must be implemented inside the

create_pod function.

6. Don’t put any kind of infinity loop in the code.
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7. The Kubernetes configuration file is in its default
path. So, to load the configuration, use °’
load_kube_config’ instead of ’load_incluster_config
3

8. Don’t put usage or example in the code block.

9. Instead of using the cluster’s default DNS settings
, manually set the DNS to ’DNS_IP’.

10. Put ’sleep infinity’ command, so that the container
doesn’t get killed.

12. Since systemctl cannot be used in containers, even
if the MOP instructs to install the VNF using
systemctl, an alternative method like running with
the daemon option must be found.

12. Don’t use stdin to get any kind of password.

13. Don’t make ’host_name’ option True in Pod creation
step.

14. Configure the VNF in one container.
Please ensure that you follow these instructions
exactly and do not deviate from the specified

function name, parameter list, or return value.

Here is the MOP:

Listing 4.2: Prompt Format for Python

In addition, we employed a different prompt format for retry attempts. When a
retry is triggered, the system supplies not only the original prompt but also relevant
contextual information, such as execution logs in the case of general failures, RAG
outputs when RAG is used, or MAD results when MAD is applied. To accommodate
these scenarios, we defined an alternative prompt format specifically for retry cases.

This alternative format is not overly complex, but structured to convey error feed-
back and supporting context to the LLM. A typical template follows the structure:
“When executing your code, the following error occurred: [error message]. The fol-
lowing document(s) may be relevant to this error: [RAG output]. Please revise your

code by referring to this information.” This retry-specific prompt enables the LLM to
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Figure 4.2: Detailed Architecture of Testing LLM-generated Workflow

revise its previous response with improved contextual awareness.

4.3 Testing Module and NDT

Fig. . 2]illustrates a detailed structure of the testing module and NDT. The testing
module is designed to validate the workflow generated by the LLM prior to its deploy-
ment in the actual network environment. Specifically, it verifies whether the generated
code is syntactically and semantically correct by executing it within the NDT. This
module encompasses three key stages: executing the code in the NDT environment,
validating its behavior, and preventing the execution of erroneous configurations that

could cause potential failures during deployment.

4.3.1 Network Digital Twin (NDT)

The NDT was implemented on a Kubernetes-based infrastructure. We deployed

Kubernetes version 1.29.15, configuring a cluster composed of one Master node and
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four Worker nodes. Each node operated on Ubuntu 22.04 LTS.

The testing module and the LLM server were deployed separately from the NDT
to ensure modularity. The server running the testing module was granted access to the
Kubernetes cluster via kubectl, thereby enabling direct interaction with the cluster for
both Ansible- and Python-based testing procedures. This setup allowed the execution
of Pods and the configuration of VNFs directly within the Kubernetes environment.

To prevent interference with the default CNFs in the NDT, a dedicated namespace
was created. The testing module was explicitly configured to operate only within this
namespace. During experimentation, all Pods within the namespace were periodically

removed to maintain a clean testing environment.

4.3.2 Testing Module

Although the Python- and Ansible-based modules were implemented separately,
their overall structure is similar. Therefore, we first describe the Python-based im-
plementation in detail, and subsequently explain only the components that differ in
the Ansible-based approach. In the case of a Python-based testing module, it saves
the parsed Python code as a “.py’ file and executes it to verify whether it successfully
communicated with the NDT environment and automated the creation of containers
and VNFs.

To facilitate testing, we instructed LLM to put the entire logic as ‘create_pod’
function. The ‘create_pod’ function takes the Pod name, namespace, and image name
as input parameters. It returns True upon successful Pod creation and False if the
creation fails for any reason. During the Python code testing process, although we
specified in the input prompts that only function definitions should be included without
examples in the Python code, there were instances where the LLM would still generate
top-level code with example usage. Additionally, when importing the generated code,
if the LLM did not include a check for ‘__main__, the top-level code would execute

automatically. On rare occasions, we observed that this resulted in an infinite loop,
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particularly when the LLM inadvertently included logic to continuously create Pods.
To prevent such occurrences, we enforced a practice of wrapping top-level code within
a __main__block, ensuring it would only run when explicitly invoked.

In both the Python- and Ansible-based workflows, the code generated by the LLM
is executed with explicit input parameters, including the Pod name, namespace, and
image name. This allows us to maintain control over the Pod creation process and
ensures consistency across experiments.

For the container image, we employed a vanilla Ubuntu Docker image (version
20.04) pre-equipped with basic Ubuntu libraries. This choice enables most VNFs to be
installed directly via apt without requiring additional dependencies or custom image
preparation.

The overall process in the Ansible-based module follows the same pipeline as in
the Python-based implementation. In the Ansible setup, the test module parses the
YAML code from the LLM’s response and saves it. This YAML code is then executed
using the Ansible-runner Python library [51]], which allows Ansible playbooks to be
invoked programmatically.

In the case of Ansible, it is necessary to explicitly specify the target server or
node on which each command should be executed. However, the LLM occasionally
generates workflows in which this target is mistakenly set to localhost. In such cases,
the VNF configuration is executed on the server running the testing module rather
than on the intended Pod. This misconfiguration can lead to critical issues, such as
inadvertently modifying the host environment, for example, by installing a firewall on
the testing server itself, thereby compromising the Al Agent’s experimental setup.

To address this issue, we implemented a rule-based detection mechanism that
identifies and blocks workflows containing such erroneous target specifications before
they are executed.

Kubernetes does not provide an API to verify whether all commands passed dur-
ing Pod creation have completed execution. Since the code is executed exactly as

generated by the LLM, it is not possible to predetermine which commands will be
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executed within the Pod, making it difficult to inspect command completion through
direct Kubernetes access.

Through empirical observations across multiple test cases, we found that cor-
rectly configured VNFs typically complete Pod creation and internal setup within 150
seconds. Based on this finding, we adopted a simple timeout-based strategy: after a
Pod is successfully created, the system waits for 150 seconds before proceeding to the
next step. During this period, we continuously monitor the Pod’s status to ensure that
no errors occur. If the Pod remains in a healthy state throughout the waiting period,
we assume that all VNF-related commands have been executed successfully. As will
be detailed in a Chapter [V] this approach led to a consistent Pod creation time of 150
seconds, impacting the overall processing time of the Al Agent.

And now, the test module takes a verification step to ensure that the deployed VNF
operates as intended. For instance, for the firewall, the MOP specified configuring
‘iptables’ to only allow traffic through certain subnets or ports. We verified this by
running the command ‘iptables -L -v -n’ and checking for the presence of ‘DROP’ in
the output. If an incorrect subnet or port was blocked, the process would fail, signaling
an issue. As will be discussed in the Results section, many LLMs were unable to
resolve this issue, demonstrating low performance effectively.

For other VNFs (Suricata, nDPI, ntopng, and HAProxy), we used the ‘system-
ctl’ command to verify that the service was running. Although the MOP details how
to configure each VNF fully, the LLM-generated code’s performance declined signif-
icantly when tasked with verifying every detail of the configuration. Consequently,
in this thesis, we set the baseline for passing as the successful operation of the VNFs,
without requiring the configuration to be flawless. Additionally, for HAProxy, we con-
ducted a validation step by executing a command to verify the validity of the HAProxy
rule file and inspecting the results. Developing LLM models that can generate fully
accurate configurations remains part of our future research objectives.

The test module was designed to inform the LLM of any issues that arise dur-

ing workflow execution. This mechanism is implemented consistently across both the
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Table 4.1:

Test Module Status Codes and Description

Status Code Description

0 Run well

1 Can’t find code

2 VNF does not work as intended. Related message
will be out

10 Parsing false, check the format

11 Code should be updated to run only inside Kuber-
netes

12 Infinite loop detected

13 Error while import create_pod

14 create_pod does not exist, Error message may out

20 Error occurs in Pod. Error message is out

21 Pod fall into error state. State information is out

22 Exception occurs in my code

23 Ansible failed. (status, output) will be out

30 Error occurs while configuring VNF. Error logs will
be out

31 Pod name doesn’t exist in Namespace

32 Container exit, need to add ’sleep infinity’

33 Container failed with error

41 Skipped task by incorrect host name

43 Error while searching Pod

51 Function didn’t return True

90 Running Timeout. stdout may out

91 Container ready timeout
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Python- and Ansible-based modules. Depending on the point of failure during execu-
tion, the testing module returns a predefined status code that reflects the nature of the
encountered issue. This allows the AI Agent to infer what went wrong during internal
execution.

Table 4.1 summarizes the status codes we defined and their corresponding mean-
ings. These codes provide insights into the various failure scenarios that may occur
during LLM-driven VNF deployment. In certain cases, additional error messages were
retrieved from the NDT, internal libraries such as ansible-runner, or the Pod itself.
These messages were returned alongside the status codes, enabling the Al Agent to

perform more detailed analysis based on the reported context.

4.4 Retrieval Augment Generation (RAG)

To implement RAG, we first needed to construct a comprehensive knowledge
base. As described in the design phase, we collected two primary sources of infor-
mation: official documentation and Stack Overflow question threads. Specifically, we
crawled a total of 538 documents from Kubernetes official documentation, 2,676 docu-
ments from Ansible documentation, and 1,552 question threads from Stack Overflow,
resulting in a combined corpus of 4,766 documents. Notably, the Ansible database
was not utilized when the workflow did not involve Ansible. In the case of official
documentation, we separated explanations of individual functions—when provided in
a single document—into distinct entries to facilitate finer-grained retrieval. For Stack
Overflow, we used keywords such as “Kubernetes”, “Ansible”, “nDPI”, and “Firewall”
to identify relevant questions. Additionally, during experimentation, if an encountered
error message yielded useful documents not already included in our corpus, we manu-
ally incorporated them into the knowledge base.

Following the construction of the knowledge base, we developed a vector-based
retrieval system. Each document was stored in an SQLite database with associated

fields including title, URL, content, and, when available, the question text. To en-
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able vector-based retrieval, we employed a widely-used sentence embedding model,
all-MiniLM-L6-v2 [52], which is commonly utilized in RAG implementations. In ad-
dition, we used the same model by fine-tuning with our log data and conducted a
comparison experiment. For each document, a vector representation was generated
using its title and question text, if available, as input, and the resulting vectors were
stored in a Chroma vector database [53]].

To evaluate the performance of our RAG system, we executed Al Agents in real
scenarios and collected logs from 129 instances where errors occurred. We manually
classified the error messages from each log entry, thereby also constructing a dataset
of non-error (normal) log traces for comparison. Based on this dataset, we computed
Log-TF-IDF values to quantify the significance of terms within log sequences. Using
these logs, we built both a pattern dictionary and an event dictionary and calculated the
Log-TF-IDF score for each event. The analysis showed an average Log-TF-IDF score
of 3.54, with a maximum of 5.46. Leveraging this observation, we defined a threshold
of 5.46 for log-based input filtering in our RAG pipeline—logs with a score exceeding
this threshold were classified as error-indicative inputs.

Furthermore, we utilized the generated log dataset to train a Judge LLM. For
each error scenario, we manually tagged the corresponding documentation related to
the log traces. These document titles were then provided to Judge LLM along with the
associated log sequences to enable supervised fine-tuning. Specifically, we fine-tuned
a Phi-4 model using the PEFT library [54] with LoRA technique, allowing the model
to learn the mapping between error patterns and relevant documentation.

With these components in place, we established a fully operational RAG pipeline.
To evaluate the performance of the system, we conducted comparison experiments for
each module of RAG using the same set of log-document pairs that had been utilized
for fine-tuning. The experimental results and detailed evaluation will be presented in
the following chapter.

All source code used for implementing the Al Agent in this thesis is publicly

available at the citation provided in [50].
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V. Experiment and Evaluation

5.1 Experiment

We evaluated our proposed LLM-based Al Agent framework by experimenting
with various combinations of LLMs and MOPs. Through these experiments, we as-
sessed each LLM’s capability to generate the correct workflow. To compare the per-
formance of various LLM models (ChatGPT-4-o0, 03-mini [19], Llama3.3:70b [21]],
Qwen?2.5-coder:32b [28]], DeepSeek-Dist:70b [23]], Gemma3:27b [22]], QwQ:32b [24]],
Phi4:14B [25]] and Mistral:7b [26]) we conducted a series of experiments. Except
for the two GPT models, all models were executed locally on our machine using O!-
lama [55]]. Since GPT models are not open to the public, the two GPT models were
accessed via API requests. The offline models ran on a machine equipped with dual
Intel Xeon Silver 4216 CPUs, 128GB of RAM, and an Nvidia Quadro RTX A6000
GPU with 48GB of VRAM.

QwQ and o3-mini are models specialized for reasoning tasks, while Qwen2.5-
coder is tailored for code generation. Following the recent trend of developing mod-
els optimized for specific capabilities such as reasoning or programming, we adopted
these specialized models in our study. Through preliminary evaluations, we excluded
some models with relatively low performance from the final experiments.

In the case of the DeepSeek model, although the original model is publicly avail-
able, its size (671B parameters) was impractically large for our experimental setup.
Therefore, we employed a distilled version based on the LLLaMA 3 model. Distillation
refers to the process in which a smaller model is trained to mimic a larger model by
learning from its input-output behavior through supervised learning.

In each experiment, if the LLM-generated code produced errors or failed, the

LLM was given two additional opportunities. We calculated the success rate when
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Table 5.1: List of LLMs Used in Evaluation

Model

Description

ChatGPT-4-0 [19]

OpenAl GPT-40 model

03-mini [[19]

OpenAl reasoning model of GPT series

Llama3.3 [21]

Meta Al Llama 3.3 model, 70B parameters

Qwen2.5-coder [28|]

Alibaba Qwen-2.5 based coding specific model,
32B parameters

DeepSeek-Dist [23]]

DeepSeek DeepSeek-R1 based distilled model in
Llama model, 70B

Gemma3 [22]

Google Gemma 3 model, 27B parameters

QwQ [124] Alibaba reasoning model of Qwen series, 32B pa-
rameters
Phi4 [25]] Microsoft Phi-4 model, 14B parameters

Mistral [26]]

Mistral Al Mistral model, 7B parameters

successful in one try and after successful retries to see if the performance increases

through retries.

Each experiment was conducted once per setting, where the Al Agent generated
both Python- and Ansible-based workflows for 60 MOPs per LLM. Success rates were

measured for each deployment. Even in cases where VNF installation failed, Pod

creation success was recorded separately if the Pod was successfully instantiated.

Success rates were also evaluated separately for MOPs written in Korean and
English. In addition, the execution time of each module within the AI Agent was in-
dividually measured to analyze the overall processing time—from the initial prompt
input to the final confirmation of VNF installation—and to identify which stages con-

tributed most to total latency.
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Figure 5.1: RAG Evaluation Test Results

5.2 [Evaluation

5.2.1 Retrieval-Augmented Generation (RAG)

We first conducted experiments to evaluate the performance of the RAG module
in isolation. Specifically, we constructed a dataset consisting of 129 log—document
pairs and assessed whether the RAG system could retrieve the correct document cor-
responding to each log. A retrieval was considered successful if the cosine similarity
between the title of the retrieved document and the title of the ground-truth document
exceeded 0.8, acknowledging multiple answers if there is another similar document

To compare performance, we tested both a baseline embedding model and a fine-
tuned version trained on our custom log dataset. Additionally, we evaluated the effec-
tiveness of our proposed Log-TF-IDF-based input filtering mechanism by comparing
it against a rule-based filtering approach. In the rule-based method, logs containing
the keywords ‘error’ or ‘Err’ were used directly as queries for the RAG system.

Fig. summarizes the results of the experiment. Experimental results con-

firmed that, as intended, the fine-tuned embedding model combined with input filter-
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ing yielded higher accuracy in retrieving ground-truth documents. In particular, the
Log-TF-IDF-based input filtering method significantly outperformed the rule-based
approach in effectively narrowing down relevant inputs.

However, even in the best-performing setup, the retrieval accuracy did not ex-
ceed 90%. Upon further analysis, we identified that excessively long input logs were
a primary contributing factor. This issue was especially prevalent in logs generated
by Ansible, which often include verbose metadata such as executed commands, node
identifiers, container information, and image references. In such cases, even with our
log parser applied, the input length remained substantially longer than average, typ-
ically exceeding 70 words, compared to fewer than 20 words for most logs. This
excessive verbosity negatively affected the output pattern and degraded retrieval per-
formance based on vector similarity.

These observations suggest the need for specialized log parsing techniques tai-
lored specifically for Ansible logs to isolate semantically meaningful content. Devel-
oping a dedicated parser for Ansible is thus a promising direction for future work.

Building upon these findings, we integrated both the fine-tuned embedding model
and the Log-TF-IDF-based input filtering mechanism into our Al Agent. To assess
their impact, we measured VNF deployment success rates with and without input fil-

tering, enabling a comparative evaluation of system performance.

5.2.2 Multi-Agent Debate (MAD)

Before integrating MAD into the Al Agent, we conducted a preliminary experi-
ment to assess its potential effectiveness. Unlike the standard MAD approach, which
executes multiple LLMs in parallel and directly evaluates their responses in the NDT,
we explored a variation in which the initial responses from multiple LLMs were passed
to the main LLLM, allowing it to review and synthesize a final answer.

We employed Llama 3.3 as the main LLM, configured with 3-shot learning. As

in previous experiments, failure cases were followed by a RAG-based review of the
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associated error messages. The helper LLMs used for peer response generation were
Qwen2.5-coder:32b, Gemma3:27b, QwQ:32b, and Phi4:14b, selected for their balance
of response speed and generation quality.

Experimental results showed that, for Python-based workflows, the baseline suc-
cess rate of 68.3% for Llama 3.3 increased to 72.4% when applying this form of MAD.
For Ansible-based workflows, the success rate improved from 66.7% to 70.3%. While
the improvements were modest, they were consistent across both workflow types.

However, the MAD approach incurred a substantial latency cost. The average
response time increased from 160 seconds to approximately 939 seconds—nearly a
fivefold increase—due to the concurrent invocation of four LLMs. Given this signifi-
cant time-performance trade-off, we decided to reduce the number of helper models in
the final experimental setting to three: Gemma3:27b, QwQ:32b, and Phi4:14b.

Furthermore, as described in the design chapter, the MAD module in our final
implementation is only invoked when the initial response from the main LLM fails. In
such cases, the agent consults responses from the helper LLMs to revise and improve

the original output.

5.2.3 AI Agent

After evaluating the performance of each module, we proceeded to assess the
overall Al Agent by integrating all components. We conducted incremental experi-
ments in which each module was added sequentially, while also varying the number of
few-shot examples. For each deployment, we measured both the creation and config-
uration success rates, as well as the total processing time.

Processing time was measured only for cases in which the configuration suc-
ceeded; thus, instances where the configuration entirely failed were excluded from the
time analysis. Table [5.2] and Table [5.3] present the success rates and processing times
for both Python- and Ansible-based workflows. As expected, the addition of more

modules generally led to higher success rates but also resulted in increased processing

~59_



times. It is important to note that, unlike the other models, GPT’s responses were ob-
tained via a paid API, making a direct comparison of processing time infeasible. This
limitation should be considered in the interpretation of the subsequent processing time
analysis.

Starting from 3-shot learning, most models—excluding Mistral—achieved be-
tween 95% and 100% success rates in the creation phase; therefore, we excluded
creation performance for those models in later stages. Due to space limitations, pro-
cessing time is reported for a subset of representative setups only. Success rates are
expressed in percentages, while processing times are reported in seconds.

Overall, Ansible-based workflows exhibited lower performance compared to their
Python counterparts. We attribute this to the higher syntactic complexity of Ansible
and the relative scarcity of Ansible-related data in the training corpus of most LL.Ms,
which are generally more exposed to Python during pretraining.

The highest success rates for both environments were achieved when all enhance-
ment techniques—TF-IDF-based RAG, Judge LLM-based RAG output filtering, and
MAD—were applied. With this setup, Python and Ansible workflows reached success
rates of 86.7% and 73.3%, respectively.

We also observed noticeable performance differences among LLMs. In general,
GPT models, Qwen2.5-coder, and Gemma3 demonstrated consistently strong perfor-
mance. Although processing time comparisons with GPT models are not directly
meaningful due to the use of API-based access rather than local execution, a gen-
eral trend was observed where models with larger parameter counts required longer
processing times.

Interestingly, even among models with similar parameter sizes, those with higher
success rates occasionally exhibited increased processing times. We hypothesize that
this is due to more sophisticated reasoning processes triggered during error detection
and correction. High-performing models may spend additional time generating revised
outputs or making multiple attempts, thereby increasing the average execution time.

In some cases, the condition with fewer modules exhibited slightly higher perfor-
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mance than those with more modules. We attribute this to the fact that each experi-
ment was conducted only once. For more rigorous validation, repeated trials over the
same dataset with statistical averaging would be necessary. However, due to time con-
straints, all experiments in this thesis were performed only once per setting. Despite
these limitations, the overall trend aligns with our expectations: the addition of more
modules consistently led to improved performance.

Fig. [5.2] presents a detailed comparison of model-wise performance under the
best-performing setup of the Al Agent, where all enhancement techniques—3-shot
learning, RAG with TF-IDF, Judge LLM-based RAG output filtering, and MAD—were
applied. For each model, we distinguish between cases where creation or configuration
succeeded on the initial attempt and those that succeeded after retrying. This separa-
tion allows us to observe the impact of our proposed RAG and MAD modules, which
contributed significantly to improving success rates during the retry phase.

In contrast, in our previous study [56], we conducted a performance comparison
of VNF configuration in an OpenStack environment without applying RAG or MAD.
The results indicated that there was no significant difference between the initial suc-
cess rate and the success rate after retries. suggesting that our proposed mechanisms
meaningfully enhance the LLM’s self-healing capabilities.

We also investigated whether performance would vary depending on the language
of the MOP, specifically comparing English and Korean inputs. Contrary to our expec-
tations, no substantial difference was observed. Although previous reports indicated
that some models developed in China, such as Qwen, perform well on Korean inputs,
our experiments showed that most models achieved comparable success rates for both
Korean and English MOPs.

We conducted an additional performance analysis under the best-performing setup:
Python-based workflows with 3-shot learning, Log-TF-IDF input filtering, Judge LLM-
based RAG output filtering, and MAD. Specifically, we compared success rates across
different VNFs by aggregating the results over all models and evaluating which VNFs

were successfully configured in the full MOP dataset.
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The results showed that Firewall achieved the highest success rate at 92.5%,
whereas IDS exhibited the lowest at 68.75%. This disparity can be attributed to the
relative simplicity of installing VNFs such as Firewall and ntop, in contrast to the
more complex installation processes required for Load Balancer and IDS. In partic-
ular, the installation of these VNFs often relies on apt, which can introduce intricate
dependency issues that are challenging for LLMs to resolve.

To mitigate this, we enriched the RAG knowledge base with documentation re-
lated to ‘apt’ installation procedures, which led to incremental performance improve-
ments. Nonetheless, the consistently lower success rates for complex VNFs underscore
the need for future research focused on enhancing LL.M capabilities for handling more
intricate installation workflows.

We further conducted a comparative analysis of the execution time required by
each module (Fig. [5.4). Fig. [5.5 illustrates the per-module execution time across
different LLMs, focusing on three representative models. The x-axis represents the
cumulative time incurred as modules are incrementally added, while the y-axis indi-

cates the corresponding gain in success rate.
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As noted in the design section, Kubernetes does not offer a direct method to
verify whether VNF configuration commands have completed. Therefore, we applied
a uniform 150-second waiting period following Pod creation in all cases. As a result,
the time spent on Pod creation and configuration remains roughly consistent across all
settings, and we instead focus on the time consumed by LLM processing and other
supporting modules.

Excluding ultra-lightweight models such as Mistral, LLM processing times gen-
erally ranged between 30 and 240 seconds. Notably, lightweight models exhibited sig-
nificantly faster response times than server-based models like GPT. This is likely due to
GPT models spending more time on complex reasoning. Nevertheless, their absolute
response times remained relatively low, averaging around 30-50 seconds. The slowest
model was DeepSeek-Dist (70B), with an average of 237 seconds, while Llama 3.3
(also 70B) achieved a much faster average of 69 seconds. Although we did not design
the Llama 3.3 model ourselves, this discrepancy may stem from reduced time spent on
reasoning, which may also explain its comparatively lower performance.

Models like Gemma3 demonstrated a favorable trade-off, achieving high perfor-
mance with fewer parameters and an average response time of 78 seconds, highlighting
its efficiency advantage.

The time required for RAG was relatively consistent across models. Querying
alone took approximately 0.05 seconds, while applying output filtering increased the
total RAG time to around 20-30 seconds. Importantly, the performance-time curve
(Fig. [5.5) shows that even this small increase in processing time (via RAG) results in
a substantial improvement in success rate, underscoring the significant utility of RAG
in the system. In contrast, output filtering is more time-intensive due to its reliance
on a separate LLM. This suggests a direction for future work: exploring alternative,
non-LLM-based filtering methods to reduce latency.

MAD incurred the highest time cost, with an average of approximately 260 sec-
onds. This was consistent across all models, as the MAD module operates indepen-

dently of the specific LLM used in earlier stages. In many cases, the time consumed by
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MAD alone is comparable to the combined time of all preceding modules. As such,
the decision to employ MAD should be left to the user, depending on the available
resources and required deployment reliability. As also shown in Fig. [5.5] the perfor-
mance gain per additional unit of time for MAD is relatively low, in contrast to the
steep gain observed with RAG.

In conclusion, LLM models without our Al agent (i.e., zero-shot without RAG)
achieved an average accuracy of around 10%, whereas the application of our Al agent
resulted in performance levels reaching approximately 70-80%. This demonstrates the
significant effectiveness of our Al agent in automating the deployment of VNF using
LLM.

Given the high human error rate typically observed in this domain, our results
suggest that incorporating our Al agent can enable highly accurate automation of the
VNF deployment process, with a substantially reduced error rate. While it would be
ideal to compare our results with human error rates or processing times from manual
configurations, such data is currently unavailable. Nevertheless, as discussed in Chap-
ter I} the current state of network management often involves manual configurations
that are prone to high error rates. Therefore, achieving this level of accuracy through

automation has strong potential to reduce human errors in real-world deployments.
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V1. Conclusion

6.1 Summary

In this thesis, we investigated an LLM-based approach for automating VNF in-
stallation in Kubernetes environments. The proposed method leverages publicly avail-
able LLMs, supported by an Al Agent designed to guide the LLM in producing accu-
rate responses. While in-context learning was employed to enable the generation of
valid VNF installation workflows by default, we further integrated RAG and MAD to
enhance the LLM’s self-healing capability in cases of failure.

To ensure safety and correctness before deployment in a real network, we de-
signed a test module based on a Kubernetes-based network digital twin, which was
incorporated into the Al Agent framework. For evaluation, we created MOPs corre-
sponding to widely used VNFs and used them as input prompts to various LLMs. Each
LLM was tasked with generating automation workflows in either Python or Ansible.

Using the test module, we measured the success rate of VNF deployments and
found that the proposed Al Agent significantly improved the reliability of the gen-
erated workflows. Notably, models that initially produced 0% success were able to
achieve up to 86.7% success when all supporting techniques were applied. This indi-
cates that, although LLMs alone are currently insufficient for fully automating VNF
deployment, they can become effective when combined with additional techniques.
Consequently, it becomes possible to eliminate human errors that arise during manual,
MOP-based configurations in real network environments, as discussed in the introduc-
tion. In our experiments, each individual LLLM successfully handled approximately
80% of the MOPs. However, when considering the collective results across all LL.Ms,
at least one LLLM succeeded for every MOP. This suggests that, given sufficient re-

sources and time, complete automation of VNF deployment is achievable. Further-
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more, we conducted module-wise validation to demonstrate the effectiveness of each
component, thereby verifying the overall utility of the proposed Al Agent framework.

Also, all developed code is publicly available on GitHub [50].

6.2 Future Work

As natural language-based IBN remains in its early stages, the proposed study
opens up several promising avenues for future research. We outline key directions

below:

6.2.1 Research Scope Expansion

While our current work has focused on automating the installation of VNFs in a
containerized environment, future efforts should shift toward deploying pre-installed
CNFs on containers to enhance practical applicability. It is essential to explore meth-
ods for simplifying and automating this process. Projects such as GitOps [34] are
actively investigating such approaches, and further research is needed to determine
how natural language can be used by end-users to trigger automation, and how LLMs

can be effectively integrated into this workflow.

6.2.2 Methodological Enhancements

Although we enhanced LLM performance through external techniques without
modifying the base models, many promising methods remain unexplored. In particu-
lar, fine-tuning LL.Ms using datasets of correct and incorrect workflows, or applying
reinforcement learning-based fine-tuning that rewards correct behavior, could further
improve model accuracy and robustness for task-specific automation. In particular,
since our environment allows for the evaluation of whether the test module has suc-
ceeded, it is possible to generate rewards based on this outcome. Therefore, further

research is needed to explore how this feedback mechanism can be effectively utilized.
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6.2.3 Al Agent Functionality Extension

In this thesis, the AT Agent considered VNF installation and operational success
as the outcome. However, to achieve deeper automation, future work should address
dynamic VNF lifecycle management, including SFC (Service Function Chaining),
scaling, and migration. These tasks will require combining our proposed Al Agent
framework with existing VNF orchestration techniques. Although such integration
falls beyond the scope of this thesis, it represents a critical direction toward the com-

plete automation of VNF/CNF management.
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