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ABSTRACT

Advancements in technology have led to increased demands on network infras-

tructure. To manage this flexibly and effectively, concepts such as Network Function

Virtualization (NFV) and Service Function Chain (SFC) have emerged. However,

without efficient operation, these can lead to high costs in terms of power consump-

tion, service availability, Quality of Service (QoS). Previous studies have attempted

to address these challenges using Deep Reinforcement Learning (DRL) and Graph

Neural Networks (GNN). Nevertheless, they have not clearly defined the relationships

between nodes in clusters and containers in services, nor proposed effective methods

for embedding these relationships, resulting in limitations for efficient scheduling.

Therefore, we propose a system that defines these relationships in the form of a graph

and embeds them effectively. Moreover, previous research was limited to simulations
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during the validation phase and did not involve actual network traffic collection, which

restricted the ability to guarantee direct performance. In this study, we built a system

to apply this in a real environment and, through actual performance validation, were

able to reduce latency and power consumption by 5% while maintaining meaningful

service availability.
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I. Introduction

With the advancement of technologies such as video streaming, metaverse, and

deep learning, new requirements for networks have emerged. These requirements need

to be met alongside the existing legacy demands while also catering to user-specific

needs like security, high throughput. To achieve this, installing and operating new

hardware devices is not cost-effective in terms of CAPEX and OPEX, and it also makes

it difficult to provide flexible services to customers. Hence, the concepts of Network

Function Virtualization (NFV) [2] and Service Function Chain (SFC) [3] have been

introduced.

NFV is the concept of virtualizing network functions as software that can run on

commercial computing devices, eliminating the need for physical installation of new

hardware. Additionally, SFC involves grouping and managing these network functions

and service functions in a flexible and efficient manner by chaining them together.

Through these approaches, we have gained flexibility, but the complexity in terms of

distributing and operating these functions has significantly increased. Therefore, to

handle this complexity, a system-wide orchestrator is needed, and by applying appro-

priate SFCs to traffic, efficient service delivery becomes possible. However, there are

several limitations in their operation. Specifically, it is challenging to simultaneously

reduce power consumption, improve Quality of Service (QoS), and enhance service

availability. To address this, various studies have conducted container-level schedul-

ing, which means determining where to deploy containers in a multi-node cluster en-

vironment. Nevertheless, there are still limitations in operating this effectively.

Notably, there are three main limitations: first, it is difficult to validate the feasi-

bility in a real operational environment; second, the relationships between nodes, ser-

vices, and associated containers in the form of graphs are not adequately represented;

and third, the problem’s complexity converges to NP-Hard, making it unsolvable as
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the number of nodes and containers increases. Thus, attempting to resolve this with

existing rule-based methods presents challenges.

In response, this thesis sets up the actual operational environment using Kuber-

netes, overcoming the first limitation of not considering the real operational environ-

ment through the implementation and experimentation of SFC. And, we proposes a

monitoring system that simultaneously collects the information and relationships of

nodes, services, and associated containers represented in graphs. We also use Graph

Neural Network (GNN) [4] architecture to process this kind of graph data. Finally, it

presents a Deep Reinforcement Learning (DRL) [5] algorithm for effective container

scheduling based on this architecture. In this theis, we utilized off-policy DRL algo-

rithm like DQN [6], TD3 [7], SAC [8]. And for fast convergence, we also apply the

Multi-Agent DRL (MADRL) [9] concept. As a result, we achieved a performance im-

provement in terms of latency and power consumption of 5% compared to the existing

kube-scheduler and the previous study, NetMARKS [10], and made the entire experi-

mental environment and development code publicly available to serve as a baseline for

future research.
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II. Background

2.1 Network Function Virtualization (NFV)

Traditional hardware-based network management has a critical issue of lacking

flexibility. Additionally, the operation of such systems is inefficient and hard to auto-

mate, posing a risk of human error. To address these problems, Network Function Vir-

tualization (NFV) [2] was proposed, which involves changing network functions from

hardware to software and managing them through commercial server equipment. This

makes it easier to create, delete, and update functions compared to hardware devices.

The software-based network functions are referred to as Virtualized Network Func-

tions (VNFs) [11], and they are deployed and managed in units of virtual machines or

containers, aiding in the design of flexible network structures. However, VNFs alone

do not adequately address topology dependency, configuration complexity, and elastic

service delivery [12].

To solve these issues, the concept of Service Function Chain (SFC) [3] was in-

troduced. SFC helps manage and operate VNFs by grouping them into chains. This

approach facilitates the identification of dependencies between services and reduces

configuration complexity [3]. With SFC, we could easily build and manage the rela-

tionships among various network functions. However, SFC alone struggles to handle

complex functions such as ensuring system stability, guaranteeing QoS and availabil-

ity. Therefore, an orchestrator is essential for managing and operating SFCs. Accord-

ingly, commercial services such as OpenStack [13] and Kubernetes [14] are being used

as platforms for SFC management to operate container or VM-based systems.
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2.2 Kubernetes

With the advent of microservices architecture, the deployment and management

environment of applications has become increasingly complex. Microservices enhance

flexibility and collaboration by decomposing the functions of monolithic applications

into multiple services, but this also results in an increase in management points. There-

fore, the need for tools to efficiently manage this complexity became apparent, leading

to the emergence of Kubernetes [14]. Kubernetes provides various container orches-

tration features such as load balancing, deployment, scaling, and rolling updates to

manage microservices deployed in containers. It focuses on simplifying the automatic

deployment, scaling, and operation of applications.

Kubernetes aims to optimize the deployment environment of containerized appli-

cations by structuring each element of the application into units called pods. A pod

includes containers and all necessary resources for their operation, such as networks,

volumes, and even sidecar containers that support the main container. Kubernetes de-

fines the pod as the smallest unit of orchestration.

In Kubernetes, the deployment unit is used to manage workloads by facilitating

easy scaling and volume control of pods. This allows for easy control of replicas

of specific pods. Additionally, the service unit provides service discovery and load

balancing for traffic directed at pods. In this thesis, each service function is defined

as a pair of Kubernetes service and deployment unit. Consequently, our scheduling

algorithm is performed in an environment where Pods supporting various services are

distributed across multiple nodes in a Kubernetes cluster.

By default, Kubernetes includes a built-in scheduler called kube-scheduler, which

determines the appropriate node for pod placement when a pod installation request

occurs. The kube-scheduler performs pod scheduling through various processes as

illustrated in Figure 2.1. Among these, filtering and scoring play an important role.

Filtering identifies nodes where scheduling is not possible, and scoring selects the

optimal node. To execute these processes, the kube-scheduler references resource re-
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Figure 2.1: Kubernetes Scheduling Process [1]

quests, limits, and usage metrics from the nodes, and pods. However, the resource

information is limited to CPU, memory, and disk. Therefore, it lacks consideration

for factors such as power consumption and network usage. This is because the goal

of Kubernetes is to maximize availability rather than optimize service performance.

For example, Kubernetes includes a configuration that distributes the deployment of

replicas for the same service to as many nodes as possible. Nonetheless, Kubernetes

provides manuals for defining custom resources, modifying scheduling, or adding plu-

gins. In practice, several telecommunications companies (Huawei, Nokia, Ericsson,

etc.) discuss and utilize Kubernetes for the deployment and operation of network

functions [15].

In this research, Kubernetes is used to provide a stable and automated environ-

ment for managing the operation of SFCs. So, we can focus on researching and imple-

menting a SFC scheduler that considers power consumption and QoS when performing

SFC operations.
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2.3 SFC Scheduling

Currently, NFV and SFC are deployed in the form of virtual machines or con-

tainers. While this has enabled flexible network operations, it has also introduced the

challenge of increased management complexity. To meet the diverse requirements of

various services such as video services, IoT, and deep learning, multiple network func-

tions are needed. However, there are limitations in efficiently deploying and managing

these functions. Research has been conducted on NFV Orchestrators (NFVO) to ad-

dress these limitations. There are examples of building such NFV environments using

OpenStack and Kubernetes [16, 17].

One of the goals of these orchestrators is to deploy network functions in the op-

timal node location within a cluster, based on the characteristics of VNFs and SFCs,

to ensure power consumption, QoS, and service availability. Much research has been

conducted on aspects such as optimizing SFC deployment (see Chapter III). However,

as the number of nodes and the services to be managed increase, there are limitations

in performing these tasks promptly. Because, SFC scheduling can be represented as

a Knapsack Problem (KP) [18], which is an optimization problem where the goal is

to distribute items with given values into a limited-capacity bag to maximize the total

value. This problem itself is an NP-Hard problem, and SFC scheduling that has more

properties compared with KP is much more complex. First, it has multi-objective na-

ture, involving power consumption, QoS, and availability. Also, the evaluation criteria

must consider various resources such as CPU, memory, bandwidth, and disk I/O, mak-

ing it a multi-dimensional problem. Moreover, instead of optimizing placement for

a single node, it requires considering the optimal placement across multiple nodes,

thus becoming a Multiple-Objective Multiple-Dimensional Multiple-Knapsack Prob-

lem (MOMDMKP). Solving this problem through exhaustive search would involve the

following complexity.
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O(NP )

N is number of nodes

P is number of pods
(2.1)

Additionally, real-world environments have an important limitation. It is the time.

The time required to install new network features, the time it takes for those features

to start booting, traffic handling, and metric impact all impact the time needed to de-

termine optimal placement. Therefore, we have to wait for this amount of time to

evaluate the algorithm. Moreover, network traffic is constantly changing. These limi-

tations make the design of optimization algorithm more complex.

2.4 Graph Neural Network (GNN)

Graph Neural Network (GNN) [4] utilizes neural networks to perform inference

and analysis on data structured as graphs. The core of GNN is to effectively transfer

the characteristics of vertices and edges in a graph into an embedding space, leverag-

ing these embeddings to restructure and solve problems. (In this thesis and Kubernetes

context, computing servers in a cluster are referred to as nodes, so to avoid confusion,

graph nodes are referred to as vertices.) For instance, GNN can aggregate informa-

tion to vertices by embedding all necessary details into the vertex or by gathering

information via edges. This allows us to gain insights and solutions through vertex

embeddings. Generally, GNN algorithms can be expressed by Equation 2.2. To ob-

tain the embedded result of a specific vertex (x′i), the vertex (xi), its adjacent vertices

(xj ∈ N (i)), and the connecting edges (ej,i) are processed using a specific algorithm

(ϕΘ), aggregated (
⊕

), and then processed again (γΘ).

x′
i = γΘ

xi,
⊕

j∈N (i)

ϕΘ(xi,xj , ej,i)

 (2.2)

Graph Convolutional Networks (GCN) [19] are influenced by Convolutional Neu-

ral Networks (CNN). They perform matrix multiplication with the same parameters
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applied to neighboring vertices to update the value of a vertex, aggregating these val-

ues to re-embed the vertex. This method maximizes data efficiency through parameter

sharing rather than performing embeddings separately for each node, mitigating issues

like overfitting. Additionally, GCN applies penalties to vertices with many neighbors

(high degree), reducing bias towards specific vertices and improving overall perfor-

mance.

x′
i = Θ⊤

∑
j∈N (i)∪{i}

ej,i√
d̂j d̂i

xj (2.3)

Graph SAmple and aggreGatE (GraphSAGE) [20] simplifies large-scale compu-

tations by sampling neighboring vertices instead of considering all features of vertices

and edges. The simplest method involves calculating the mean of neighboring vertices

and using only this for embedding. This approach is easy to implement and advanta-

geous for efficiently evaluating performance.

x′
i = W1xi +W2 · meanj∈N (i)xj (2.4)

Graph Attention Network (GAT) [21] addresses the limitation of previous models

that performed unweighted aggregation by treating all neighboring vertices as equally

important. GAT assigns higher weights to more important vertices using an attention

algorithm, significantly improving performance. The parallel processing capability of

the attention algorithm also enhances performance and offers flexible configuration.

The structure can be formulated as follows.

x′
i = αi,iΘsxi +

∑
j∈N (i)

αi,jΘtxj (2.5)

αi,j =
exp

(
LeakyReLU

(
a⊤s Θsxi + a⊤t Θtxj

))∑
k∈N (i)∪{i} exp

(
LeakyReLU

(
a⊤s Θsxi + a⊤t Θtxk

)) (2.6)

Building upon GAT, a new perspective was introduced in a more advanced direc-

tion [22]. It pointed out that calculating independent attention scores for each vertex
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could lead to unstable learning due to high variance, and integrated weights to ensure

more stable convergence. This architecture is beneficial for stable learning.

x′
i =

∑
j∈N (i)∪{i}

αi,jΘtxj (2.7)

αi,j =
exp

(
a⊤LeakyReLU (Θsxi +Θtxj)

)∑
k∈N (i)∪{i} exp (a

⊤LeakyReLU (Θsxi +Θtxk))
(2.8)

In this thesis, the models were constructed and applied to experiments using

GraphSAGE, and GAT for embedding node, service, and associated pod metrics.

2.5 Deep Reinforcement Learning (DRL)

Traditional rule-based methods have taken a method of replacing expert knowl-

edge with a rule in a specific state and applying it to the system. However, there are

limitations to the method due to three problems. First, it is because system complex-

ity is increasing. As there are more matters to consider depending on the problem to

be solved, a simple rule cannot optimize it. Second, it is an insufficient generalization

performance. If the problem can be simplified through generalization, the problem can

be easily solved, but generalization is becoming impossible as the problem becomes

more complex. Finally, it relies on expertise. Relying on a specific expert’s rule not

only makes flexible design impossible, but also causes more cost and system-specific

gaps. Therefore, reinforcement learning has emerged to solve this problem.

Reinforcement learning involves an agent interacting with an environment to

learn the optimal policy. The agent observes the state, selects an action, and receives

a reward. This process is modeled as a Markov Decision Process (MDP), where the

reinforcement learning agent aims to learn a policy that maximizes cumulative rewards

within the modeled system.

MDP is based on the Markov assumption, which states that the future state at

time t+1 is independent of all previous states, given the current state at time t. In other

– 9 –



words, it simplifies the prediction of the next state by considering only the immediate

prior state. For a first-order Markov assumption, this can be expressed mathematically

as shown in Equation 2.9.

P (St+1|St, St−1, · · · , S1, S0) = P (St+1|St) (2.9)

If the prior state sufficiently captures information from earlier states, reinforcement

learning can abstract complex problems more easily. In such a model, the optimal

action based on the reward in each state is defined as the policy, overcoming the limi-

tations of rule-based methods.

Although MDP simplifies the real environment into a lightweight model, it can

still be excessively large. Furthermore, there are temporal and spatial limitations in

collecting data to cover all possible scenarios. Deep Reinforcement Learning (DRL) [5]

addresses this by using deep learning to estimate policies or values. In our system, data

is represented as graphs, and as the number of nodes, pods, and services increases,

complexity grows exponentially. Therefore, we propose using DRL for estimation.

DRL initially focused on estimating values in the Q-Learning process and later

evolved towards learning policies. Various algorithms have been developed as a re-

sult. The problem we aim to solve—optimal scheduling in a cluster—faces limitations

in data collection during the learning process. Hence, this study prefers off-policy

learning algorithms that enhance data efficiency. Specifically, we conducted experi-

ments on Twin Delayed Deep Deterministic Policy Gradient (TD3)[7] and Soft Ac-

tor Critic (SAC)[8], both of which evolved from Deep Deterministic Policy Gradient

(DDPG) [23].

Deep Deterministic Policy Gradient (DDPG) combines Deterministic Policy Gra-

dient and Deep Q Network. It enhances learning stability by separating the target

network and behavior network in the traditional Actor-Critic method and applying an

off-policy algorithm based on replay memory.

Twin Delayed Deep Deterministic Policy Gradient (TD3) was proposed to ad-

dress biases and stability issues in the Q value learning process of DDPG. TD3 in-
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troduces Q value clipping, delays actor updates, and increases the frequency of critic

updates. As an off-policy algorithm, TD3 exhibits high data efficiency and stable per-

formance across various environments through multiple stabilization techniques.

Soft Actor Critic (SAC) overcomes the limitations of deterministic policies in

DDPG and TD3 by applying a stochastic policy while using maximum entropy method

to construct the objective function, ensuring sufficient exploration. SAC excels in

complex tasks, broadening the search space for optimal policies. It maintains high

data efficiency as an off-policy algorithm and shows strong performance in tasks where

exploration is crucial.

This thesis implements and experiments with TD3 and SAC algorithms.
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III. Related Work

This study aims to develop a system and algorithm for scheduling SFCs man-

aged in a Kubernetes cluster while considering power consumption, QoS, and service

availability simultaneously. Given the NP-Hard nature of this problem, we intend to

integrate GNN and DRL to approximate optimal solutions efficiently.

Previous research has attempted to address similar issues. The first group of stud-

ies proposed utilizing network variables in the scheduling process. Łukasz et al. [10]

demonstrated that considering network traffic for SFC scheduling in Kubernetes clus-

ter could result in better QoS, especially in terms of latency. They collected bandwidth

information between network functions and enhanced performance by adding a plugin

to the kube-scheduler. Their experiments were conducted in an actual cluster envi-

ronment, lending high reliability to their findings. However, their research only used

bandwidth to determine service dependencies, failing to utilize other metrics effec-

tively and not addressing power consumption.

Yu et al. [24] aimed to minimize SFC delay in heterogeneous edge networks

by optimizing scheduling with bandwidth and latency as network variables. They

proposed the JOS algorithm, which proved effective in simulation environments but

did not consider CPU or memory usage.

Angelo Marchese and Orazio Tomarchio [25] proposed a scheduling approach for

the Cloud-to-Edge continuum, emphasizing the application workflow’s DAG structure

and considering network bandwidth and cost. Their algorithm, implemented in Kuber-

netes, outperformed the kube-scheduler in response time. However, the algorithm was

limited in reflecting complex network usage by merely integrating traffic amounts per

node.

Zeyuan et al. [26] categorized applications into latency-sensitive, compute-intensive,

and data-intensive types, applying different scheduling policies for each. Their ap-
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proach, implemented in Kubernetes, showed better performance than the kube-scheduler

in computing, I/O, and overall system environment. However, they did not account for

service dependencies and faced limitations in complex applications involving multiple

categories.

Michael et al. [27] proposed optimal placement of IoT applications in edge en-

vironments by considering a combination of physical, operational, and network pa-

rameters. Using CPU, memory, latency, jitter, and packet loss for scheduling, they

demonstrated better resource scheduling than the kube-scheduler and showed stable

cluster temperature averages at specific points. All these studies demonstrated that in-

corporating network variables leads to more efficient latency management and power

consideration compared to the kube-scheduler, but none provided a comprehensive

optimization of complex scheduling algorithms.

Several studies have applied reinforcement learning to address these complex

scheduling problems. John Rothman and Javad Chamanara [28] used Double Deep

Q-Network (DDQN) with Prioritized Experience Replay (PER) Memory to maximize

resource usage and energy efficiency. They structured their reinforcement learning

model using CPU, memory, disk, and bandwidth information, with average fragmen-

tation score as the reward. Their approach, integrating multiple policies into the kube-

scheduler, proved effective in real Kubernetes environments, though it did not consider

dependencies between nodes, services, and associated containers.

Yamming et al. [29] applied DRL for reliable SFC scheduling in multi-domain

networks, focusing on maximizing service reliability using CPU, memory, disk, and

bandwidth. However, their optimization did not consider power consumtion or QoS,

and standard DRL struggled to identify dependencies among nodes, services, and as-

sociated containers.

Lei et al. [30] used DRL to optimize reliability and resource usage in SFC schedul-

ing, embedding SFC information and dependencies with CNN. Their DQN-based ap-

proach outperformed rule-based algorithms but did not use resource information in

state input and was only validated in simulation.
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Research combining network variables and reinforcement learning to improve

state estimation using GNN has shown promise. Siyu et al. [31] aimed to optimize

power efficiency and resource allocation in SFC scheduling using GNN and DRL.

They critiqued previous works for interpreting SFCs as linear graphs, proposing effec-

tive embedding with GNN and demonstrating superior performance. However, they

did not validate the approach in real environments and focused only on service depen-

dencies.

Meilin et al. [32] applied GNN-based DRL to optimize E2E latency in satellite-

terrestrial networks, proposing a GCN-based A3C architecture. They concentrated

on latency-related network information, showing high E2E latency performance but

lacked consideration for CPU, memory, and disk usage and focused only on service

dependencies.

Chengfeng et al. [33] proposed a GNN and RL-based scheduler for collabora-

tive scheduling across multiple edges. Using a simple GNN and DQN, they success-

fully minimized error rates and latency but did not effectively represent dependencies

among nodes, services, and associated containers and were only validated in simula-

tion.

As shown in Figure 3.1, these studies have proposed algorithms to optimize con-

tainer scheduling for various applications, demonstrating that using network variables

can enhance performance in power saving, QoS, or service availability. They also

showed that DRL could effectively operate in container scheduling environments and

that GNN could improve performance by considering service dependencies. However,

attempts to structure graphs using heterogeneous information about nodes, services,

and associated containers are limited, and reinforcement learning algorithms still face

challenges. Additionally, these studies have been restrictive in sharing their cluster

environments and algorithms, limiting improvements.

In this thesis, we propose a structure that embeds relationships among network

and system elements, effectively embedding them through GNN. We conduct exper-

iments with various reinforcement learning algorithms based on this embedding and
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make the entire process publicly available on GitHub [34], hoping to aid future re-

search.
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IV. Design

This study aims to implement an SFC scheduling algorithm that minimizes power

consumption and service latency while ensuring service availability. As illustrated in

Figure 4.1, the goal is to find the optimal location for a pod when a Kubernetes cluster

user requests to add a replica of a specific service. This process is designed to be

executed in nine steps:

1. The user sends a request to add a new pod.

2. The Kubernetes cluster requests the scheduler to find a node to place the pod.

3. The scheduler requests scores to DRL model implemented in our system. These

scores will be assigned to nodes to find the optimal one for the pod placement.

4. The DRL model requests cluster metric information from the monitoring system

to select the node.

5. The monitoring system collects the required information.

6. The monitoring metrics are delivered to the DRL model.

7. The DRL model selects the optimal node and provides the score to the Kuber-

netes scheduler.

8. The Kubernetes scheduler communicates this information to the Kubernetes

cluster.

9. Finally, the Kubernetes cluster binds the pod to the selected node.

To achieve this, we developed two key components. First, we integrated and

developed a total of six modules to build a monitoring system that can collect metrics
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Figure 4.1: Overall System Architecture

from nodes, services, and associated pods. Second, we constructed a DRL model and

a corresponding training environment. To efficiently utilize graph-structured data in

this process, we employed a GNN-based feature extractor.

4.1 Monitoring System

To collect metric information in a Kubernetes environment, we used Prometheus [35].

Prometheus provides both a monitoring system and a time series database, allowing

real-time monitoring of system information. It can collect information obtained by

separate modules through dedicated Prometheus Exporters, providing an aggregated

view of the data. As shown in Figure 4.2, we used or implemented a total of six

modules to collect information on nodes, services, and associated pods.
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Figure 4.2: Monitoring Overall Architecture

4.1.1 Node Exporter

Node Exporter [36] is a tool developed by Prometheus that provides metrics for

individual nodes. It compiles metrics collected using open-source tools such as netstat,

hwmon, and meminfo at the node level. In Kubernetes, a daemonSet can be used to

deploy a specific image-based pod on all nodes simultaneously, enabling the deploy-

ment of Node Exporter on all nodes and centralized management by Prometheus. In

this study, we utilized metrics provided by Node Exporter, including CPU and mem-

ory usage, and receive and transmit bytes of nodes, using their one-minute averages

(CPU, Memory) and cumulative values (receive, transimit bytes) (See Figure 4.3).

4.1.2 container Advisor (cAdvisor)

container Advisor (cAdvisor) [37] is an open-source tool developed by Google

for monitoring the status of containers running in a cluster. cAdvisor runs on the

host system, collecting container information from the control group (cgroup) data,

accessible at the kernel level. In this study, we utilized metrics provided by cAdvisor,

including one-minute averages (CPU, Memory) and cumulative values (receive, tran-

simit bytes) of containers (See Figure 4.3). As our study uses pods as the minimum
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unit, we estimated pod metric value based on the cumulative value of included con-

tainers. Moreover, since methods to collect metrics at the service level are limited, we

estimated service-level values by summing the metrics of the pods constituting the ser-

vice. Using cAdvisor metrics, we estimated the CPU and memory usage, and collected

receive and transmit bytes at the pod and service levels.

4.1.3 Network Metric Between Nodes Exporter (NMBN Exporter)

The Network Metric Between Nodes Exporter (NMBN Exporter) is a monitor-

ing system proposed in this thesis to monitor network traffic between nodes. Previ-

ous studies did not collect metrics to determine dependencies between nodes, but in

this thesis, we implemented a system to measure latency using ICMP traffic-based

ping [38] and to obtain receive and transmit bytes information between nodes using

iptables [39]. The system collects communication information among all nodes in the

cluster, as shown in Figure 4.5. In this study, we utilized one-minute cumulative values

of receive bytes, transmit bytes, and ping latency between nodes provided by NMBN

Exporter (See Figure 4.4).

Detailed implementation of the actual system can be accessed on Github [40].

4.1.4 Istio

Istio [41] leverages service mesh [42] architecture to provide network observ-

ability, traffic management, security, and policy enforcement. In this thesis, service

functions were deployed based on the service mesh architecture and grouped into Ku-

bernetes deployments. This allows for easy scaling, such as adding and removing

replicas as needed. In such an environment, Istio observes network traffic between

services and provides information on HTTP requests, responses, and duration. This

information was used in the thesis to collect one-minute cumulative values of depen-

dencies between services (See Figure 4.4).
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Figure 4.5: Dependencies between Nodes

Figure 4.6: PowerTop Exporter Metrics

4.1.5 PowerTop Exporter

The PowerTop Exporter is implemented using the open-source PowerTop Moni-

toring [43], deployed on nodes via Kubernetes daemonSet. PowerTop Monitoring uses

the PowerTOP [44] tool to calculate the predicted power consumption of a node. In

this study, we utilized one-minute cumulative values of overall power consumption

from the node provided by PowerTop Monitoring (See Figure 4.6).

4.1.6 SFC E2E Collector

The SFC E2E Collector is a monitoring system proposed in this thesis to send

SFC requests and collect E2E latency metrics for these requests. As shown in Fig-

ure 4.7, SFC requests sent through this module are recorded in the system, and latency

information can be retrieved. When a user defines an SFC path via the /start API

request, the SFC E2E Collector transmits this information to the VNF service. Once
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Figure 4.7: SFC E2E Collector Architecture

processing is complete, the latency is calculated and recorded in the database.

Detailed implementation of the actual system can be accessed on Github [45].

4.2 DRL Algorithm

We utilized DRL to find a method that minimizes power consumption and service

latency while maximizing service availability, using data collected through a monitor-

ing system. Figure 4.8 illustrates the overall structure of the DRL model. We em-

ployed GNN to embed the state information, structured as a graph, into vectors, which

were then used to construct layers estimating the policy and action values for the DRL

model, outputting node probabilities. For GNN algorithms, GAT was used when edge

feature information (e.g., latency) was available, and GraphSAGE or GAT was used

when there was no edge information. Linear layers were used to estimate the policy

and value, and for the DRL algorithm, we opted for off-policy algorithms like TD3

and SAC to optimize sample efficiency. Detailed implementation of the actual system

can be accessed on Github [46].

4.2.1 Markov Decision Process Modeling

To begin the training, the Kubernetes cluster environment, representing the real

world, was modeled as a Markov Chain. Consequently, we defined the state, action,
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Figure 4.8: DRL Model Architecture

Figure 4.9: State Graph

and reward as follows:

• state: As shown in Figure 4.9, we structured the data as a graph. Vertices of

nodes, pods, and services all have CPU, memory utilization, receive bytes, and

transmit bytes information. Edges between nodes also gathering latency, receive

bytes, and transmit bytes data. Edges between services collect the same infor-

mation. Additionally, the graph’s edges connect nodes with installed pods and

services with contained pods, structuring the state as a graph.
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State = {

Each Node’s Information,

Each Pod’s Information,

Each Service’s Information,

Each inter Node edge’s Information,

Each inter Service edge’s Information,

Each Service to Pod edge’s Information,

Each Pod to Node edge’s Information,

} (4.1)

• action: This paper aims to customize the Kubernetes scheduler for optimal

placement. Therefore, we calculate and output scores for each node.

Action = {Each Node’s Score} (4.2)

• reward: Rewards are based on the average power consumption collected from

each node, the average E2E latency occurring during SFC processing, and the

average service availability. Power consumption and SFC E2E latency were di-

rectly measured from monitoring system, while service availability was based

on the dispersion of failure points. The goal is to maximize service avail-

ability while minimizing power consumption and SFC E2E latency, structured

as shown in Equation 4.3. Previous studies used weighted averages, requir-

ing hyperparameter tuning, a limitation this study addresses by proposing a

multiplication-based reward system. Service availability, stable between 0 and
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1, becomes the numerator, while power consumption and SFC E2E latency, with

wider value ranges, are the denominator. This structure required the use of a mi-

nus reward system.

Reward = −
PCavg × SELavg

SAavg
(4.3)

PCavg = Average Power Consumption

SELavg = Average SFC E2E Latency

SAavg = Average Service Availability =
1

|S|
∑
s∈S

|Ns|
|N |

N = Set of Nodes

S = Set of Services

Ns = Set of Nodes that include at least one pod belong to the Service s

4.2.2 DRL Model Detail

In our proposed system, the action space corresponds to the number of nodes,

with the goal of obtaining a score for each node. Although we could use a single

agent to obtain outputs for all nodes, this approach is inefficient for learning. As the

number of nodes increases, more data is required during the learning process, making

it difficult to apply the algorithm in a cluster environment where nodes change fre-

quently. Therefore, as shown in Figure 4.10, we designed each agent to produce only

one node’s score. Each agent competes based on its score, and only the node with the

highest score is selected. This approach mimics the effect of Multi-Agent Reinforce-

ment Learning (MARL). Using this method, we can obtain the outputs of multiple

agents corresponding to the number of nodes in a single inference of the DRL model.

This allows us to acquire more samples even with fewer transitions. By leveraging this
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Figure 4.10: Multi-Agent DRL Architecture

in the DRL model’s update process, we can use the number of samples obtained from

a mini-batch multiplied by the number of nodes for training. This enhances learning

stability and ensures efficient training.

Each agent’s input is a combination of the embedding vector for each node, pro-

cessed through a GNN, and the embedding of the service to which the new pod be-

longs. This combined input helps calculate a score that matches the service with the

appropriate node.

4.2.3 Training

We trained the DRL model in the previously discussed MC modeling environ-

ment. The training environment was built based on actual Kubernetes environment

data, not a simulation. To abstract this into OpenAI’s gym [47] environment format,

we implemented the reset and step methods as shown in Figures 4.11 (reset) and 4.12

(step).

• reset: Before creating an episode for training, necessary settings are configured.

Initially, N services are registered in the Kubernetes cluster, with replicas cre-
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Figure 4.11: RL Environment Reset flow

ated for each. Background traffic is sent to apply basic system load, and metrics

are collected, with the initial state observed and conveyed to the model. Since

this system trains the model in a real Kubernetes environment, actual pod de-

ployment and traffic generation are involved. In this training process, SFC paths

must be configured, and with N services, the number of possible SFC paths is

theoretically N !. To limit the number of paths, the order of services was prede-

fined, restricting paths to 2N cases.

• step: The actual interaction and learning phase with the DRL model. Here,

the scenario involves gradually increasing the number of replicas for a specific

service randomly, then deploying the pods. The DRL model acquires state in-

formation from the training environment and outputs actions based on node se-

lection. The environment executes these actions, collecting all metrics. Metric

collection in a Kubernetes environment requires a waiting period to account

for pod installation time and traffic processing, set at about one minute. Thus,

each step lasts over a minute. This process is repeated until as many pods as

#Nodes×#Services have been deployed, continuously rewarding the learn-

ing model based on power consumption, latency, and service availability.
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Figure 4.12: RL Environment Step flow
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V. Implementation

5.1 Enviornment

In this study, metrics were collected from an actual Kubernetes cluster environ-

ment, and these metrics were used to train the DRL model. Experiments were con-

ducted on 4 hardware nodes based on the specifications shown in Table 5.1. One of

the nodes was allocated as the master node, where VNFs could not be installed.

For the software corresponding to service functions, numerous publicly available

functions exist, such as firewalls and Intrusion Detection Systems (IDS). However,

collecting and modifying all of them posed challenges. Therefore, a program was

developed to simulate VNFs. This program was designed to reflect CPU, memory,

disk, and network load (see Subsection 5.1.1), and the experimental environment was

set up to send various SFC requests based on this program. Table 5.2 details the

specifications of the assumed services.

5.1.1 SFC Implementation

There are various types of service functions that can be used in a network. Com-

mon examples include firewalls, load balancers (LB), and Network Address Transla-

tion (NAT). Depending on the system requirements, other types of VNFs, such as In-

trusion Detection Systems (IDS), TCP optimizers, and host ID injection, can also exist.

These functions can be freely chained together, as shown in Figure 5.1, and they can

Name CPU Disk Memory

Dell PowerEdge R610 12 Core 2 TB 20 GiB

Table 5.1: Hardware spec
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Name CPU Disk Memory

Account mid mid mid

Firewall high low high

Host ID injection high high low

IDS high high high

NAT high low low

Observer low low low

Registry low high high

Session low high low

TCP optimizer low low high

Table 5.2: Software Load, detail load information on the Table 5.3 5.4 5.5

CPU OPERATION NUM CPU LIMIT(%)

High 1000 30

Middle 250 30

Low 100 30

Table 5.3: Software CPU Load

MEM OPERATION NUM MEM BYTES(b)

High 1000 100000

Middle 250 50000

Low 100 10000

Table 5.4: Software Memory Load

DISK OPERATION NUM DISK BYTES(b)

High 1000 10000000

Middle 250 5000000

Low 100 2000000

Table 5.5: Software Disk Load
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Figure 5.1: SFC Example

perform additional processing on traffic. However, implementing and experimenting

with all of these functions is impractical. Hence, this study proposes a system to sim-

ulate these functions. Service functions use some computing and network resources to

perform various processes on network traffic. Leveraging these characteristics, a sys-

tem was devised where, upon receiving a request within an HTTP server, it performs

pre-configured amounts of CPU, memory, and disk processing before forwarding the

request to the next server. This system was inspired by the open-source project sfc-

stress [48], which allows for setting CPU, memory, disk, and network workloads via

HTTP requests. Each VNF performs its workload and then recursively forwards the

traffic to the next target, according to the SFC configuration. Based on this approach,

we propose a message-wrapping structure that specifies the next target in the SFC (see

Figure 5.2).

Unlike sfc-stress, our implementation used stress-ng [49] to apply a wider variety

of stress workloads, providing a more flexible design by allowing workload settings to

be changed not only at initial execution but also during runtime. This implementation

includes two APIs:

• /load: This API is called to apply load to the system, sending a message and a
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Figure 5.2: High Level Architecture of SFC

Figure 5.3: VNF Simulator Message

file. The file can be up to 10 MB in size, and the message specifies the amount

of load to be applied to CPU, memory, and disk. The message also includes

the target URL for the next destination and the message to be forwarded to the

target. This is illustrated in Figure 5.3.

• /config : This API retrieves the current configuration settings. These settings

can be initially configured via environment variables when the application is

first launched. If no specific load is applied when the /load API is called, the

workload is generated based on these default settings.

The detailed implementation of the actual system can be accessed on GitHub [50].
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5.2 Baselines

To compare the proposed system’s performance, we used two baseline models:

the kube-scheduler, which is the default scheduler built into Kubernetes, and the sched-

uler presented in the NetMARKS [10] paper. We tried performance comparisons using

these models.

• Kube-scheduler: This is the default package included in Kubernetes for pod

scheduling. It considers CPU, memory usage, and availability to place pods.

To ensure user autonomy, it supports actions such as favoring specific nodes or

entirely blocking placements on certain nodes.

• NetMARKS: While the kube-scheduler accounts for CPU and memory usage

in scheduling, it does not consider network variables. NetMARKS addresses

this by implementing a plugin for the kube-scheduler that also takes network

variables into account. The network metrics are based on information provided

by Istio, making a service mesh structure essential.

5.3 Evaluation

For the experiment, we deployed a total of 30 pods across 4 nodes. Excluding

the master node, 10 services could be evenly distributed across the remaining 3 nodes,

intending to deploy one service per node. This process was repeated 10 times for each

algorithm, and the average results were collected.

5.3.1 Performance compared with baselines

Compared to the previously mentioned kube-scheduler and NetMARKS, our method-

ology showed higher performance in terms of latency and power consumption. As

shown in Figure 5.4, our approach reduced average latency and power consumption

by 5% each compared to the kube-scheduler. This improvement was also evident
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Figure 5.4: Performance compared with baselines with ours (1)

when compared to NetMARKS. However, our model did not perform well in ensuring

service availability. This issue arises from the tradeoff relationship between average

latency and service availability. In our experiment, we deployed pods equal to the

number of nodes multiplied by the number of services. To maximize service avail-

ability, it is best to deploy one service per node. Deviations from this optimal de-

ployment inevitably result in reduced service availability. Figure 5.5 illustrates how

kube-scheduler and NetMARKS emphasize service availability. Consequently, our

algorithm achieved benefits in latency and power consumption without significantly

compromising service availability. Although previous DRL-based algorithms showed

higher performance in terms of power consumption or latency, they did not address the

reduction in service availability. Our experimental results are significant in that we re-

duce latency and power consumption simultaneously while meaningfully maintaining

service availability.

5.3.2 GNN algorithm comparison

We compared the performance of a feature extractor built using a simple Multi

Layer Perceptron (MLP) with stacked Linear Layers against a GNN-based approach.
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Figure 5.5: Performance compared with baselines with ours (2)
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Figure 5.6: GNN algorithm comparison (1)

For GNN, first, we utilized GAT for the entire graph embedding process and, we trued

Graph SAGE to edge when there were no attributes (pod-to-service edge, pod-to-node

edge) and GAT for the rest (service-to-service edge, node-to-node edge). As shown

in Figure 5.6, the approach using only GAT showed the best performance. While

the MLP demonstrated better performance in service availability, all three algorithms

showed similar figures in this aspect. Therefore, GAT is the most appropriate for em-

bedding the features of this system. Additionally, the combination of GAT and Graph

SAGE showed lower performance than MLP, likely due to significant information loss

during the graph embedding process. Figure 5.7 indicates that the method using GAT

consistently showed high performance throughout the entire deployment process.

5.3.3 DRL algorithm comparison

To identify the performance differences based on the chosen DRL algorithm, we

compared the performance of off-policy algorithms using the same GNN feature ex-

tractor. As shown in Figure 5.8, TD3 exhibited the highest overall performance. DQN

showed generally low performance due to its poor action inference capabilities. SAC

performed well in scenarios where exploration is crucial, but since our experiment lim-
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Figure 5.7: GNN algorithm comparison (2)
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Figure 5.8: DRL algorithm comparison (1)

ited the number of nodes to four, SAC could not leverage its exploratory advantage,

resulting in lower performance than TD3. Figure 5.9 shows the performance metrics

as the number of pods increases, indicating that while SAC performs well in the early

stages, it falls behind TD3 in the later stages.
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Figure 5.9: DRL algorithm comparison (2)
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VI. Conclusion

6.1 Summary

This study explored an algorithm for the optimal placement of SFCs deployed

on Kubernetes clusters. The initial design of Kubernetes clusters aimed to maximize

availability, which resulted in suboptimal performance in terms of QoS and power

consumption. Previous research has focused on improving QoS, including power con-

sumption and latency, but comprehensive research addressing all these aspects simulta-

neously has been lacking. Therefore, this study considered power consumption, QoS

(especially latency), and service availability as optimization factors. To effectively

solve this multi-objective problem, we applied a DRL algorithm.

For the training and experimentation of the DRL algorithm, we modeled the ac-

tual cluster environment as a Markov chain and designed the state, action, and reward

accordingly. Previous studies tended to focus on the information of nodes, services,

or containers alone during state modeling or attempted to use GNN to leverage rela-

tionships among single entities. However, this study proposed a heterogeneous graph

structure that encompasses the relationships among all these entities. Consequently,

the study trained the GNN using the relationships among nodes, services, and associ-

ated containers, effectively embedding the information of nodes and services.

Additionally, the training and experimentation were conducted in an actual cluster

environment, and a new VNF simulation tool was defined to build a more advanced ex-

perimental setup. A monitoring environment integrating six modules was established

to collect information on nodes, containers, services, node-to-node, node-to-container,

and service-to-service interactions. This setup enabled performance comparisons with

existing baseline systems, resulting in an average performance improvement in latency

and power consumption of 5%, while taking service availability into account.
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Furthermore, the entire system’s construction, implementation, and experimenta-

tion processes were made publicly available on GitHub [34]. This openness aims to

provide a foundation for future research to achieve further performance improvements.

6.2 Limitation

This study proposed a novel algorithm for SFC scheduling in a Kubernetes envi-

ronment, utilizing GNN and DRL to demonstrate effective SFC scheduling. However,

several limitations were identified in this research.

First, the study has the limitation that learning needs to be repeated continuously

depending on the number of nodes. In other words, if new nodes are added to or

removed from the cluster, the entire learning process must be redone. This presents

a significant constraint in system design, necessitating a new approach to address this

issue.

Second, there is a lack of consideration for multi-cluster environments. In real-

world scenarios, deploying SFCs often involves multiple clusters working together.

However, this research was limited to a single cluster, highlighting a need for further

studies that include multi-cluster scenarios.

Lastly, the study used the default load balancer provided by Kubernetes for dis-

tributing traffic within the service. This load balancer employs a round-robin method,

which is not the most effective for traffic distribution. Therefore, there is a need for

more efficient load balancing or SFC pathfinding techniques. Designing SFC paths at

the pod level could potentially lead to better performance.

6.3 Future Work

As outlined in the limitations, there are several areas for further research beyond

this study. To address each limitation, we plan to consider the following research

directions:
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For the first issue related to the change in the number of nodes, we could perform

imitation learning or pre-train the GNN layers to create a more general design. This

approach could help in building an architecture that operates stably even with changes

in the number of nodes during the system’s learning process or one that can converge

with minimal training.

Regarding the second issue of multi-cluster environments, the state size would

need to cover a larger observation space. To address this, we could expand the node

and cluster relationships into another graph and effectively embed this using GNN.

This method could potentially achieve high performance.

To resolve the final issue, we could integrate research on SFC path design and

implement it using the DRL algorithm, which could lead to a higher performance

system. Thus, future research will explore these methods to overcome the identified

limitations.
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요약문

기술의 발전은 기반 시설에 해당하는 네트워크에 대한 요구사항 증가를 불러왔

다. 이를 유연하고, 효과적으로 운용하기 위해서 Network Function Virtualization

(NFV)와 Service Function Chain (SFC)이라는 개념이 등장하였지만, 이들을 효율

적으로 운용하지 않으면 service의 가용성과 Quality of Service (QoS), 그리고 전

력 소모 측면에서 많은 비용을 지불할 수 밖에 없다. 기존 연구에서는 이를 극복

하기 위해서 AI를 활용하는 Deep Reinforcement Learning (DRL)과 Graph Neural

Network (GNN)을활용한노력을해왔다. 하지만,기존연구들에서는 cluster를이루

는 node,그리고 service를이루는 container간의관계를명확하게정의하지않았고,

이를 효과적으로 embedding하는 방법을 제시할 수 없었고, 이로 인해서 효율적인

scheduling을 수행하는데 한계가 존재하였다. 따라서, 우리는 이 관계를 graph 형

태로정의하고,이를효과적으로 embedding할수있는시스템을제안하였다. 뿐만

아니라기존연구에서는검증단계에서 simulation에서그치는한계가존재하였고,

실제로, network traffic을수집하는등의과정은수행되지못했다. 이러한연구에서

는직접적인성능을보장하는데한계가있었다. 따라서,해당연구에서는실제환경

에서이를적용하기위한시스템을구축하였고,실제성능검증을통해서ㅣservice

availability를유의미하게유지하면서도 latency와 power consumption을 5%감축시

킬수있었다.
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