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ABSTRACT

To meet various service requirements in the 5G era, edge computing has be-
come prevalent to provide not only operators with the efficiency in resource manage-
ment but also users with the improved Quality of Experience (QoE). In accordance
with the current Multi-access Edge Computing (MEC) which allows deployment of
mission-critical services in the proximity of users, operators need to make proper ser-
vice placement decisions across the network core or edges. Dynamic service place-
ment via live migration, which enables any service instance to dynamically move with
minimum downtime, is a persistent decision making process to optimize the service
arrangement while responding the changing environment. The evolution of underlying
cloud orchestration tools allows to use live migration in production data centers, with

the purpose of load balancing and high availability. However, the diversity in edge
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computing environment complicates the application of dynamic service placement in
practice, with the various requirements of 5G services and the hierarchical structure
of data center networks. In this thesis, a methodology for dynamic service place-
ment is proposed using deep reinforcement learning (DRL) algorithms based on the
interaction between agent (i.e., policy generator) and edge computing environment.
The proposed multi-agent DRL algorithms not only generalize the dynamics of edge
computing to the RL context of environment, agent, state, action and reward, but also
enable agents to optimize placement policy with trials of migrating service instances
across the multiple data centers and their estimated worth. The proposed algorithms
also consider the migration cost of service downtime, and service availability depend-
ing on server failure in validating live migration decisions. Comparing to the existing
single-agent DRL algorithm for dynamic service placement, the proposed multi-agent
DRL algorithms decrease the average service latency by 9% and increases average
service availability by 67% with 72% less number of migrations, in the simulation of
edge computing environment where 1,000 service requests are deployed among 120

servers across 16 data centers.
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I. Introduction

1.1 Motivation

To meet various service requirements in the 5G era, edge computing has become
a key enabler to provide not only operators with the efficiency in resource management
but also users with the improved Quality of Experience (QoE). Nowadays, the evolu-
tion of edge computing infrastructure (e.g., high-spec COTS server) and virtualization
technology (e.g., containerized microservices) extends to Multi-access Edge Comput-
ing (MEC) which allows deployment of mission-critical services in the proximity of
users [2]]. Besides the importance of rapid adoption of latest technique in a particular
domain of edge computing, the importance of optimization in service orchestration
is still persistent, considering that increasing demand of numerous services in mas-
sive machine type communication (mMTC) [3]] and their variety in requirements of
ultra-reliable and low latency communication (uURLLC) [4].

Service placement in edge computing is a decision to retrieve the optimal loca-
tion of a running service instance, either central cloud data center (DC) or edge DC [5]].
The necessity of placement decision is originated from the heterogeneity of edge com-
puting that includes the followings: geographically remote DCs, differences in their
resource capacity and various service requirements from users at distributed network
edges. Therefore, operators or service providers should pay close attention so that the
placement decision can be beneficial to resource efficiency and service quality. One
step forward, dynamic service placement is a decision-making process to achieve the
optimality in the location of services during their whole life cycle (i.e., from initial
deployment to end). Since services are requested over different time and their termi-
nation is non-deterministic, a dynamic service placement problem in edge computing

has been considered as a representative optimization problem [6[][7][8]].
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After a placement decision is made, the relocation of a running service instance
is realized by auto-scaling and/or live-migration in practice. Auto-scaling is an oper-
ation to automatically adjust computing resources assigned to a service instance. In
horizontal scaling, the number of a service instance can be increased (scale-out) with
the placement decision on the additional instances based on the concerning goals (e.g.,
placement in the most underutilized machine) [9]. Since sessions are newly estab-
lished between the additional service instances and users, a mechanism for session
management should be considered in the service architecture if an operator needs to
preserve the existing session among instances. Whereas, live migration does place-
ment in a more direct way by migrating the target instance to a new location (migra-
tion destination) with minimum interruption to the service availability, which means
existing sessions between the instance and users are preserved. While live migration
for Virtual Machine (VM) has been mature for the last decade with practical usage in
production DCs [10][11] and implementation variants (e.g., reducing total migration
time or service downtime), live migration for container has come to the fore currently
with the emerge of microservices and cloud-native network function (CNF) [[12][13]].
Apart from the implementation details, live migration in its original concept is suitable
to realize dynamic service placement in edge computing for various goals (e.g, load
balancing or energy reduction).

Dynamic service placement via live migration is also expected to have an impor-
tant role in private 5G networks [[14]. Since CAPEX/OPEX is a main hurdle for small
and medium-sized enterprises in composing their private 5G networks, a hybrid net-
work that only equips minimized on-premise 5G cores (e.g., UPF) and can bring other
functions on demand to its MEC host (i.e., cached from the public cloud of operator)
can be a reasonable use case where live migration policy offers flexibility and high
availability [[15][16]]. The successful integration of private 5G with MEC is expected

to realize various 5G use cases [[17].



1.2 Problem Statement and Research Goals

Considering the importance of orchestrating different types of services in edge
computing and the complexity of 5G networking use cases, in this thesis, a method-
ology of dynamic service placement in edge computing is proposed using Deep Rein-
forcement Learning (DRL)-based live migration policy. The main problem statement

this research targets to address is summarized by the followings:

* Edge computing environment: a topology, with host machines across multiple
DCs in network core and edges and different link costs, is considered as the

target environment with system dynamics.

* Edge computing services: multiple service requests, with different specifica-
tions of Service Level Agreements (SLAs), user locations, request arrival times
and amount of demanding resources, are dynamically instantiated among host

machines for their service duration.

* Live migration controller: a migration controller periodically generates de-
cisions of migrating any service instance to new placement location, with the
aim of maximizing the objective function (Equation between two terms in
trade-off (i.e., is it worth deploying a service in the network edge with the risk

of lower availability?).

Obj. = (—average_service_latency) + average_service_availability — (1.1)

Since the complexity in 5G networking is highly expected to be increased with
the heterogeneity of edge computing, MEC services and private 5G specifics, the dif-
ficulty of optimization in management and orchestration policy is also increased. To
overcome related challenges, in this thesis, DRL is used to solve the optimization

problem of dynamic service placement in edge computing. Accordingly, the presented
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problem statement is modeled as a DRL context of environment, agent, state, action
and reward, so that the agent (i.e., migration controller) can learn from interactions
with the environment to reach the optimality in its action behavior by evaluating the
resulted rewards which are related to the objective function. Major contributions of

this research are as follows.

* The problem of dynamic service placement in edge computing is formulated as

the corresponding DRL model of environment, agent, state, action and reward.

* Multi-agent DRL algorithms for dynamic service placement are proposed to
optimize live migration policy so that average service latency and service avail-
ability can be improved. With the arbitration of the central (global) migration
controller, each of distributed agents learns own placement policy only for ser-
vices hosted in the dedicated DC to reduce the problem scale and improve the

learning performance.

* Live migration service downtime is modeled to relate with migration cost so that
the proposed algorithms can minimize the cost in migration decision making.
The resulted policy revokes any migration decision that is expected to violate
SLA availability of the target service. Failure scenario in any edge computing
server is also considered to be related with service availability. Those considera-
tions for the improved practicality are modeled in the proposed DRL algorithms

since both operators and users favor less number of migrations as possible.

* A simulator for edge computing environment is implemented so that different
service orchestration algorithms can be developed and verified in a scalable
manner. The event-driven simulator with various Python library is published

on an open repository for interested researchers.

* In the edge computing simulation of deploying 1,000 service requests among

120 machines across 16 DCs, the proposed algorithms for dynamic service



placement decrease the average service latency by 9% and increase the aver-
age service availability by 67%, under 72% less number of total migrations than
a single-agent algorithm based on the existing work. The proposed algorithms
also decrease average service latency by 80% than a baseline service deployment

algorithm that does not support dynamic placement via live migration.

1.3 Organization

The remainder of this thesis is organized as follows. In Chapter 2, background
information and the existing literature related to this research are presented. In Chap-
ter 3, the detailed design architecture of the dynamic service placement algorithms
with the multi-agent DRL model and the migration cost model is provided. In Chap-
ter 4, implementation details on the edge computing simulator and considerations on
various edge computing specifics are descried. In Chapter 5, experiment results are
provided regarding the performance benefits of the proposed dynamic service place-
ment algorithms, comparing to the existing work. Finally, discussion on remarkable

observations and conclusion of this thesis is described with future work.



II. Background and Related Work

In this chapter, first the underlying technique for design and implementation of the
proposed methodology is introduced: VM live migration, service placement in edge
computing and DRL. Then, related literature is surveyed to provide existing limitations

and how they are addressed in this research.

2.1 Background

2.1.1 VM Live Migration

VM live migration is to move a running VM from the current host to another
server while preserving the availability (e.g., network connectivity) of the service ap-
plication inside the VM. Many companies that lead the market of server virtualization
have commercialized VM live migration in their products, and VM live migration
has became an essential functionality in DC management for cloud computing. Once
requested, a VM live migration controller instantiates a separate VM on the server des-
tined for migration, using the same VM image/profile of the target VM. For the next
step of synchronizing their states, there are several implementation variants but two
most popular approaches are introduced: pre-copy and post-copy (Fig. 2.I). States
that need to be synchronized between the source VM and the destination VM are CPU
registers, memory and disk. Disk is easily shared in most modern DCs that provide
network-attached storage (NAS) to host servers, and the volume of CPU registers is
trivial compared to that of memory.

In pre-copy live migration [18]], the source VM transmits its memory to replace
the cold state of the destination VM with its hot state. The challenge is a decision
when to stop the source VM and switch the operational authority to the destination

VM, while minimizing the amount of service unavailability; this research defines it as

—6—



service downtime. Pre-copy divides the state transmission process into several itera-
tive steps where memory pages that are dirtied since the previous step is transmitted.
If a certain condition (e.g., 50 or fewer dirty pages to transfer) is met in an iteration,
pre-copy pauses the source VM while sending the remaining (small) pages to the des-
tination VM. Note that none of the VMs is available to outside during this period
of freezing time. Once the destination VM has been prepared to resume the service
application, the source VM hands over the operational authority and is permanently
terminated. Pre-copy provides overall stability but also involves increase in total mi-
gration time and downtime for write-intensive applications who have high page dirty
rate.

In contrast, post-copy [19] allows the destination VM to take over the operational
authority after a minimum downtime to synchronize CPU registers only. Dirty pages
are incrementally copied from the source VM when the corresponding memory region
is accessed by the operational service application on the destination VM. Demand
paging, active pushing or prepaging can be used to implementation. Post-copy pro-
vides shorter total migration time and downtime but runtime performance degradation
is expected especially for read-intensive applications who have high page fault rate.

Despite the downtime during the process above is tens or hundreds of millisec-
ond [20]], cloud operating systems (e.g., OpenStack) usually involve additional net-
working operations in DC-level management. Such post-migration overheads include
detaching/re-attaching virtual network interfaces (vNIC), packet redirection and IP ad-
dress reconfiguration (i.e., DHCP involved), and may increase service downtime up to
thousands of millisecond [21]. In Section the service downtime occurred in a
whole live migration process of a service is modeled as migration cost and related to

the service’s SLA availability.



Served by src. VM Served by dest. VM

] ]
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Src. host Iteration: 1 2 3N Dest. host
(a) Pre-copy live migration Time
____________________________ ->
,,,,, — Down: Resume (w/ post-migration jobs) ,,,,,_-
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Served by src. VM Served by dest. VM

(b) Post-copy live migration

Figure 2.1: VM live migration (pre-copy vs. post-copy)

2.1.2 Service Placement in Edge Computing

Multi-level DCs planning and deployment are the most important solution to meet
the low latency and large bandwidth service requirements in the 5G era [[15]. Depend-
ing on providers and their operational regions, a general multi-level DC architecture
for edge computing consists of 1 or 2 sites of center (cloud) DCs, a few of region
(fog) DCs and many (on-demand) edge DCs in which a service can be deployed. In
general, a cloud DC with the main resource pools (e.g., computing, networking and
storage) provides the least placement cost but possibly worse QoS (e.g., bandwidth and
latency). On the other hand, an edge DC that is likely composed of tens or hundreds
of COTS servers promises improved service experience due to the proximity to users
but higher placement cost or risk of availability. Therefore, operators need to have
optimized policies that consider both cost and performance factors involved in service
placement. In addition, different types of MEC services with various requirements
increase the complexity of the service placement problem (Table [2.)).

Nowadays, with the advent of Industry 4.0, many enterprises try to lead their

market by composing own 5G infrastructure to increase productivity (e.g., factory au-
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Table 2.1: Use cases of URLLC services and their requirements [/1]]

Service types

E2E latency E2E availability

User experienced

throughput
AR/VR 10ms 99.999% 40-700Mbps
. <Tms
Cloud gaming 99.999% 1Gbps
(uplink)
Factory 100kbps (downlink)
Sms 99.9999%
AGYV control 3-8Mbps (uplink)
UAV (drone) <100ms 99.999% <128bps
Fault mgmt.
<30ms 99.9999% 1Mbps

in power generation

tomation) and benefit from customized/dedicated services (e.g., network slicing). Such

private 5G networks can be categorized into the following composition, depending on

the location of 5G core functions [15][22] (Fig. 2.2):

* 5G radio access network (RAN) sharing: the operator provides enterprises
with the 5G core functionality through end-to-end slicing with the shared RAN.
This mode is suitable to small and medium-sized enterprises who have limited

CAPEX/OPEX for infrastructure (e.g., edge DCs).

* Hybrid 5G: in this mode, an enterprise deploys mission-critical services and a
dedicated data plane function (i.e., UPF) inside own MEC infrastructure with a
private 5G radio. The enterprise can also utilize live migration on demand (i.e.,
dynamically) to cache additional network functions/services from the operator’s
cloud. This mode that enables confidentiality and offload on enterprise data is

suitable to medium and large-sized enterprises, when considering the expendi-

ture.



Operator cloud DC

Live migration m

cloud and edge DC

services |
Edge DC #1

lot DEEP LEARNING

5G RAN sharing Hybrid 5G Private 5G
(small-sized company) (medium to large-sized company) (large company or industrial complex)

Figure 2.2: Private 5G network composition and use cases

* Private (dedicated) 5G: this type of private 5G is applicable to a super-large
enterprise or industrial complex where the massive number of services are re-
quested and served in the vicinity for ultra low latency. This mode can deploy
multiple base stations, MEC hosts and scalable 5G cores (5GCs) with transit
networks in site. Live migration of auxiliary functions can be utilized to achieve

high availability (HA) in case of failure in standby servers.

VM live migration can be used for service placement in edge computing. For
example, the performance of an edge computing service can be improved by dynam-
ically migrating the service instance across multiple DCs over time so that its SLAs
are preserved (e.g., evacuation from abnormal edge server). In this thesis, the op-
timization problem of dynamic service placement in edge computing is modeled to
DRL, as a scalable methodology to approximate an optimal live migration policy for

improvement in service latency and service availability.
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2.1.3 Deep Reinforcement Learning

Briefly, DRL combines an RL algorithm with a deep neural network (DNN) that
approximates an optimal policy to control the corresponding RL agent. The policy can
become more robust to dynamics of the target environment as learning proceeds with
various experiences of the agent. In Fig. given a state s; of Environment, Agent
takes an action a; according to Policy 7 (s, a;) = P(a|s;) which is a probability dis-
tribution to take the action in the given state. Policy is represented as the corresponding
DNN in the agent. Then, Environment generates a reward r; as an estimated worth of
the action and sends the reward to Agent with the next state sy 1.

There are two general types of RL algorithms depending on learning approaches
of agents. First one is value-based agent to which Q-learning [23] and DQN [24]
belong, and they define Q-function (Equation [2.I). In short, a Q-function is the ex-
pected value of a cumulative reward R; from the given state and action to the end of
a trial (e.g., reaching to the final state in a maze game). Since Agent behaves in a
non-deterministic way according to Policy in the given state and action, a cumulative

reward is different for each trial.
Q(St, at) = E[Rt’St, at] = E[Tt+1 + Tt+2 + Tt+3 + ] = E[rt—l—l + Rt—‘,—l] (21)

Since the maximum cumulative reward in a trial is pursued, it is required to take a
series of actions that can maximize Q-function (Equation[2.2). In practical implemen-
tation of a value-based algorithm, the probability of taking either the most valuable
action (i.e, exploitation) or a random action (i.e., exploration) is controlled throughout
the whole learning process. Exploration is needed for an agent to avoid being trapped
on a local optimum particularly in the early stage of learning when Q-function is not

sufficiently tuned [25]. -y is a discount factor for future rewards.
Q(s,a) + r +ymaxQ(s’,a’) (2.2)
a’€A

In each step of learning, a DQN agent updates its DNN (i.e., refining the policy)

by blending the current estimate of the Q-function and a point-estimate of what the
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action a,

Agent
state s, reward r,
Tt Ve
St Environment
<t
&

Figure 2.3: Framework of Reinforcement Learning

Q-function should be (Equation [2.3).

Qls,0) ¢ (1 - a)Q(s,0) + a(r +1mazQ(s',a") @3)

Different with a value-based agent, a policy-based agent samples an action de-
pending on Policy P(ay|s;) itself. So, the policy-based agent learns how to adjust the
probability function of taking actions according to the resulted cumulative reward ;.
In DRL, the probability function is represented as a DNN that is updated based on the
following loss function.

L= —Rt log P(at|st) (24)

In Equation R; can be replaced with the Q-function (Equation [2.1)), and this
leads to an Actor-Critic algorithm that is a hybrid of value-based agent and policy-
based agent. Therefore, an Actor-Critic algorithm uses two DNNSs; a critic network
to update the Q-function (i.e., expected R;) and another actor network whose loss
function is Equation [2.4]to update the probability function (i.e., Policy).

This research proposes two dynamic service placement algorithms that utilize
DQN and Temporal Difference Actor-Critic (TD A-C) [26]] respectively. The main
reason of using DRL is to construct a mechanism that estimates fitness of a service in-
stance to a host server in a robust manner to environment dynamics. Computed fitness

values are used for criteria to decision making in service placement. Different learning

12—



approaches of DQN and TD A-C lead to differences in selecting actions (Section[3.2.2)

and learning performance of agents (Section[5.3).

2.2 Related Work

2.2.1 Optimizing Live Migration Decision

Yi et al. [27] proposed a load balancing method that migrates Virtualized Net-
work Functions (VNFs) that are involved in overloaded servers or bottleneck links to
underloaded servers, considering the cost of bandwidth consumption throughout hops
involved in the migration. The authors simulated VNFs in mesh networks with tens
of nodes, and observed that the number Service Function Chains (SFCs), nodes and
links in overloaded state are reduced by the proposed migration-based load balancing.
Similarly, Rui et al. [28]] proposed a VNF live migration method that aims at balancing
loads between servers. Using the Petri net-based model for SFC availability in their
algorithm, the authors argued that service availability must be considered in migrating
service instances.

Regarding power management, Basu et al. [29] proposed a VM migration al-
gorithm that minimizes the number of active servers whose electricity consumption
is proportional to the CPU utilization, while preserving SLAs of a service running
in VM. The authors modeled a cost function that combines two trade-off factors of
energy consumption and SLA violation (i.e., the overall performance of services de-
grades with a fewer number of host machines), and solved the optimization problem
using RL. with a reward function that evaluates possible migration actions in terms
of the cost function. The authors simulated a single DC environment with different
patterns of workloads, and showed that the proposed RL-based method can converge
on an optimal migration policy that incurs less cost than heuristic-based algorithms,
providing better scalability with a fewer number of migrations.

VM live migration is also one traditional fault mitigation method in network

management, and currently draws attention in combination with the capability of fu-
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ture anomaly prediction using machine learning. Ibrahimpasic et al. [30] proposed a
decision-making method to migrate an (network) outage-risky VNF in an edge DC
to a cloud DC. The migration is executed only if the reconfiguration cost of the new
service path to the cloud DC is lower than the operator’s loss from the QoS degrada-
tion due to retaining the operation in the original risky edge DC. In this work, deep
learning is used to predict the pattern of user request arrival, based on the current lo-
cation and mobility of users, in order to estimate the outage probability of the edge
DC in near future. Regarding mitigation of server failure via VM live migration, Lin
et al. [11] used a deep learning model that can predict the probability of server failure
by learning both temporal data (e.g., memory utilization) and spatial data (e.g., server
location inside rack) that are collected at a real production cloud DC for one month.
The model then ranks top-k servers in order of predicted failure scores, and the result
shows a tendency that servers who had previous failure history are more likely to be
failed again in future. The authors reported that the overall VM failure rate can be
reduced by 30% using the deep learning-based failure prediction model (i.e, failure

scores) in allocating and migrating VMs to servers.

2.2.2 DRL-based Dynamic Service Placement

As one of branches that dynamic service placement addresses, service migration
is the concept of moving a service instance to the MEC server closest to the user
while considering migration cost; it is also called Follow-Me Cloud (FMC) [31].
The importance of service migration is increased with the advent of MEC and V2X
(Vehicle-to-Everything), but it is still challenging to predict user (vehicle) mobility
which allows to reduce the migration cost (e.g., total migration time) by identifying
possible next MEC servers and migrating in advance. Zhang et al. [32] argued that
service migration decision can be optimized through DRL approach even if there is
no prior knowledge on user’s mobility pattern. In the proposed DRL model, a state is

defined as the distance between user and host server, and an action is either to migrate
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the service instance to the MEC host closest to the user or not to migrate (i.e., keep the
service location). The selected migration action is evaluated in terms of the resulted
QoS benefit and migration cost which is bandwidth consumption throughout link hops
involved in transferring the instance. The authors simulated a random walk user in a
grid topology with tens of MEC servers and showed that their DQN-based service mi-
gration algorithm outperforms existing dynamic programming-based algorithms with
larger total reward and better scalability. Park et al. [33]] proposed a similar DQN al-
gorithm but additional energy consumption of servers involved in a migration action
is modeled as migration cost. In the simulation where a random walk user is placed in
a grid topology with hundreds of servers, and the FMC controller (i.e., agent) period-
ically identifies an MEC server whose migration benefit results in the maximum total
reward, the proposed DQN-based migration policy is reported to outperform policies
based on Q-learning and heuristics.

Regarding VM consolidation which mainly packs (places) VMs together into a
subset of all servers for performance improvement (e.g., reduced power consumption)
while preserving their minimum requirements (i.e., SLAs), Zeng et al. [34] proposed
a DRL-based VM live migration policy adaptive to the energy efficiency in a cloud
DC. In the proposed DRL model, workloads of all host servers in a cloud DC are
predicted by a recurrent neural network and are considered as state space. Then VMs
either in overloaded or underloaded servers are migrated to normal servers, according
to placement decisions by DQN that learns how to evaluate the suitability of a VM
to a host server, in terms of the cost of energy consumption and SLA violation. The
simulation results on a single cloud DC with 200 host servers showed that the proposed
scalable VM consolidation algorithm based on DRL-based migration decisions can
achieve 50% decrease in total energy consumption and SLA violations, compared to
heuristic-based algorithms.

In a point that VM live migration can be used in dynamic service placement in
edge computing, two related studies based on DRL are reviewed. Dalgkitsis et al. [35]]

proposed a dynamic resource-aware VNF placement algorithm for MEC services (e.g.,
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uRLLC). The placement decision on a target VNF is made based on the state space:
a specification of the VNF (e.g., required CPU, memory and SLA latency), resource
usage of all MEC servers and available bandwidth of all links. The worth of an ac-
tion to place the VNF on the selected MEC server is evaluated by the resulted service
latency (i.e., reward). The authors showed in a Mininet-emulated topology with a sin-
gle cloud DC and 5 edge DCs (servers) that the proposed Deep Deterministic Policy
Gradient (DDPG) algorithm can achieve 23% and 31% reduction in the number of
SLA violations and VNF rejections respectively, compared to heuristic algorithms that
places VNFs in non-overloaded MEC servers or in the cloud DC only. Different with
single agent DRL algorithms used in the previously reviewed studies, Dai et al. [36]
proposed a multi-agent DRL model where each agent creates migration decisions on
VMs running in the assigned MEC server only, with less monitoring overhead and
shorter learning time by allowing each agent to treat a smaller state space. In the pro-
posed Actor-Critic algorithm design, the state space of each agent includes resources
and a sequence of profiles of VMs that are hosted in its dedicated server. The action
space of each agent is a set of MEC servers to which the corresponding VM is migrated
while preserving its SLA latency. The worth of a migration action is evaluated by the
sum of per-hop bandwidths each required in sending a VM image file from source to
destination MEC server (i.e., fewer hops are preferred). The evaluation of a simulation
topology with 20 MEC servers showed the proposed multi-agent DRL algorithm can
produce a larger cumulative (total) reward than heuristics and the single agent DRL,
with lower number of migrations (e.g., less bandwidth consumption) and less learning
time.

Finally, limitations of the existing work in DRL-based dynamic service placement

and how this research is different and improved are summarized (Table [2.2).

* The existing work [32[][33]] aims at optimizing a migration policy for a single
target service and its user. In this research, concurrent migration of multiple

services and related orchestration aspects are considered (Section 3.2.2).
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* The existing work [34] aims at optimizing a migration policy used in a single
DC. In this research, migration policy in a multi-level DC network (i.e.,
multiple DCs and their internal servers) is considered to support the edge

computing environment of 5G services (Section [4.1).

* The existing work [35][36] does not consider SLA availability of each service
and failure of edge (MEC) servers [37]. In this research, the cost of live migra-
tion service downtime is modeled (Section [3.4.1) and related to SLA avail-
ability of any service (Section [3.4.2) so that total number of migrations is
reduced; i.e., a service instance can be migrated within a limited number
for its duration. Server failure scenario is also considered so that the pro-
posed migration algorithms can evacuate risky services in advance or per-

form fault mitigation by load balancing [11][38].
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III. Design

In this chapter, edge computing scenario is introduced where dynamic service
placement via live migration is effectively used for optimization in service perfor-
mance and/or resource efficiency. Afterwards, a DRL model that represents the dy-
namic service placement problem in terms of RL environment, agent, state, action and
reward is explained, and multi-agent DRL algorithms that generate migration policy
optimized for service latency and service availability are proposed based on the DRL
model. Finally, a reward model that considers the availability of edge machines (i.e.,
MEC host) and a cost model that relates live migration service downtime with SLA

availability of any service are proposed.

3.1 Dynamic Service Placement in Edge Computing

In edge computing of multiple DC networks, overall service performance and re-
source efficiency can be improved through techniques that supports dynamic service
placement: auto-scaling and live migration. These two operations are essential for
network administrators in managing DC infrastructure and orchestrating multiple ser-
vice instances. Their implementation is mature and already included in many cloud
computing platforms (e.g., OpenStack) but their application as a persistent strategy
(not one-time usage) is challenging due to the complexity of the management domain
in edge computing; deployment cost of (MEC) services with different requirements
(e.g., user location, resource demands and SLAs) is highly different across multiple
DCs where resources are hierarchically distributed. This research focuses on using
live migration to realize dynamic service placement, and uses DRL to address the
management complexity by enabling the target migration strategy to be getting aware

of the edge computing dynamics. A DRL agent that learns the given environment can
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generate optimized migration decisions; when is the best to migrate which service
instances to where. Some service placement scenarios are introduced to analyze how
migration policy can behave more efficiently.

In Fig. by time 0 (TO), Servicel (Srv1) has been initially deployed and run
in the edge DC. Let us assume that Servicel is a normal cloud service (e.g., Software
as a Service) with non-critical SLA or none. So obviously it would be not SLA vio-
lation if Servicel was placed in the cloud DC, but the operator had decided to place it
in the edge DC for user satisfaction (e.g., lower latency) or maintenance reason (e.g.,
load balancing). Then, a request for Service2 (Srv2) is expected at time 1 (T1) with the
requirement of critical SLAs (e.g., ultra-low latency or hardware dependency). Before
the actual request to Service2 arrives, the operator should reserve the assigned server
(e.g., closest MEC host), otherwise there will be delay in deployment/provisioning at
least or, in worst, SLA violation of Service 2 (i.e., service rejection). To achieve effec-
tive host/resource overbooking [39]][40] that satisfies both Service 1 and Service 2, the
operator can perform live migration of Servicel to another place without interrupting
service availability, but the problem still requires optimization in when and where to

migrate:

* One policy is to migrate Srv1 to an adjacent edge DC just before T1, considering

intra-DC memory migration.

* Another policy is to migrate Srvl to the cloud DC at TO, considering inter-DC
block (disk) migration.

Similarly, there are migration policy options for fault mitigation in a proactive
migration scenario (Fig. [3.I(b)). One operator prefers to evacuate outage-risky ser-
vice instances to a high availability zone at the cost of increasing latency, or another
one prefers to migrate them according to service types at the cost of losing availabil-
ity. To this end, early detection/prediction of failures in DC is recently studied using
Artificial Intelligence (Al) technique [L1][41][42], but it is still challenging (to re-

produce) and out-of-scope in this research. However, in DRL via iterative learning
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process on the given service placement scenario, a DRL agent can experience some
anomaly symptoms (e.g., overloaded edge servers) and possibly encounter the failure
cases throughout its exploratory actions. If the penalty of encountering failure states is
indicated in the reward model [43]], the DRL agent can learn how to behave in a way to
avoid taking actions that lead to the penalty state. In the early stage of DRL with less
confidence on the worth of possible actions, the behavior (policy) would be conser-
vative or radical but finally be aware of the optimal actions that lead to the maximum
cumulative reward (Section [2.1.3). In the simulation-based evaluation, this research
conditionally injects server failure events that incur the termination of related running
services, and proves that the proposed DRL algorithms can generate placement policy

to suppress service failures by proactively migrating risky services.

3.2 DRL Model for Live Migration

3.2.1 Opverall Design

In general, a migration decision can be optimized depending on that which ser-
vice instances should be migrated to where and when. As to consider concurrent
migration of multiple services without conflict, a migration decision should be made
on each service every decision time. Note that a service can stay in the current hosﬂ
or be migrated according to a mechanism that evaluates the fitness of the service to a
host based on a desirable criteria. The interval of each decision time also can effect
the granularity of the decision-making. In abstract, the proposed DRL-based dynamic

service placement algorithms address the following migration aspects:

* Which: a policy generates migration decisions on individual services which are
currently running on hosts. A service can stay in the existing host or migrate to

another machine.

* Where: for each service, DNN of a DRL agent computes the score of fitness

"Host, server and machine have the same meaning and are used interchangeably in this thesis.
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to each machine based on the current states of the machine, the service speci-
fication (both explicit) and the rewards of previous migration actions which are
implicitly reflected in the current DNN parameters. As having a higher fitness
score, a machine is likely to be selected as the new host of the service (i.e.,

fitness score of a server that is not compliant with the service’s SLA is 0).

* When: migration decisions on running services are made by the DRL agent
every decision interval. A shorter interval can improve the performance by in-
creasing the optimization granularity but also increase monitoring and learning
burden of the agent. This issue is observed in the implementation of the first
single-agent DRL model (Section and is solved in the next multi-agent

DRL model that reduces the state space from server-level to DC-level (Sec-

tion (3.2.2)).

To intuitively introduce a basic DRL model for dynamic service placement and
elaborate possible design choices, a single-agent DRL model is designed first (Fig.[3.2)).
The basic components of an RL model are defined: state, action, reward, agent and
environment. First, in the single-agent DRL model, a state is represented as a service-
machine placement map with Mapping_Features of the corresponding service-machine
pairs. Mapping_Features consists of i) current remaining resources in the machine, ii)
demanding resources of the service to place, iii) the service’s SLA latency and SLA
availability and iv) Path_Cost between the locations of the service user (i.e., an edge
DC in proximity) and the machine (i.e., at a cloud DC or edge DC). As a subset of all
possible observations from the environment, the defined state space is a design choice
to represent essential information that is needed for service deployment in DCs in
practice [44]][10]. For each running service and each machine, a Mapping_Features is
generated and concatenated to construct a mini-batch (i.e., state) as input for the DNN
in Central Migration Agent.

In Central Migration Agent, the mini-batch is fed into the DNN where the in-

put dimension is same with the length of Mapping_Features. Parameters of the DNN
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Figure 3.2: Architecture of the single-agent DRL model for dynamic service place-

ment

model are tuned so that its output can represent a fitness score of the service-machine
pair according to the worth of placing the service on the machine (i.e., reward). In other
words, as learning proceeds, a higher fitness score is assigned to a service-machine
pair that can maximize the total reward accumulated for each migration. In this re-
search, for the evaluation of fitness scores and the training of DNN, two existing DRL
algorithms of DQN and Temporal Difference Actor-Critic (TD A-C) are utilized (Sec-
tion [2.1.3). In the proposed DRL model, these two algorithms have different mecha-
nisms in converting fitness scores (i.e., DNN outputs) into the corresponding migration
actions. In the given state, DQN outputs the fitness score of a service-machine pair as
a Q-value which estimates the worth of placing (migrating) the service in the machine.
Whereas, TD A-C outputs a probability that indicates the likelihood of the agent (i.e.,
policy) to select the placement action in the given state. Both of their agents interact

with the environment via selected migration actions and guide (reinforce) their DNN

_24—



models to output more accurate fitness scores from the resulted rewards as learning
proceed. Note that a sub—actio in this intermediate step is to select a machine (ID) to
which a service instance migrate.

Then for each service, the final sub-action can be of i) migrating to the machine
with the highest fitness score (exploitation in DQN), ii) migrating to the randomly se-
lected machine (exploration in DQN) or iii) staying in the current host (i.e., do not
migrate). The exploration behavior is needed for the DQN agent to avoid converging
on a local optimum by searching unexperienced state space that might result in higher
cumulative rewards than previously searched state space [45]]. The matter of selecting
a proportion between exploitation and exploration is an implementation choice. In this
research, decaying epsilon [40] is used to choose exploitation with 90% and explo-
ration with 10% at the beginning and reduce the probability of exploration by 1% as
learning proceeds. Note that exploration in the TD A-C agent depends on the current
probability distribution of taking actions (i.e., DNN). The third action type arises when
there are no available machines to accommodate the service instance, or migration to
the selected machine is expected to violate SLA latency and/or SLA availability of the
service (Section [3.4.2)). Considering that a service instance which is in the middle of
“live” migration due to previous migration decisions keeps available to its user and
still seen as a running service to Central Migration Agent, a migration decision on
such services should be the third action type to avoid conflict.

Lastly, the final action set (i.e., finalized migration actions) is applied to the edge
computing environment as each of migration requests to the migration subsystem (e.g.,
OpenStack Neutron [47]). A migration request specifies the system-level identifiers of
the target service instance (VM or container), current host (source) and destination
host machine. The environment sends a reward as a feedback signal to the agent so
that it can update fitness scores and better estimate the worth of the applied migration

actions in future decision-making. According to the objective function defined in the

2Since concurrent migration of multiple services is considered in this research, a set of sub-actions

corresponds to an action in a single service migration model [32]][33].
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problem statement (Equation|[L.T)), the reward is modeled as the sum of the average ser-
vice latency benefit and the average service availability benefit that can be derived by
comparing before/after applying the migration actions to the environment. Details on
the proposed reward model is provided in Section[3.3] The environment also generates

monitored observation (i.e., next state) for the next loop.

3.2.2 Multi-agent DRL Model

During the verification of the described single agent model in simulation using
thousands of real user service requests in the data set (Section[d.2)), some performance
issues are experienced in the learning process; gradient exploding [48]][49] that leads
to nondeterministic termination of the used deep learning engine (PyTorch) happens
when a high learning rate is used to train the DNN model. Empirical analysis turns out
that the state siz in the single agent model is too large for the DNN model to tune
parameters accordingly when a short migration decision interval (e.g., 10s) is used.
Since it was preferred to address this issue without changing the structure of the DNN
architecture (e.g., number of layers) and spec of the machine to run the algorithm,
reducing the state size was aimed first for the scalability to more complex dynamic
service placement scenario. As a result, the design choice was changed to the multi-
agent DRL model in Fig. 3.3]

The multi-agent DRL model for dynamic service placement is motivated by the
related work [36] which optimizes migration policy in the MEC environment using a
multi-agent DRL model. In short, each MEC host server acts as an individual DRL
agent to generate migration decisions only for local services running in the host. The
authors argue that their multi-agent model can alleviate the communication bottleneck
occurred in a centralized single agent model and is suitable for each MEC server (i.e.,
agent) to control its local domain, considering the inherent distributed computing en-

vironment of MEC [|50]]. The differences in this thesis are as follows:

3The number of all services (N) * the number of all machines (M) * the length of Mapping_Features
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Figure 3.3: Architecture of the proposed multi-agent DRL model for dynamic service

placement

» Each agent is assigned to an MEC server in the related work, while each agent
is assigned to one DC in this research (i.e., one-to-one mapping), to achieve dy-
namic service placement across multiple edge computing DCs and the reduction

in state space.

* The main objective of the related work is to ensure SLA latency of each service
while minimizing migration cost of bandwidth consumption. Whereas, the main
objective of this research is to improve overall service latency and service avail-
ability without SLA violation (i.e., only migration that does not violate service

SLAs is permitted).

Regarding the new multi-agent model, its components are explained along with
the comparison to those of the previous single-agent model. Considering that edge
computing topology consists of multiple DCs across network core and edges (Fig.[3.1)),

the role of Central Migration Agent in the single-agent model is delegated to each of
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DC Migration Agents whose control domain is its assigned DC. The main purpose of
the one-to-one mapping between DC and agent is to impose smaller state and action
space on each agent than Central Migration Agent (i.e., single agent), so the number
of agents and their assigned DCs is a design choice. For each agent dedicated to
a DC (cloud or edge), a state is changed to a service-DC placement map only for
local services. Since the placement unit by the agent’s decision is changed to DC
(i.e., selecting the best DC to place, not server/machine), Mapping_Features is almost
same with the previous model but machine-level features are replaced with DC-level
features (e.g., resource utilization averaged over machines within the DC). As a result,
the state sizelz_f]is reduced as well as action space to allow each agent to handle a smaller
problem of inter-DC service placement (i.e., divide and conquer). The downside of the
reduction is the loss of granularity in selecting destination servers, which can lead to
performance degradation after migration, since DC-level average values are not fully
representative to the status of each machine. Verification shows that the proposed
multi-agent DRL algorithms compensate the downside with learning more experiences
in the given time and can outperform the single agent algorithm (Section [5.3).

For each of local services and DCs, Mapping_Features is generated and con-
catenated to construct a mini-batch for the corresponding DNN model in the agent
(Fig. 3.4). Note that individual DNNs in the proposed multi-agent DRL model are
independently trained according to the given configuration of local services (i.e., state)
in the corresponding DC. The configurations can be different during the early stage
of learning but should converge on a certain state that provides the joint optimality
of all agents after sufficiently learned. In the multi-agent DRL model, an output of
the DNN model represents a local service’s fitness scores to all DCs. DQN and TD
A-C algorithms with different learning approaches are still used to estimate the worth
of migrating the service to the selected DC in terms of reward. Sub-action for each
local service is i) to migrate the service to the DC with the highest fitness score (ex-

ploitation), ii) to randomly selected DC (exploration) or iii) not to migrate. The third

“The number of DC-local services (J) * the number of all DCs (K) * the length of Mapping_Features
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Figure 3.4: DNN model of the multi-agent DQN algorithm that computes fitness scores

between service and DC

action type occurs when migrating to the selected DC leads to SLA violation of ser-
vice latency or service availability. The action space of exploration in the multi-agent
model is also reduced from random selection of any machine to any DC. Since each
agent can control its local services only and check their migration status (e.g., ongoing
live migration), there are no conflicting decisions on the same service among different
agents. The final action set of all local services is transformed to a set of migration
requests and sent to Central Migration Controller where the migration subsystem is
operated.

Before applying an migration request to the environment, Central Migration Con-
troller has a role of choosing the final destination host to newly place the service in-
stance among servers in “the selected DC”. Since the agent who requests the migration
has already confirmed that migrating the service to the DC is free from SLA violation
of both service latency and service availability, Central Migration Controller uses a

simple first-fit algorithm to find out an internal host machine available to accommo-
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date the target service instance. Similar to the single-agent model, the worth of a
migration action is evaluated by the sum of the service latency benefit and the service
availability benefit before/after migrating the service. However, for each decision tick,
Central Migration Controller generates the joint reward that averages rewards of all
the agents, so that the joint reward can represent the whole system benefit from the

applied migration actions, not individual agent’s benefit (Section [3.3.2).

3.3 Reward Model

Reward in RL is a critical criterion to guide the agent (its DNN model) to behave
in the environment world. In this section, a detailed explanation on the reward model
of the proposed dynamic service placement algorithms is provided. In the proposed
multi-agent DRL model, the reward of Agent;, is the sum of service latency benefit
By, and service availability benefit B4 where the benefits are the differences between
before and after the migration action in the given state of Agent; (Equation [3.1).
Service latency benefit can be negative if the migration places a service from its user
location farther than before (e.g., from edge to cloud DC). Service availability also can
be negative if migrating a service to a server with lower availability (e.g., from cloud
to edge DC). In the proposed reward model, availability of any service depends on the
probability of failure in its host server. Despite each of the two benefits is normalized
within -1 to 1 and then the result is calibrated to a non-linear function (Section [3.3.1]),
their probability distributions are inherently different so coefficients of wy, and w 4 are

used to balance their importance.

Rewardy, = wr, B, +waBa 3.1)

For migration requests by Agenty, the service latency benefit By, and the service
availability benefit B 4 are averaged over J services from the set of all local services S,
running in the corresponding DC, where each service s; migrates from machine mfld

to machine mj**" (Equation [3.2]and Equation [3.3|respectively). The service Latency
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is round-trip time (RTT) between user and host machine of the service. Whereas,
the service Availability depends on the availability of the host machine. A service
instance in cloud computing can be in a failure state due to software errors [51] or
hardware errors [52]. In this thesis, the latter is treated only but measuring availability
or failure probability of server/machine is still a challenging issue, with a need for
field data about failure history which is usually confidential and unavailable to public.
Therefore, referring to articles mentioning that hard disk (HDD) is one major root
cause of server failure in cloud DC [33][52], a simplified server failure model, Prqijyre,
is defined to relate the probability of server failure with abnormal high disk utilization
of the server during the last N monitoring intervals in a row (Equation [3.4). The
rationale of considering disk (i.e., storage device) in a server failure model also closely
relates to the fact that VM live migration requires disk transmission through WAN

between DCs in different NAS domains [54]].

J

1 Latency(s;, m¢?) — Latency(s;, mPev)
Br(S;) == ¢ t 3.2
£(5k) J Zz; Latency(s;, mg'd) ©2)
where s; € Sy and Latency(s, m) = RTT(s.user_loc, m.loc)
J oo I
1 Availability(s;, m?e") — Availability(s;, m2'9)
Ba(Sk) = — : ! 3.3
A(Sk) J ZZ; Availability(s;, m2'?) ©3)
where s; € Sy, and Availability(s,m) = 1 — Ptaiture(s, m)
0 if m does not host s
Pfailure(sa m) = or m.disk_util;_; < 0.95,for0 <i< N (3.4)
1
N Zij\io m.disk_util;_;, otherwise.

where N is the length of monitoring windows
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In the implementation of the proposed DRL simulator (Section {.I)), a monitor-
ing component periodically updates all the states of machines according to the current
service placement, while injecting server failure events when the disk overutilization
condition is met and preventing failed servers from being considered in service place-
ment until the end of the one simulation cycle (i.e, episode). All services running in
failed machines are immediately interrupted and queued to be re-deployed in other
SLA-compliant machines to finish the remaining service duration. Consequently, oc-
currences of server failure would likely deteriorate the following service placement
decisions due to increased provisioning delays of future service requests with fewer
available machines (i.e, high resource contention). Therefore, a service placement al-
gorithm should prevent servers from being failed by balancing the usage of resources
(e.g, disk utilization) among servers. To this end, the proposed DRL agents should
learn how to balance between QoS and load distribution. Despite the importance of
considering server availability in deploying highly reliable services (e.g., URLLC) in
MEC environment, only the related work [37/]] considers the service availability model

with different probability of server failure in cloud or edge DC.

3.3.1 Reward Calibration

In the proposed reward model, the units of two different terms of service latency
and service availability are millisecond and probability (0 1) respectively, while leav-
ing the normalization issue in calculating the reward by their sum. In spite of their
evaluation as benefit before/after migration so as to treat them in the common unit of
percentage (%), their statistics (e.g., min/max or average) is still different, which en-
courages to use empirically tuned coefficients of wy, and w 4 in the reward computation
to compensate their numerical differences. This reward coordination by coefficient is
commonly used in the existing work with more than two objectives of different scale
(e.g., cost vs. performance) [9][33].

To accelerate the learning performance of RL model by reward calibration [S5][56],
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Figure 3.5: Reward calibration by projection to the inverse hyperbolic tangent function

each of service latency benefit and service availability benefit is clipped to the range
of [—1, 1] and the normalized values are projected into the inverse hyperbolic tangent
function [57] (Fig.[3.5). The projection to the non-linear function exponentially scales
the benefit values as being closer to the both extremes in the x-axis; 1 when the migra-
tion leads to the most service latency/availability benefit or -1 when the least benefit.
In other words, the purpose of this calibration is to highlight what is the best action or
the worst action in the given state, so that the DRL agent can effectively learn such ob-
vious cases than the original linear reward function. The calibrated reward Rewaral}g

of Agenty, is given by Equation[3.3]

, 1+ B, 1+ B
Reward,, = le In +7,L(Sk> + 1wA In +7j4(5k) 3.5
2 1 — B (Sk) 2 1 —B,(Sk)

where both B} and B, are clamped to [—1, 1]

3.3.2 Joint Reward

In a general multi-agent DRL model, each of agents tries to train its own policy to
generate the maximum cumulative reward by updating its DNN with rewards from it-
erative experiences. Therefore, If there is no mechanism to orchestrate them in a global

view, each agent is ignorant of other agents (and their policies) and behaves in a greedy
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manner. This means that DC}, Migration Agent (Fig. may generate myopic deci-
sions which can deteriorate the entire system performance; for instance, evacuating all
services the agent controls to an edge DC that is currently underutilized but occupied
with rapid demand soon, since the agent only know that the corresponding migration
decisions will increase its own service availability benefit. In RL, this myopic behavior
of an agent can be corrected by experiencing cases where the total reward is increased
with different actions as learning proceeds (i.e., increase in learning time). However,
in multi-agent DRL, the greedy of individual agents can impede chances to reach the
optimality within the given learning time or lead to local optimum.

To this end, a mechanism is added to Central Migration Controller that waits for
individual rewards of agents to join and computes the single Reward yin: for all agents
in common. To enable Reward;qint to be a representative reward for the whole system
benefit during the current migration decision tick, it is defined as the average over
reward values of all agents. Then Central Migration Agent broadcasts Reward;yns to
all agents, allowing each agent to update its DNN with the joint reward and correct its
policy in accordance with the global benefit. The final reward of Action of Agenty,

in the given Statey, is computed by Equation 3.6

K
1 /
Reward;oins = e kgl Reward,, 3.6)

where K is the number of agents and their assigned DCs

3.4 Migration Cost Model

VM live migration offers the capability of dynamic service placement in edge
computing, but it is an operation with cost. Migration cost is considered in general as
bandwidth consumption [32[][36] and/or energy consumption [33]][34]. For the former,
an amount of network bandwidth is proportionally consumed by the size of VM im-

age file in case of block (disk) migration or by the page dirty rate in case of memory
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migration, since the implementation of VM live migration must involve transmission
of VM’s states from source to destination host server. Regarding energy consumption
involved in live migration, Hu et al. [58]] presents an energy consumption model that
combines bandwidth, content size, noise power and transmission rate in dynamic ser-
vice migration scenario. Therefore, defining a refined migration cost model is vital in
optimizing live migration policy for dynamic service placement in real environment; if
migration cost is inadequate or not considered, the occurrence of a tremendous number

of migration can offset the resulting profit and deteriorate QoS implicitly.

3.4.1 VM Live Migration Service Downtime

Service downtime due to VM live migration has not been considered as a migra-
tion cost in existing work. To the extension to the discussion about service downtime
in Section [2.1.1f VM live migration service downtime is composed of two different
downtime periods during the whole live migration process. First type of downtime oc-
curs during the switchover from the source VM to the destination VM to ensure their
complete synchronization by transmitting the remaining dirtied memory pages of the
source VM (Fig. [2.T). Since this type of downtime is dependent both on the page dirty
rate of the VM, i.e., how fast the service application modifies the VM’s memory pages,
and available network bandwidth for the transmission, the length of downtime can be
exponential if the page dirty rate (pages/s or KB/s) exceeds the available bandwidth
(Mbps) [21]. Post-copy live migration emerges to avoid prolonged switchover down-
time possible in pre-copy, but the loss of network connectivity after the fast switchover
in post-copy requires rebooting the VM to restart the demand paging process. There-
fore, in modern VM live solution, a hybrid approach is preferred that uses pre-copy as
default and post-copy as fallback [47]].

The second type of VM live migration downtime is post-migration overheads
that include (un)binding a virtual network interface, reallocation of IP address (i.e.,

DHCP) and other networking-related configurations to redirect incoming packets to
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the destination VM [21]]. To model the expected downtime of the current live migration
decision as migration cost, Equation[3.7]is defined for service s (i.e., running in VM)

and migration destination machine m ;.

s.memory 1

downtime(s, mgst) = + const_postmig

s.duration * path(s.host, mgst).bw
(3.7)

Since measuring page dirty rate of each VM requires additional monitoring over-
heads in practice and the reference data set of real DC user requests (Section for
evaluation does not provide such granularity, the page dirty rate is estimated as the
memory usage intensity of the target VM for its service duration, referring to the ar-
gument that memory-intensive workloads are main optimization targets in pre-copy
live migration [S9][18]. Since the cold state of the destination VM is synchronized
by iterative transmission of dirty pages from the operational source VM in pre-copy
live migration (Section [2.1.1)), available bandwidth of the path between current host
machine s.host and destination machine mg; is also considered. In previous workﬂ
downtime during post-migration operations is repeatedly measured in the OpenStack
testbed using memory live migration (i.e., NFS-backed) of different VM workloads,
and an average downtime of 2,500ms was measured. There is a large gap between our
measurement and other research articles arguing that total service downtime including
post-migration overheads in OpenStack live migration is under 1,000ms [60][61]]. It
was found that the main networking component in our lab OpenStack is Neutron (Open
vSwitch [62]]-based) but the authors’ is nova-network (Linux bridge-based) which is
officially deprecated since OpenStack Newton [63]. Detailed implementation differ-
ences are out of scope in this research and need future work, but it is indicated that
service downtime can vary in live migration implementations of different hypervisors,
releases/versions and purposes. Therefore, the post-migration overhead is represented

as a constant value constant_postmig that depends on the underlying implementation.

Shitps://github.com/dpnm-ni/ni-migration-modeling-public
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3.4.2 Migration Downtime and SLA Availability

As migration cost, live migration service downtime is related to SLA availability
of each service. The basic idea is based on the fact that a service’s downtime (i.e.,
unavailability) is accumulated during its migrations and the service provider must pre-
vent the current migration decision from violating the service’s SLA availability. For
each service s, the current decision of migrating the service to a new host (e.g., one

with the highest fitness score) can be either allowed or revoked (Equation [3.8).

0,if s.sla_availability > 1 — unavailability(s, mgst)
migration(s — mgs) =
1, otherwise.

(3.8)

s.cumulative_downtime + downtime(s, mgst)

unavailability(s, mgst) = 3.9

s.duration

Service unavailability in Equation [3.9] represents the ratio of the expected total
downtime over the requested duration for the service s. For each service s, the numer-
ator is sum of the accumulated downtime during previous migrations and the expected
downtime (Equation[3.7)) due to the current migration decision. Cumulative downtime
of a service is counted when it i) is terminated due to the host server failure (Equa-
tion[3.4) or ii) previous migration decisions are allowed. In summary, the current deci-
sion on migrating a service to a new host is permitted and applied to the edge comput-
ing environment through Central Migration Controller only if the service availability
after the migration is equal and greater than the SLA availability. If a migration deci-
sion is not allowed, Central Migration Controller ignores the corresponding migration
request and instructs the agent who submits the request to revoke the corresponding
action (i.e., do not migrate in Fig. [3.3)). For instance of a service s whose SLA avail-
ability is 0.999 (99.9%) and the duration is 100s, if s.cumulative_downtime is 0.1s

from the previously executed migrations and the expected downtime from the current
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migration decision is 0.1s, unavailability of 0.002 results in the service availability
of 0.998 (99.8%) which is less than the SLA availability, leading to the cancellation
of the current migration request. Note that the proposed model can be considered as
more practical by limiting the number of migrations for each service within SLA avail-
ability. It is also considered to assign different SLA availability depending on service
types (Section [4.2).

The overall design architecture of the proposed multi-agent DRL model with the
considerations above is described in Fig.[3.6 Finally, Algorithm [I] presents the main
thread of the proposed algorithms, and Algorithm [2] presents the role of Central Mi-
gration Controller who mediates the operation of multiple agents and their responses.
Detailed logic of each DC Migration Agent who interacts with the environment via mi-
gration to generate state, action and reward in dynamic service placement is provided

in Algorithm 3]

Algorithm 1 Main Function
Input: srv_regs: request records of services to be deployed (Section 4.2)

1: while epi_no < epi_maz_no do

2: dep_alg < Deployment alg. of Random/CloudFirst/LeastLatency
3: Run Scheduler with srv_regs, dep_alg to execute service deployment
4: mig_alg < Placement alg. of MA_DQN/MA _TDAC

5: /1 Call Algorithm 2]to execute dynamic service placement

6: Run Central Migration Controller with mig_alg

7: // One episode ends. Train agent with samples

8: for Each DC Migration Agent do

9: Update main Q-network
10: if epi_no%10 == 0 then
11: Synchronize target Q-network with main Q-network
12: end if
13: end for

14: end while
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Algorithm 2 Central Migration Controller

Input: mig_alg, mig_interval: migration decision interval

1: while Any service is not finished do

8:
9:
10:
11:
12:

2
3
4:
5
6
7

for Each DC Migration Agent do
// Call Algorithm
transactions < Decisions by DC Migration Agent with mig_alg
end for
Reward;oins < Average over all Reward' in transactions
for Each transaction do
state, action, next_state < transaction
/I Memory: replay buffer (DQN) or volatile buffer (TD-AC)
Store state, action, Reward;yint, next_state in memory
end for

Sleep for mig_interval

13: end while
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Algorithm 3 DC Migration Agent
Input: mig_alg

Output: state, action, Reward', next_state

—

srvs < Local services running in machines in dedicated DC

letency <— Average service latency

avail <— Average service availability

de_profile < Resource profiles averaged over machines in DC

state < Mini-batch of mapping features between srvs and dec_profile

action < Dest. DCs to which each srv migrates depending on mig_alg

N 9 s » R

for Each service srv do
8: if srv is in the middle of previous migration or migrating srv to dest. DC is
expected to violate srv.S LA _availability (Equation[3.8) then
9: Revoke the migration action on srv
10: else
11: Execute live migration of srv to dest. DC
12: end if
13: end for
14: de_profile_after < DC profile after migrations in action
15: next_state < Mapping features after migrations
16: letency_after <— Average service latency after migrations
17: avail_after < Average service availability after migrations
18: By, < Service latency benefit from A(latency, latency_after)
19: B4 < Service availability benefit from A(avail, avail_after)
20: Reward' < Reward calibration to wy, By, + w4 B 4 (Equation
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IV. Implementation

In this chapter, details on the implementation of a simulation environment on
which the proposed DRL algorithms for dynamic service placement run are described
first. Although there are existing simulators for edge computing [64][65][66], they
are not originated from the purpose of service placement in multi-level DCs, so it is
difficult to extend related edge computing components and develop service placement
algorithms including the support on RL. So a new edge computing simulator is devel-
oped in this research using SimPy [67] which provides a Python library for discrete
event simulation. In the implementation, all simulation components are individually
organized in an object-oriented manner for extensibility and cooperate based on the
event-driven processing under the main SimPy engine. Next, the reference edge com-
puting topology is described where reference MEC services are dynamically placed

by the proposed DRL algorithms.

4.1 Edge Computing Service Placement Simulator

The simulator for dynamic service placement in edge computing is highly mo-
tivated by the existing open source simulator, named CloudSimPy[l, which supports
a testing framework for job scheduling algorithms in a single cloud data center [68]].
Starting from the SimPy-based architecture of CloudSimPy, the proposed simulator
differs in that multi-level DCs are geographically distributed and service requests are
generated by users with their vicinity (edge adjacency). In addition, any network topol-
ogy imported as a graph format is easily converted into the corresponding edge com-
puting topology with attributes of link (e.g., delay) and node, including support on

graph functions (e.g., computing shortest path cost). Fault injection is also available

"https://github.com/FengcunLi/CloudSimPy
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Figure 4.1: Implementation of the simulator for service placement in edge computing

to simulate failures of servers and network links in edge computing. In the following

subsections, details of modular components in the proposed simulator are presented

along with Fig. 1]

4.1.1 Simulation Components

Broker, Scheduler, Monitor, and Injector are all SimPy processes which fetch
their own discrete events and interrupt related event handlers. The basic function of
Broker is a proxy to submit each service request along its submission time into Sched-
uler. One may easily add more functions that cloud brokers usually do, for instance,
filtering target cloud sites.

When a service request event is triggered, Scheduler puts it in a scheduling queue
while notifying the current status of the queue to the service deployment algorithm.
After a deployment decision is made on any service-to-machine (server) pair, Sched-
uler instantiates the service on the machine and propagates the state update to related
simulation components. Scheduler repeats this process every scheduling interval (e.g.,

1s) until the successful termination of all service instances is ensured, since this re-
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search has designed and modeled service placement scenario where running services
can be interrupted by fault (e.g., server failure) and they should be rescheduled by
Scheduler to maintain the service availability for the remaining service duration.

The Monitor component periodically (e.g., 5s) collects information on the target
edge computing environment including resource utilization of each machine and mea-
surement values that indicate the performance of running services. On the other hand,
Injector can trigger various events when certain conditions of the target environment
are satisfied from monitoring. A generic Injector is extended to FaultInjector that sim-
ulates server failure scenario whose model is described in Section [3.3 and notifies the
environment of failed servers by triggering server failure events. Running services in
the failed hosts should be interrupted and re-deployed in other normal servers to com-
plete their remaining service time. Note that these simulation components or SimPy
processes have isolated Python logic for extensibility, but they are aligned on the same
simulation time axis of the main SimPy engine. Simulation is a wrapper to execute

those simulation components at once and attach them to the main Simpy engine.

4.1.2 Edge Computing Components

Central Controller, Machine, and Service are Python objects that compose respec-
tive properties of the target edge computing environment. Central Controller maintains
lists of submitted service requests and their placement mappings to machines which are
decided by the Algorithm component. Central Controller also stores the target edge
computing topology as a Python NetworkX [69] object to provide convenient graph
functions. From Internet Topology Zoo [70]], one can find various network topology
in graph formats (e.g., GML or GraphML). The simulator converts nodes and edges
in the target graph representation into edge computing machines and network links re-
spectively, and each link cost is assigned based on the geographical distance between
two machines whose direct paths exist. However, one can preserve the original topol-

ogy information on link delay or bandwidth if provided and use them in developing
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own algorithms.

Central Controller creates a Machine object to abstract a physical server in DC.
In the simulator, one can also generate a leaf-spine topology with several server racks
to simulate an interior of edge DC and adjacent edge DCs, and test different service
placement approaches across them. A Machine object has CPU, memory and disk
capacity, as well as their current utilization, and a list of Service objects running on it.

A Service object is created by Broker when the corresponding service request
is submitted. As a base unit of a placement decision with Machine, Service has a
resource profile of demanding CPU, memory, and disk for its instance (e.g., VM or
container), SLA latency and SLA availability, a counter for the remaining service du-
ration and various timestamps to record the placement states, as well as user locatiorﬂ
Depending on the current placement location of a service, Monitor records the service
path cost (e.g., round-trip time) between the user at a network edge and the corre-
sponding host machine for the service duration. Note that in practical dynamic service
placement scenario, path cost of a running service can be variable by user movement
or service migration [31][32].

Service is also a SimPy process that is aligned with the shared simulation time
axis from its deployment to the expiry of the service duration. Thus, the FaultInjector
process can terminate a running service by interrupting the corresponding Service pro-
cess handler [71] that forces to start a Python logic for rescheduling of the service. The
rescheduling decision may be delayed depending on the current states of the service
queue in Scheduler and available resources in machines, while imposing an increased
placement cost on the service (e.g., service deployment delay). When the service is
successfully finished, it returns the occupied resources to the host machine, and Central
Controller updates the states of related simulation components so that other pending
service requests can be processed by Scheduler. An example of interaction between

simulation components in a deployment decision is elaborated in Fig.

The user location is simplified to be specified by ID of the closest edge DC.
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Figure 4.2: Event-driven interaction between simulation components

4.1.3 DRL Components

This simulator also modularizes DRL-related simulation components to support
the extensibility in developing various (DRL) algorithms for service orchestration in-
cluding dynamic service placement. An Algorithm component has a logic for service
placement policy via live migration and is triggered by an Agent component which is
a SimPy process aligned with the shared simulation timeline. For each DC, an indi-
vidual Agent component and a shared Algorithm component compose the proposed
multi-agent DRL models together as an individual DC Migration Agent (Fig. [3.3).
Each DC Migration Agent identifies possible service-DC mappings and inputs their
feature vectors (i.e., the current RL state in mini-batch) into the DNN in the corre-
sponding Agent component. PyTorch [72] is used to implement DNNs with different
hyper parameters depending on the use of specific DRL algorithms of DQN or TD-AC
in the evaluation (Section [5.1). The outputs of the DNN with the TD-AC algorithm
form a probabilistic distribution with the same dimension of the batch size, while rep-
resenting fitness scores of all the service-DC input pairs. The larger fitness score of
a pair, the higher probability of choosing the pair for the final service placement de-
cision. In a DC Migration Agent, a service placement policy which is approximated
by the DNN tends to behave in exploratory and generates irrational decisions at the
early stage of learning. However, as learning from experiences in different migration

decisions through repeating a simulation cycle (i.e., episode), the Agent component
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Figure 4.3: Implementation of event logging in the simulator

is reinforced (trained) to produce a larger fitness score to a service-DC mapping that
can lead to a higher cumulative reward than other mappings. Scikit-learn and
NumPy are also used in processing feature data (e.g., normalization) and calibrat-
ing reward functions.

Episode is a wrapper to attach Agent components to Simulation and execute them
in the main SimPy engine at once. The cycle of one episode starts at the arrival of the
first service request and ends at the finish of the last-standing service instance, dur-
ing which each of multiple Agent components experiences different service placement
decisions via live migration. The simulator is maintained in the open repositoryﬂ for re-
searchers who are interested in developing service placement algorithms in edge com-

puting environment. Basic event logging is also supported in the simulator (Fig. [4.3).

4.2 Edge Computing Services and Topology

To secure the feasibility of the proposed method of dynamic service placement

in edge computing, an open data set [44] of more than 10,000 requests for container-

*https://github.com/dpnm-ni/ni-migration-simulation-public
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based online services traced in a real DC for 24 hours is used. Since service request
records in the data set were traced so as for service deployment research (e.g., load
balancing) in a single cluster of host servers, they were customized into edge com-
puting service requests in this research. The new user location field is indeed the old
destination machine ID field that represents the edge DC ID closest to the user after
modulo operation with the number of total edge DCs. In addition, the service requests
are categorized into multiple types, depending on SLA latency and SLA availabil-
ity to represent the variety of service requirements in edge computing (Table [4.1).
According to the service type, the instance of a service request can be dynamically
migrated across the placement options in the target topology. Attributes of the modi-
fied data set (records) for edge computing service requests are shown in Fig. #.4] The
plan_cpu, plan_mem and plan_disk fields respectively represent resources of virtual
cores, memory and disk (both normalized over all records) demanded by the service
instance. Arrival time of service requests depends on the submit_time field, and each
service request stays as a service instance occupying the demanding resources until
the duration field expires.

To simulate and validate practical orchestration scenarios of edge computing ser-
vice requests above, a reference edge computing topology is built in the simulator with
1 cloud DC and 15 edge DCs (Fig.1.5). A geography markup language (GML)) [75]
file is created to draw the graph layout of nodes, edges and their configurations (e.g.,
IDs and link costs), and NetworkX library is used to project the graph into the corre-
sponding topology in the simulator. Thanks to the use of GML, it is easy to change
the configurations of nodes and edges, allowing developed service orchestration al-
gorithms to be evaluated in various topology configurations of different numbers of
machines, resource capacity or link costs. Inside each DC, an internal spine-and-leaf
topology is provisioned as a sub-graph object of NetworkX to the super-graph to sim-
ulate a modern DC architecture and distinguish intra-DC management from inter-DC.
For simplicity of edge DC, It is assumed that only one machine exists in a server rack

(e.g., H1) and link costs between switches (e.g., S11) are 0.
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Table 4.1: Types of service requests with different requirements

Service Proportion SLA latency SLA availability Placement options
Local edge DC
Type 1 20% <S5ms
(i.e., MEC host)
Type 2 20% <10ms For each service record, L'ocal edge DC,
randomly selected from  Adjacent edge DCs
[None, 99%, Local edge DC,
Type 3 20% <50ms 99.9%, 99.99%] Adjacent edge DCs,
Cloud DC
Local edge DC,
Type 4 40% None

Edge DCs, Cloud DC

Based on the previous discussion on edge computing services, link delays are
configured to intend under-10ms latency between adjacent edge DCs (directly con-
nected via a core router), allowing services of type 2 with 10ms SLA latency to be
capable of being deployed in an adjacent edge DC. Total link delays between an edge
DC and the cloud DC is also intended to allow services of type 3 with 50ms SLA
latency to be deployed in the cloud DC. In the same context, a service of type 1 (i.e.,
latency-critical service) should be deployed in the closest server to its user. There is
no restriction in placement of services of type 4 which have no SLA latency, leaving
room for optimization in placement policy with respect to various performance as-
pects. Link delays are configurable parameters in the simulator and assigned to intend
different placement options (locations) depending on service types.

In the reference edge computing topology, the cloud DC features a huge amount
of computing power, and high propagation delay from network edges. Whereas, each

of 15 edge DCs features limited computing power, low propagation delay from net-

—49 —



1000

160
\
% % 800 §
3 o
z';120 ;'; o0 §
g 8 g 400 §
#* 40 e § § § §
‘N .
0 Nl B BN L
12 3 4 5 6 7 8 9 10 11 12 13 14 15 0~20 21~40 41~60 61~80 81~100 101~200 201~
Edge DC No. Service duration (s)
(a) Number of service requests over edge DCs (b) Distribution of service duration
service_id | user_loc| plan_cpu| plan_mem | plan_disk | submit_time | duration | e29_latency| e2e_availability
2 609 8 0.084818678 0.056808536 0  131.964467 1000 0|
3 762 4 0042409339 0.034085122 0 5814285714 1000 99.9
4 1299 8 0.084818678 0.085212805 0 109.4526749 5 99.9
5 1135 8 0.084818678 0.056808536 54 38.06896552 10 99.99
6 1211 4 0.042409339 0.034085122 54 30.61538462 10 99
7 931 4 0.042409339 0.034085122 54 36.87671233 50 0|
8 658 8 0.084818678 0.056808536 54 2548717949 1000 99
9 383 4 0.042409339 0.034085122 77 11 10 99
10 409 8 0.084818678 0.056808536 77 3 50 99.9]
" 7 4 0042409339 0.034085122 95 154.5287356 1000 99.9
12 1260 8 0.084818678 0.056808536 95  91.0867052 1000 0
14 990 8 0.084818678 0.056808536 95 46.76190476 1000 99
15 1193 4 0042409339 0.034085122 95 6531111111 50 0
16 373 4 0.042409339 0.034085122 95 93.73684211 1000 99.9]

(c) Examples of service request specification

Figure 4.4: Configuration of service requests for dynamic service placement in edge

computing

work edges, and relatively high possibility of server failure (Section [3.3), considering
that CAPEX and OPEX are restrictive in edge DCs [37]. In the next section, exper-
iment results are explained on how baseline service deployment algorithms (without
migration) differently treat such features in deploying services among machines in the
cloud DC or edge DCs, which is followed by the evaluation of the proposed dynamic
service placement algorithms that improve the baseline service deployment perfor-

mance via DRL-based optimized live migration policy.
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V. Evaluation

5.1 Experiment Setup

Based on the proposed simulation environment, in this section, evaluation of the
proposed dynamic service placement algorithms is conducted. If not explicitly men-
tioned, the following experiment results were verified with the first 1,000 service re-
quests in the reference data set of edge computing services (Fig. and their
placement in the reference edge computing topology (Fig. with host machines of
different configurations in Table For simplicity, it is assumed that there is a sin-
gle super server in the cloud DC that has a huge amount of resources and almost no
possibility to the disk failure. The scales of memory and disk are set based on their
normalized values specified in the default service request records [44]].

Table describes hyper parameters of each DRL agent (i.e., migration con-
troller) and two different DRL algorithms in the proposed multi-agent DRL model for
dynamic service placement via live migration (Section[3.2.2). Following experiments
are conducted on the edge computing simulator running on a DELL PowerEdge R740
server with 36 CPU cores from two Intel Xeon Gold 5220 sockets (2.20GHz), 64GB
RAM and Ubuntu 18.04 installed. For the reproducibility of experiments, all the im-
plementation of the proposed algorithms and simulator is openly available on GitHu

with a guide for recommended execution environment.

5.2 Baseline Service Deployment Algorithms

In this thesis, (static) service deployment and dynamic service placement are dis-

tinguished. The former is algorithms to start the provisioning of a service from user’s

"https://github.com/dpnm-ni/ni-migration-simulation-public
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Table 5.1: Configurations of simulated machines

) #CPU Memory Disk ) o Total
Machine Failure condition
cores (norm.)  (norm.) number
In cloud DC 1000 10 10 None 1
>95% disk util.
In edge DC o
16 0.2 0.2 for 10 monitoring 15 * 8

(i.e., MEC server) . )
intervals in a row

Table 5.2: Hyper parameters of the proposed DRL model for dynamic service place-

ment

MA-DQN MA-TDAC

wL (weight on service latency benefit) 1
wA (weight on service avail. benefit) 0.5
Learning rate 0.0001 0.001
Reward discount factor 0.98
Migration decision interval (by agent) 10s
# DNN neurons in input layer 10 — ReLu
# DNN neurons in hidden layer 1 32 — ReLu
# DNN neurons in hidden layer 2 32 — ReLu
# DNN neurons in output layer 16! 12— Softmax
Replay batch size 10 N/A
Probability of exploration? 10% — 1% N/A

1 cloud DC + 15 edge DCs.
2 Prob. distribution over 16 DCs.
3 Decaying epsilon (Section [3.2.1)
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request by deploying the corresponding service instance in the initial location once
(i.e., cloud DC or edge DC). The latter is the proposed algorithms to dynamically live-
migrate a running service instance in certain locations possibly multiple times so that
the placement can improve target performance indicators. Thus, service deployment
is needed before dynamic service placement, and different service deployment results
(i.e., initial service arrangement) can impact on the following dynamic service place-
ment results. In this thesis, the following three baseline service deployment algorithms

are used:

* Random: at a serivce request arrival, the Random algorithm finds a list of can-
didate machines that are eligible for the service regarding requested resources
and SLA latency, and deploys the corresponding service instance in a randomly

selected one.

* CloudFirst: at a serivce request arrival, the CloudFirst algorithm deploys the
service instance in a machine of the cloud DC first if not violating the SLA
latency. Otherwise, the CloudFirst algorithm finds machines in edge DCs and
deploys the service instance in the first available machine. In short, CloudFirst

reserves resources in edge DCs for latency-critical services.

* LeastLatency: at a serivce request arrival, the LeastLatency algorithm sorts
out candidate machines that are eligible for the service regarding requested re-
sources and SLA latency in the ascending order of distance (i.e., end-to-end
latency) from the service user. Then the algorithm deploys the service instance

in the first one from the sorted machines.

To show the different initial service-machine mappings according to service de-
ployment algorithms, average CPU utilization of machines in the cloud DC and edge
DCs (averaged over the whole 15 edge DCs) and average service latency are compared
in Fig[5.1] As shown in Fig. CloudFirst uses the cloud DC’s resources more

than Random and LeastLatency, since CloudFirst uses edge DCs’ resources only for
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Figure 5.1: Performance of different service deployment algorithms in resource uti-

lization and service latency

services with low latency requirement. Whereas, LeastLatency deploys any service in
the closest edge machine to its user and finds the next closest one only if the demand-
ing resources are not met in the first machine. As a result (Fig.[5.1(b)), average service
latency of LeastLatency is extremely lower than that of CloudFirst for all the service
types (Table [.1). Note that the average service latency of Type 1 is O since the re-
quirement of Sms-latency requires deploying services in the closest edge DCs to their
users, and the simulator assumes that link delay in access network is 0 (Section 4.2)).
CloudFirst and Random are not able to pursue the least latency, but are able to satisfy
different services types whose requirements of SLA latency are Sms, 10ms and 50ms
respectively in service deployment.

The greedy behavior of LeastLatency leads to fast saturation of occupied re-
sources in edge DCs and the following downsides are shown in Fig. [5.2] Service
deployment delay in Fig. represents interval from a service request arrival to
initialization of the service instance for actual service provisioning (i.e., the start time
of service duration). Obviously, low or zero service deployment delay is favored by
users and can be related with SLA availability (e.g., service deployment rejection). For
services with type 1 and 2, LeastLatency respectively shows 3 and 3.5 times higher ser-

vice deployment delay than CloudFirst, since its likelihood of deploying any service in
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queuing delay and service failures

edge DCs is higher, which results in more resource conflict between services in edge
DCs. In addition, the more services run in resource-constraint edge DCs, the more
edge servers (machines) are failed due to the server failure model that is based on disk
over-utilization. Total number of services interrupted by their host server failure is
largest in LeastLatency (Fig.[5.2(b)). CloudFirst does not generate service failures in
the experiment setup since it deploys non-critical services (almost half of all service
requests) in the cloud DC so that edge DCs can maintain relatively low resource uti-
lization. The behavior of Random that lists candidate machines and randomly chooses
one results in a sort of load balancing that leads to a lower probability of server fail-
ures than LeastLatency. However, its average service latency is not comparable to
LeastLatency.

Those service deployment algorithms are too simple to be used in real scenario
but the performance trade-off between cloud-orientation and edge-orientation in ser-
vice deployment can be observed. In the following sections, CloudFirst is used as a
baseline service deployment algorithm to evaluate the proposed DRL-based dynamic
service placement algorithms since it is more practical in that SLA latency of all ser-

vices are satisfied, while leaving room for improvement in service latency.
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5.3 DRL Algorithms for Dynamic Service Placement

5.3.1 MA-DQN and MA-TDAC: proposed multi-agent DRL algorithms

In this thesis, two different DRL algorithms are proposed to generate optimal live
migration policy for dynamic service placement in edge computing (Section [3.2.2)).
MA-DQN is in the family of value-based agent and MA-TDAC is in the family of
policy-based agent. The differences leads to different generation methods for a fitness
score of the given service-machine mapping. In the given state, MA-DQN estimates a
fitness score by evaluating the worth of selecting the action (e.g., migrating service_1
to machine_A), while MA-TDAC computes a fitness score as a probability which is
proportional to the worth of selecting the action. Both of them evaluate the worth of
selecting an action from the resulted instant reward and update parameters of DNNs
to induce their own policy to maximize the cumulative reward throughout iterative
learning. If not explicitly mentioned, the corresponding hyper parameters in Table
are used in the following experiments.

The learning process of MA-DQN and MA-TDAC throughout 3,000 episodes is
shown in Fig. It can be observed with the moving averages of every 100 points
that agents of both algorithms behave in a way that incrementally increase their total
rewards as learning proceeds. Total reward (or cumulative reward) is sum of instant
rewards from all migration actions during the episode. The increasing total reward
can be interpreted as a positive signal to optimization of the objective function (Equa-
tion [I.T). Note that total reward converges on a certain level, since an instant reward
(Equation is sum of service latency benefit and service availability benefit which
are values in trade-off relationship; the more migrations to network edges for low la-
tency, the more server failures. To compare two algorithms using their mean total
rewards, MA-DQN is better in the early stage of learning, but the mean total reward
of MA-TDAC over the last 100 episodes, 739, indicates that overall service perfor-
mance benefits from its live migration policy is larger than that of MA-DQN. The

following experiments explore where these differences come from by analyzing their
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Figure 5.3: The changing trend in total rewards according to live migration policies of

the proposed DRL algorithms

policies and resulted system performance. It is also observed that due to the explicit
mechanism for policy’s exploration (i.e., decaying epsilon) with high occurrences in
the early stage of learning, more oscillation is observed in MA-DQN and diminishes
as episodes iterates.

Average service latency of MA-DQN and MA-TDAC throughout 3,000 episodes
is shown in Fig. [5.4] Latency for different service types is one objective that both
algorithms try to minimize by evaluating service latency benefit from their migration
decisions in the reward model. Considering that the average service latency results
from the CloudFirst-based service deployment are 0, 4, 35.33 and 33.79ms for the cor-
responding service types respectively (Fig.[5.1(b)), they can be reduced to 0, 2.39, 7.13
and 11.12ms with dynamic service placement (i.e., live migration) by MA-DQN and
0, 0.79, 4.26 and 7.86ms by MA-TDAC. Average service latency is decreased by 80%,
88% and 76% for service type 2, 3 and 4 respectively with dynamic service placement
by MA-TDAC, with 3,000 times of learning an episode during which each DRL agent
periodically generates migration decisions on currently running services. In the given
experiment setup, MA-TDAC achieves lower average service latency for all service
types than MA-DQN, which results in larger values in service latency benefit, leading
to the larger total reward in MA-TDAC (Fig. 5.3(b)). MA-DQN shows lower aver-

age service latency during the early stage of learning with the intermediate policy that
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Figure 5.4: Average service latency according to live migration policies of two pro-

posed DRL algorithms

allows the rapid latency decrease for service type 3 and 4 from its initial highly ex-
ploratory migration decisions. However, MA-DQN behaves in reverse by generating
migration decisions that rapidly increase latency of type 3 services at around episode
600 (note that in Fig. total rewards also decrease there) and becomes converged
on a certain level of service latency as learning proceeds. The conclusion is that MA-
TDAC outperforms MA-DQN in average service latency, but different approaches on
learning of two algorithms (i.e., policy-based vs. value-based) can lead to nondeter-
ministic results in different experiment setups (e.g., number of service requests and
machines) from which their agents need to re-learn.

Next, average numbers of service failures of MA-DQN and MA-TDAC through-
out 3,000 episodes are shown in Fig.[5.5] In the considered dynamic service placement
model, services running in a server whose disk utilization is overloaded for consecu-
tive monitoring intervals are interrupted by the injection of a server failure event in
the edge computing simulator, while re-deployment is needed for those failed services
(Section @.1.1). Thus, occurrences of service failures relate with service availabil-
ity which is one objective that both algorithms try to maximize by evaluating service
availability benefit from their migration decisions in the reward model. The average
number of service failures resulted from the CloudFirst-based service deployment is

0 due to the conservative resource allocation (i.e, service deployment) in edge DCs
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Figure 5.5: Average number of service failures according to live migration policies of

two proposed DRL algorithms

(Fig. B:2(b)). With the cost of increased number of service failures, MA-DQN and
MA-TDAC can decrease average service latency by dynamically placing services from
the cloud DC to an edge DC or vice versa via live migration (Fig. [5.4). Note that the
common reward function is used with a larger weight on service latency (wy, = 1) and
a smaller weight on service availability (w4 = 0.5) in both algorithms (Table @)
which means that migration policies pursue not only for lower service latency but also
for higher availability.

In Fig. MA-DQN ends up with 8.33 service failures in average at the last
100 episodes despite the intermediate policy at around episode 1,500 with less service
failures, since a DRL agent is expected to behave in a way that maximizes the total
reward that involves service latency benefit as well. Whereas, MA-TDAC shows 3.13
service failures in average at the last 100 episodes and gradually decreasing trend of
average service failures as learning proceeds (Fig. [5.5(b)). Thus, this research can
conclude that MA-TDAC successfully find an optimal live migration policy that min-
imizes average service latency and maximizes service availability in the given experi-
ment setup.

To disclose internal behavior of migration policy, average numbers of migra-
tions per service of MA-DQN and MA-TDAC throughout 3,000 episodes are shown in

Fig.[5.6] Both algorithms limit the number of migrations of a service in its duration by
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ensuring expected downtime due to the current migration decision must not violate the
service’s SLA availability (Section [3.4.2)). Note that total number of migrations of a
service in its duration is highly variable with regard to the migration decision interval
of the controller/agent (e.g., 10s), since service duration is different for each service in
the used data set (Section 4.2)).

In Fig. MA-DQN maintains the number of migrations per service con-
stantly for all service types. Interestingly, average number of migrations per service
of type 1 (blue) is 0.5, which means MA-DQN tends to be conservative in migrating
critical services from their initial deployment locations (i.e., MEC host server that is
closest to the user), in order to find different service-machine placement configurations
which could provide performance improvement (e.g., average service latency). This
fact also implies that occupation of edge resources by a critical service remains as static
as possible for the whole service duration, which leads to tendency of higher resource
utilization and more service failures than MA-TDAC (Fig. [5.6). This conservatism
corresponds to the disadvantage of MA-DQN in the given experiment setups, but one
administrator can favor in less number of live migrations and less service downtime
for critical services in different dynamic placement scenario. On the other hand, MA-
TDAC raises average number of migrations per service of type 1 and 2 in Fig.
It can be expected that this behavior of MA-TDAC encourages its agents to search dif-
ferent service-machine placement for performance improvement by migrating critical
services more. Note that, as migration destination, candidate machines that can satisfy
the strict SLA latency of critical services are confined in the same edge DC (i.e., local
central office). So, one administrator may not favor in shuffling critical services (i.e.,
local migration within edge DC), at the expense of increased service downtime.

Fig.[5.7|supports the previous analysis on differences of both algorithms in gener-
ating migration decisions to cloud DC or edge DC. MA-TDAC shows the total number
of migrations to edge DCs of 1990 and to the cloud DC of 14 while MA-DQN shows
21% less migrations to edge DCs and 13% less to the cloud DC. The more reduction

of migrations to edge DCs in MA-DQN is originated from its conservative decision
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Figure 5.7: Total number of migrations to the single cloud DC or 15 edge DCs accord-

ing to live migration policies of two proposed DRL algorithms

making on critical servicies, which allows them to stay in the initial MEC host servers

longer and blocking migration of non-critical services to edge DCs as observed in

Fig.

5.3.2 SA-DDPG: single-agent DRL algorithm to compare

Before evaluation on the performance benefit using the proposed DRL algo-
rithms, I implemented a comparable single-agent DRL algorithm for dynamic service
placement. Referring to the related work [35]] which uses DDPG for dynamic resource
aware VNF placement, the single-agent algorithm is denoted as SA-DDPG (single-

agent DDPG) below. SA-DDPG generates migration decisions based on fitness scores
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of the given service-machine mappings (Table[2.2). The differences with the proposed
algorithms (MA-DQN and MA-TDAC) lie in that SA-DDPG i) uses a single agent
DDPG algorithm, ii) considers available link throughput, iii) does not consider SLA
availability in its reward and iv) does not limit the number of migrations per service
to ensure not to violate the service’s SLA availability. In short, DDPG is a hybrid
version of DQN and TD-AC algorithms in that it uses replay memory and doubling
networks of DQN over the Actor-Critic architecture [76]. Since the implementation
details are not fully described in the original paper [35], the single-agent DRL model
introduced in Section[3.2.1]is used to implement SA-DDPG. However, link throughput
is not considered in migration decision since this research assumes that the amount of
bandwidth consumption due to migration is mere to the link bandwidth of transport
networks used in modern edge computing environment [77]].

The key performance factors of SA-DDPG is summarized in Fig.[5.8] For equal-
ity regarding different learning time required for one episode, SA-DDPG was trained
for 2,500 episodes with a smaller learning rate of 0.00001 which is 100 to 1,000 times
less than MA-DQN and MA-TDAC respectively. The reason is that a gradient ex-
ploding problem that terminates the learning process is observed when using a high
learning rate for the large state size which is inevitable in the single agent model. With
the low learning rate, the single agent of SA-DDPG who uses the global information
about service-machine mappings across all the DCs to generate migration decisions
shows more stable learning curve than MA-DQN or MA-TDAC (Fig. [5.8(a)). How-
ever, intermediate policy of SA-DDPG dose not provide any performance benefit in
average service latency before it reaches to the tipping point at around episode 900
(Fig. [5.8(b)). At the tipping point,the policy, for the first time, comes to know that
migrating services of type 3 and 4 which are initially deployed in the cloud DC to
edge DCs are highly beneficial to its reward (Fig.[5.8(d)). Since SA-DDPG in its re-
ward evaluation is ignorant of service availability but aware of service latency only,
average number of service failures shows an increasing curve as learning proceeds

(Fig. [5.8(c)). Average number of migrations per service in SA-DDPG is larger than
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Figure 5.8: Performance of SA-DDPG after learning 3,000 episodes

those of MA-DQN and MA-TDAC regardless of service types, since the modeled re-

lationship between migration downtime and SLA availability (Section [3.4.2) is not

considered in SA-DDPG.

5.3.3 Performance Comparison

In this section, different DRL algorithms, SA-DDPG, MA-DQN (proposed) and

MA-TDAC (proposed), that generate optimized live migration policy for dynamic ser-

vice placement are compared in various performance aspects. The baseline service

deployment algorithm, CloudFirst which only cares about the initial placement of ser-

vices, is also compared to provide pros and cons of introducing dynamic service place-

ment in edge computing. Note that the presented performance results are the average

value over the last 100 episode of total 3,000 episodes for each DRL algorithm.

In Fig.[5.9] the results of average service latency according to different dynamic



placement algorithms are provided. First, since CloudFirst does not conduct any live
migration but only initial deployment for a service, it shows the baseline average ser-
vice latency of different service types. Considering that propagation delay from an net-
work edge (i.e., user) to the cloud DC is about 35ms in the reference edge computing
topology in the simulator, non-critical services of type 3 and 4 are initially deployed in
the cloud DC while critical services of type 1 and 2 are initially deployed in the local
edge DC or adjacent edge DCs, where the propagation delay between them is set to
8ms (Fig.[4.5). For services of type 2, MA-TDAC shows 80%, 4% and 67% decrease,
and for services of type 4, MA-TDAC also shows 77%, 9% and 29% decrease in aver-
age service latency of CloudFirst, SA-DDPG and MA-DQN respectively. For services
of type 3, MA-TDAC shows 88% and 40% decrease in average service latency of
CloudFirst and MA-DQN while 54% increase in that of SA-DDPG. In summary, MA-
TDAC outperforms in average service latency except for type 3 services in SA-DDPG
(Table[5.3).

In Fig. [5.10] the results of average service deployment delay according to dif-
ferent dynamic placement algorithms are provided. As reminder, service deployment
delay represents how long a service request has to wait from its arrival to the first de-
ployment in a host server. Since a critical service of type 1 with Sms SLA latency
can be placed only in the closest server (MEC host), its request at arrival suffers more
service deployment delay as candidate servers’ resource is being depleted, i.e., more
service instances are already deployed in edge DCs. For services of type 1, SA-DDPG
shows 11%, 33% and 42% decrease in average service deployment delay of Cloud-
First, MA-DQN and MA-TDAC respectively, and there are no significant differences
among algorithms for other service types. In summary, SA-DDPG outperforms in
average service deployment delay (Table [5.4).

In Fig. the results of average number of service failures according to differ-
ent dynamic placement algorithms are provided. A service (instance) is failed due to
its host server failure which is incurred by overload in disk utilization for consecutive

monitoring intervals (Equation [3.4] in Section [3.2.2). A failed services immediately
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Figure 5.9: Average service latency with different algorithms

Table 5.3: Average service latency

Average service latency (ms)

CloudFirst SA-DDPG MA-DQN MA-TDAC

Type 1 (5Sms) 0 0 0 0

Type 2 (10ms) 4.005 0.823 2.393 0.789
Type 3 (50ms) 35.328 2771 7.132 4.258
Type 4 (None) 33.794 8.673 11.123 7.859
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Table 5.4: Average service deployment delay

MA-DQN

MA-TDAC

Average service deployment delay (s)

CloudFirst SA-DDPG MA-DQN MA-TDAC

Type 1 (5Sms) 1.536 1.356 2.033 2.353
Type 2 (10ms) 0.923 0.979 0.927 0.922
Type 3 (50ms) 0.893 0.884 0.889 0.888
Type 4 (None) 0.993 0.878 0.8771 0.882

terminates, so it should be re-deployed in a different machine to complete its remain-
ing service duration with increased service deployment delay in the scheduling queue
(Section.I). Thus, average number of service failures during one episode is a mean-
ingful factor to indicate average service availability, and MA-TDAC shows 67% and
62% decrease in the measurement of SA-DDPG and MA-DQN. In summary, MA-
TDAC outperforms in average number of service failures (Table [5.5). In that service
availability and serivce latency is in trade-off, CloudFirst without dynamic service

placement shows no service failures (i.e, no server failures) at the expense of high
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Figure 5.11: Average number of service failures with different algorithms

Table 5.5: Average number of service failures

CloudFirst SA-DDPG MA-DQN MA-TDAC

Avg. # of service failures 0 9.56 8.33 3.13

service latency.

In Fig.[5.12] the results of average number of migrations per service according to
different dynamic placement algorithms are provided. Live migrations is a key enabler
to realize dynamic service placement, but it also is costly in that downtime is implied
(Section [3.4.1). Thus, it is important for a live migration policy to maintain the num-
ber of migrations as low as possible. Due to the migration cost model that revokes a
current migration decision on a service if expected downtime incurs the violation of
the service’s SLA availability, both MA-DQN and MA-TDAC limit average number
of migrations per service. Since there is no mention of migration downtime in the
reference manuscript [33], any downtime cost model is not included in SA-DDPG.
Since CloudFirst is not related with any migration performance, it is skipped in the
experiment. MA-DQN shows 72% and 66% decrease for services of type 1, and 42%
and 24% decrease for services of type2, compared to SA-DDPG and MA-TDAC re-

—68 —



EType 1 (5ms) EType 2 (10ms)
B Type 3 (50ms) OType 4 (None)

15

Avg. # of migrations per
service

SA-DDPG MA-DQN MA-TDAC

Figure 5.12: Average number of migrations per service with different algorithms

Table 5.6: Average number of migrations per service

Average # of migrations per service

SA-DDPG MA-DQN MA-TDAC

Type 1 (Sms)  2.067 0.571 1.719
Type 2 (10ms)  2.642 1.525 2.031
Type 3 (S0ms)  2.665 1.923 2.162
Type 4 (None) ~ 2.445 1.669 2.0256

spectively. MA-DQN also shows 27% and 11% decrease for services of type 3, and
31% and 17% decrease for services of type 4, compared to SA-DDPG and MA-TDAC
respectively. In summary, MA-DQN first outperforms in average number of migra-
tions per service, which is preferred to be minimized especially for ultra reliable MEC
services (Table[5.6)).

In Fig.[5.13] the results of average learning time per episode according to differ-
ent dynamic placement algorithms are provided. For SA-DDPG with a single agent,

both MA-DQN and MA-TDAC with multiple agents, all agents in common generate
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Figure 5.13: Average learning time per episode with different algorithms

migration decisions every 10s, and all hyper parameters of their DNNs are same in
the experiment aboveEl (Section . Thus, one major root cause of different learning
time per episode is difference in state space size that each agent and its DNN should
process. It was described that the state configuration in the single agent DRL model
where the central controller (agent) uses global information on all services and ma-
chines to generate their mapping decisions (Section [3.:2.T)). This research also stated
the state configuration in the multi-agent DRL model where each of multiple con-
trollers considers mapping between only services hosted in the corresponding DC and
other DCs, using DC-level information which is generalized from inside machines
(Section 3:2.2). MA-TDAC outperforms SA-DDPG and MA-DQN with respectively
42% and 12% decrease in average learning time per episode (Table[5.7)).

5.3.4 Cross-validation of Training Models

To validate how robust the proposed multi-agent DNN models trained on a certain

set of service requests performs dynamic service placement to unseen service requests

2Since learning rate is a constant for multiplication in every gradient computation, it may effect on

the number of learning steps to reach the target performance in mind but not a learning step itself.
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Table 5.7: Average learning time per service

SA-DDPG MA-DQN MA-TDAC

Avg. learning time per epi. (s) 32.576 21.432 18.774

(i.e., new environment dynamics), cross-validation was performed. First, the reference
service request records (Fig. 4.4) are split into three different training data sets of
1000 records each. Note that not only traffic demand (Fig. [5.14) is different but also
requested resources, duration and SLLAs vary among service requests in each data set.
MA-TDAC is used to train dynamic service placement policy for each data set during
1,000 and 4,000 episodes respectively. Then, trained models are tested on each test
data set to generate the results of dynamic service placement on the corresponding
service requests. Performance improvement (%) in service latency (Type 1 3) and
total number of service failures (i.e., service availability) is presented in Fig.[5.15]

It can be observed that most of models trained with 1,000 episodes perform well
on untrained data sets; the model trained with datasetl is robust (i.e., generalizable)
to dynamic service placement on unseen service requests in dataset2 and dataset3.
Among 1,000 episode-trained models, the model trained with dataset2 shows perfor-
mance decrease by 6 to 25% in service latency and by 24 to 33% in service availability,
comparing to the static service deplyoment without any live migration (CloudFirst).
The reason is that the training of 1,000 episodes is not sufficient to the dynamics of
dataset2, with inconsistent total rewards in the model analysis. The fact is supported by
the poor performance of testing on dataset? itself (6.031% increase in service latency
of Type 2) which is supposed to be optimized during the training stage. However, after
training dataset2 for 4,000 episode long, the model finally shows improvement in ser-
vice latency for untrained data sets. The conclusion is that there are different effective
numbers to train models depending on data sets, or different environments.

The models trained with dataset]l and dataset3 for 4,000 episodes result in per-
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Figure 5.14: Data sets for cross-validation of training models; each data set has 1,000

service requests with different specifications

formance decrease in both service latency and service availability, comparing to the
models trained for 1,000 episodes; in the analysis, total rewards start decreasing at a
point as learning proceeds. One suspected root cause of this over-fitting behavior is the
occurrence of catastrophic forgetting [78] where an agent may forget what it has pre-
viously learned via its DNN. This issue is one major downside followed by the use of
neural network in general, and some measures are currently being proposed in the as-
pect of DRL; scheduling the proportion between exploitation and exploration [79]]. In
the current state of the proposed algorithms, it is required for operators to empirically

find the best number of training according to the given environment.
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MA-TDAC trained on

dataset1 dataset2 dataset3
1000 epi. 4000 epi. 1000 epi. 4000 epi. 1000 epi. 4000 epi.
dataset1 86.632 79.813 -6.031 70.035 85.087 58.272
Tested on| dataset2 85.992 83.866 -24.881 72.002 85.992 50.831
dataset3 87.709 85.957 [¥-21.691 70.488 88.181 60.772
(a) Service latency (Type 2)
MA-TDAC trained on
dataset1 dataset2 dataset3
1000 epi. 4000 epi. 1000 epi. 4000 epi. 1000 epi. 4000 epi.
dataset1 88.221 84.161 39.060 84.832 83.910 84.020
Tested on| dataset2 91.137 86.889 27.758 89.802 91.137 88.816
dataset3 95.845 94.326 65.165 95.466 95.845 94.285
(b) Service latency (Type 3)
MA-TDAC trained on
dataset1 dataset2 dataset3
1000 epi. 4000 epi. 1000 epi. 4000 epi. 1000 epi. 4000 epi.
dataset1 76.303 72.330 10.890 68.957 71.908 72.152
Tested on| dataset2 77.825 75.510 14.016 70.965 77.939 76.269
dataset3 69.530 68.349 3.160 65.002 70.033 68.690
(c) Service latency (Type 4)
MA-TDAC trained on
dataset1 dataset2 dataset3
1000 epi. 4000 epi. 1000 epi. 4000 epi. 1000 epi. 4000 epi.
dataset1 29.730 Ei21 .622 Ig24.324 8.108 27.027 [216.216
Tested on| dataset2 00.000 _‘!00.000 33.333 00.000 00.000 00.000
dataset3 00.000 |[§37.500 62.500 62.500 00.000 00.000

Figure 5.15: Cross-validation on performance improvement (%) of dynamic service

(d) Total number of service failures

placement by MA-TDAC comparing to static service deployment (CloudFirst)

—73 -




V1. Conclusion

6.1 Summary

In this thesis, multi-agent DRL-based dynamic service placement algorithms are
proposed with the corresponding DRL model for migration agents and an edge com-
puting environment, of which a multi-level DC topology and different types of service
requests are composed. In the proposed algorithms, each of migration controllers (i.e.,
agents) periodically generates placement decisions on which local services hosted in
the dedicated DC should be migrated to where of DCs such that the cumulative reward
on average service latency and average service availability is maximized. During the
decision making, any migration action that is evaluated to violate the SLA availability
due to the expected migration downtime, depending on the serivce’s migration history
and memory intensity, is revoked and treated as a “do not migrate” action.

Since an instant reward of any migration action is fed back to update the DNN
in the context of each agent (e.g., its current state), decisions of individual agent do
not always maximize the global benefit. In other words, a migration controller may
generate greedy decisions that impede behavior of other migration controllers; for in-
stance, a controller migrates all service instances to another DC since it learns that
hosting none of service instance is beneficial to its reward, without recognition to the
increased burden on the victim DC. To overcome this irrationality in the multi-agent
DRL model, this research places the central migration controller who arbitrates be-
havior of different migration controllers by disseminating both edge-level information
(e.g., average resource utilization of each DC) and the joint reward normalized over
rewards of individual agents.

According to the verification results on dynamic placement of total 1,000 service

requests of four different requirement types in 120 machines scattered around both the
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cloud DC and 15 edge DCs, the proposed DRL algorithms show an increasing trend in
total reward over episodes and the convergence where the accumulation of instant re-
wards on two trade-off values of service latency benefit and service availability benefit
is maximized. In comparison to a single-agent DRL-based dynamic service placement
algorithm in the existing work, the proposed algorithms decreases the average service
latency by 9% and increases average service availability by 67% under 72% reduced
number of migrations. The results of cross-validation of training models with 3,000
reference edge computing service requests indicate that the proposed dynamic ser-
vice placement algorithms are robust to various edge computing environments if DNN
models (i.e., agents) are sufficiently trained on the base environment. In summary, the
proposed algorithms can improve the average service latency by dynamically relocat-
ing non-critical services from network core to edges or vice versa within the degree of
not interrupting critical services, and the average service availability by balancing the
demand from services instances over edge DCs, after recognition to the root cause of

server failure (e.g., disk over-utilization) from iterative live migration experiences.

6.2 Future Work

6.2.1 Improvement in Multi-agent Model

Although the idea of 1-to-1 mapping between a DC and migration agent brings a
smaller size of state space and shorter learning time than the single agent model, some
experiment results indicate (possible) inferiority of the multi-agent model in service
latency and service deployment delay, in the case of insufficient learning iterations. In
particular, it is difficult for multiple agents to consent what are the best migration deci-
sions and how each agent behaves to reach the optimality at the early stage of learning,
where the misbehavior may lead to an local optimum. A complement mechanism can
be added to the reward model to bootstrap [80] the behavior of multiple agents at the

early stage of learning or apply the federated learning concept for robustness [81].
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6.2.2 Verification in Real Testbed

As mentioned in Section VM live migration in OpenStack involves a few
seconds of service downtime mainly due to the post-migration overheads of attach-
ing/detaching virtual network interfaces and reconfiguration of the IP address. Despite
an estimation for live migration downtime is modeled (Section [3.4.)), the performance
of VM live migration in a real cloud environment such as OpenStack is highly depen-
dent on the implementation specifics. To verify the feasibility of the proposed dy-
namic service placement algorithms, the future work aims at porting the methodology
in a laboratory-level OpenStack testbed for edge computing. In the previous work [9],
a DRL-based auto-scaling methodology was successfully verified on the same real
testbed . In addition to, future work also considers reducing the live migration service
downtime in OpenStack within hundreds of ms unit by streamlining the overall process
in the existing code in order to secure the feasibility of dynamic service placement via

live migration.
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Mashup Services”, KNOM Conference 2016, Chuncheon, Korea, May 12-13,
2016, pp. 71-75.

Domestic Patent Application

James Won-Ki, Jae-Hyoung Yoo, Doyoung Lee, Seyeon Jeong, “METHOD
FOR DUPLICATING PACKET AND APPARATUS THEREOF”, Application
No.: 10-2019-0160735, 2019.12.05 (Applicant: POSTECH) (pending).

James Won-Ki Hong, Seyeon Jeong, Doyoung Lee, “METHOD AND APPA-
RATUS FOR IMPLEMENTING VIRTUAL TEST ACCESS POINT”, Applica-
tion No.: 10-2018-0012705, 2018.02.01 (Applicant: POSTECH) (pending).

James Won-Ki Hong, Seyeon Jeong, Doyoung Lee, “APPARATUS AND METHOD

FOR CONTROLLING TRAFFIC IN OPENFLOW NETWORK?”, Application
No.: 10-2017-0115036, 2017.09.08 (Applicant: POSTECH) (pending).
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Work Experience

Open Networking Foundation

Research Intern

Jan. 2020 — Jul. 2020

1. Development of an SDN troubleshooting application that dumps SDN/OpenFlow
network information from cache and pinpoints problematic flow rules.

2. Development of extending the troubleshooting application to work for P4-

based programmable switch.

Awards
Title Organizations Date

Best Paper Award KNOM Conference 2022 2021.05

Best Paper Award KNOM Conference 2021 2021.04

Best Paper Award (3rd author) APNOMS 2019 2019.09
Best Paper Award KNOM Conference 2019 2019.05

IEEE Student Grant Award IFIP/IEEE IM 2019 2019.04
Hackathon Winner Open Network Korea (ONK) 2017 2017.11

Best Paper Award (2nd author) APNOMS 2017 2017.09
Hackathon Winner ONOS Build 2017 2017.09

Best Paper Award KNOM Conference 2016 2016.05
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Teaching Assistance

Title Courses

Date

CSED353: Computer Networks

CSED353: Computer Networks
POSTECH MOOC: OpenStack
POSTECH MOOC: SDN-NFV
CSED499: Senior Research Projects

Teaching Assistant
(Dept. of CSE, POSTECH)

2021 Spring
2019 Spring
2019 Spring
2018 Spring
2016 Fall
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Email: jwkhong@postech.ac.kr

Prof. Jae-Hyoung Yoo
Department of Computer Science and Engineering
Pohang University of Science and Technology, Pohang, Korea
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