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ABSTRACT

In the 5G era, it is necessary to provide services to many devices connected to the
networks while meeting diverse demands, such as high availability, low latency, and
high data rates. Multi-access edge computing (MEC), one of the key technologies to
achieve the goal, brings down the cloud-computing capabilities to network edges near
users. The MEC environment provides resources allocated for the service operations
and mitigates the core network’s load by processing traffic at the edge of networks.
Service running in the edges usually consists of multiple components interacting with
each other because this architecture enables flexible and rapid service provisioning.
However, those MEC and service architecture complicate the service operations due to
many factors. Specifically, it is essential to consider the limited resources of edges and
the location in which services run while satisfying the QoS requirements. In addition,

it is hard to operate services manually in response to dynamic traffic. Therefore, we

.



propose an auto-scaling method using deep Q-network (DQN) in this thesis. The
proposed method runs the adequate number of instances, that is, resources, composing
service while considering the service performance and operating costs. The proposed
approach consists of two models: the DQN model making scaling decisions, and the
decision model choosing components (or locations) to be scaled. We implemented
an auto-scaler as a module to allocate instances (virtual machines or containers) to
service in the MEC environments. Our proposed method was validated by conducting

several experiments with different scenarios.
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I. Introduction

1.1 Motivation and Problem Statement

1.1.1 5G network era

With the advent of 5G networks, it is necessary to provide services to numerous
devices and users while meeting various quality-of-service (QoS) requirements such
as high data rates and low latency. These requirements are classified by IMT-2020 of
ITU-R [1]] into three usage scenarios: enhanced mobile broadband (eMBB), massive
machine type communications (mMTC), and ultra-reliable and low-latency communi-
cations (URLLC). This can be realized by using network slicing [2], which creates a
dedicated logical network, that is, a network slice for each service. Because networks
have diverse demands, network functions and an adequate amount of resources should
be allocated to network slices to satisfy the QoS requirements in response to these
demands. To this end, software-defined networking (SDN) [3] and network function
virtualization (NFV) [4] are used as fundamental technologies to build a network slice
flexibly and rapidly.

In the era of 5G networks, global data traffic is foreseen to increase by more than
20,000 times from 2010 to 2030 [[1]. It is essential to process these massive amounts
of traffic effectively to reduce the generated network overhead. To this end, multi-
access edge computing (MEC) [3] is a promising concept that brings down the cloud-
computing center to edges near users. The MEC concept allows service providers to
deploy their services at the edges to enable traffic to be processed locally by compu-
tational offloading; thus, it enables them to provide services with low-latency. How-
ever, the operation of services based on MEC has strict requirements. For example,

compared to a cloud-computing center, edges have fewer resources and must handle



diverse devices that generate dynamic traffic to the edges. This makes it difficult for
service providers to operate services manually while meeting the QoS requirements of
services in a dynamic environment. Attempts to solve this problem have led to the use
of machine learning (ML) to automate the operation and management of services.
ML is known as an enabling technology that offers the ability to automatically
learn from data and make decisions. In the network management area, supervised and
unsupervised learning have both been widely used for network management, such as
traffic classification, anomaly/intrusion detection, and resource allocation [6]. How-
ever, it is necessary to collect a large amount of data that should be preprocessed (e.g.,
labeled) for supervised learning. Although unsupervised learning uses data that is not
labeled, it can be computationally complex and less accurate. In addition, it is chal-
lenging to determine the data features for training and to obtain sufficient data that
contain these features from networks. To overcome this problem, reinforcement learn-

ing (RL) [[7] has attracted considerable attention.

1.1.2 The needs for auto-scaling of services

In 5G networks with an MEC scenario, it is essential to dynamically allocate
the adequate amount of resources to services while satisfying the QoS requirements;
therefore, many auto-scaling methods have been proposed to resize the amount of re-
sources used by services in response to dynamic traffic. Moreover, there are various
resources, such as communication resources and computation resources, used by ser-
vices. In this thesis, we consider the computation resources (e.g., CPU, memory, disk,
etc.) allocated to service because they significantly affect the service performance.

Service running in 5G networks consists of multiple components instantiated as
independent instances that are virtual machines (VMs) [8] or containers [9]. To-allo-
cate resources to them, auto-scaling of service can be classified into two approaches:
vertical scaling and horizontal scaling. The former is responsible for allocating com-

putation resources to each instance (i.e., VMs and containers), that is, scale-up/-down.



The latter resizes the number of instances composing service, that is, scale-in/-out.
In general, vertical scaling causes service downtime because most operating systems
do not allow resource allocation for instances without rebooting [[10]. It is a major
drawback for operating services that require high availability, so horizontal scaling is
suitable to overcome the limitation.

With the advent of MEC, it is possible to satisfy strict QoS requirements by de-
ploying services in edges near users. However, several factors should be considered.
First, it needs to scale the proper service instance to improve the service performance
while reducing operating costs. Subsequently, the scaling method should utilize effi-
ciently the limited resources of the edges. Second, it is necessary to scale the service
at the right time because inappropriate scaling may cause resource over-provisioning
or performance degradation of the service. Third, it should consider the coexistence
of edges and central cloud centers to deploy services in the proper sites according to
their QoS requirements. In addition, it needs to choose proper nodes hosting service
instances that require low latency in the edges. However, it is hard to make a scaling
decision manually while considering those factors. In order to solve this problem, this
thesis proposes an auto-scaling approach using deep Q-network (DQN) [[11]], which is
a popular deep RL algorithm.

1.2 Research Goals and Approach

In this section, the research problems and goals are briefly listed. This thesis tries

to answer the following key questions.

* How to automate scaling of network services in the MEC environment?
* Which factors should consider to design an auto-scaling method?

* How to apply the auto-scaling method to service consisted of multiple compo-

nents?



* How to consider the trade-off between the service performance and operating

costs?

* How to ease the application of auto-scaling method to the MEC environment?

Pertaining the questions, research goals give answers about the questions as fol-

lows. Specifically, it is an auto-scaling method using RL.

* A deep reinforcement learning (DRL) model for auto-scaling, that is, horizontal

scaling
* A decision model to determine service components (or locations) to be scaled
* A speed-up method to quickly converge to an optimal scaling policy

* An implementation of auto-scaler running on the MEC environment

1.3 Organization

The remainder of this thesis is organized as follows. In Chapter 2, we provide the
necessary background information and survey studies that are related to our approach.
In Chapter 3, we present the detailed design of the DQN-based auto-scaling method.
Details of the implementation are provided in Chapter 4. We evaluate and analyze the
proposed approach in Chapter 5. Chapter 6 discusses the limitations of this study and
future challenges that need to be addressed. Finally, we conclude this thesis with a

summary and the scope for future work in Chapter 7.



II. Background and Related Work

2.1 Background

2.1.1 Multi-access Edge Computing

With the advent of the MEC concept, it is possible to provide cloud-computing
capabilities at the edge of the network. It allows service providers to consider locations
such as edges and central data centers for service deployment in terms of operational
costs and service performance. To provide high-level guidance on how to deploy ser-
vices in MEC, the European Telecommunications Standards Institute (ETSI) summa-
rizes the key characteristics of the edges and the software architecture for the services.
Figure illustrates the service architecture of the MEC covered in the ETSI white
paper [12].

UE Level Edge Level I Remote Level

1
I
1 N S 1
Client a ¢ N
A [Servce || | [servce ] .V
______ et
1
I
MEC
\ Service

S | —
Platform Service registry

I
I
[}
1
I
[}
1
I
Data Plane Traffic Rules DNS 1
1
I
I
[}
1
I
[}

Cloud back-end
for Service

I Service

Remote
Server

Infrastructure

MEC Host Control Handling

MEC Platform

((Ag))— MEC Host '

Figure 2.1: Service deployment in MEC

At the network edge, an MEC host contains an MEC platform and the compute,

storage, and network resources for MEC applications running in VMs or containers.
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The MEC platform is responsible for instantiating those instances (VMs or containers)
and supporting MEC services, such as location awareness, bandwidth management,
and user equipment (UE) identification, for the applications. An application running
in this environment can be split into a few components: edge and remote components.
In addition, the different components composing an application either run in a single
edge or are distributed at multiple locations (e.g., neighbor edges); thus, MEC can
be used to implement computation offloading techniques among all the application’s
components. Specifically, the edge components include a set of operations that the
application performs at the edge level for low latency and predictable performance.
In contrast, the remote components perform operations that require large computation

resources (e.g., large storage and database access) at the remote level.

2.1.2 Microservice architecture

Multi-access Edge Application and/or
UE application requests and notifications
S
Micro- Micro-service
Edge #1 API service #1 API #1 database
Calls Calls (e.g., NoSQL)
S
Micro- Micro-service
API service #N AP| #N database
Calls Calls (e.g., SQL)

Figure 2.2: Microservice architecture

An MEC application runs as a virtualized application, such as a VM or container-
ized application, on top of the virtualization infrastructure provided by-an MEC host.
In addition, many edge clouds that employ MEC hosts exist in the networks. Accord-
ingly, ETSI guides service providers on how to design and deploy services based on a

microservice architecture. This service architecture modulizing software encourages

—6—



many current applications to be composed of multiple components (i.e., microservices)
while placing the application’s components in an appropriate location. The location
can be either one of the edges or one of the MEC hosts. Figure[2.2]shows the microser-
vice architecture presented in the ETSI white paper [[12].

In this architecture, an MEC application is a loosely coupled set of microservices
that interact with each other. Accordingly, it does not require all the application’s
components (microservices) to be refactored when the application is updated. Instead,
the lifecycle of individual microservices can be handled independently, such as when

requiring re-deployment, migration, or auto-scaling.

2.1.3 Deep Reinforcement Learning

RL is a promising ML method that learns through trial and error. Compared to
other ML methods such as supervised and unsupervised learning, which require a large
amount of training data, RL does not require training data in advance. Instead, RL
learns by obtaining rewards for actions applied to the environment. RL is widely used
to solve optimization problems presented as a Markov Decision Process (MDP) [[13]].
The MDP, which is a model for decision-making, consists of state, action, reward,
and transition probability. An RL agent observes the current state in the environment
and takes an action. The action carried out in each state results in a reward value and
determines the next state through the transition probability. An RL agent repeats this
process to learn which action results in a high reward from a given state. Thus, the
optimization problem consists of steps finding a policy that can be used to make a
decision in each state.

RL has been widely used to conduct network optimization tasks, such as traffic
routing (14, [15,[16], task scheduling [17, [18]], and resource allocation [19, 20, 21{-To
solve these problems, an RL agent updates the policy by obtaining rewards resulting
from actions. In general, this policy is presented as a table that stores the action values

for each state. For example, Q-learning [22]] uses the Q-values stored in the Q-table as



a policy. When an RL agent that uses Q-learning observes the current state, the agent
selects an action that provides the highest Q-value in that state. However, although
tabular representation is a simple way to present a policy, it is insufficient to solve
complex problems in which numerous states and actions exist because the size of the

table increases significantly.

Agent
(3) Choose Action A
(2) Input State S >
Policy
» State S » TS A)
Network Parameter 8
A
(5) Obtain Reward R
(6) Update Network Parameter 6
(1) Observe State S (4) Apply Action A

Environment <

Figure 2.3: Deep reinforcement learning (DRL) architecture

Deep reinforcement learning (DRL) [23], which was proposed to overcome this
limitation, uses neural networks to present a policy. Figure 2.3 illustrates the DRL
architecture based on a deep neural network (DNN). With the DRL architecture, an
agent observes the current state and inserts it into the DNN as input data, and the DNN
outputs the action values. Based on those outputs, the agent chooses an action and
applies it to the environment. When the agent obtains a reward for the action, the
agent updates the network parameters of the DNN. DRL uses the DNN as a policy to
enable it to accommodate complex optimization problems in which numerous states

and actions exist.



2.2 Related Work

2.2.1 Service provisioning in MEC

MEC provides compute and network resources, and functions that enable MEC
applications (i.e., services) to run efficiently and seamlessly in a multi-access network.
It is necessary to build a fully virtualized MEC infrastructure with SDN/NFV because
multiple virtual networks and services would have to be created on physical infrastruc-
ture to meet the QoS requirements of the applications. Accordingly, ETSI designed an
MEC framework [24] that is responsible for managing the lifecycle of the applications
on top of the virtualization infrastructure. Figure[2.4]illustrates the overall architecture

of MEC framework.
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Figure 2.4: Multi-access edge system reference architecture variant for MEC in NFV

The MEC reference architecture considers that MEC and NFV-are complemen-
tary concepts; thus, it enables the same virtualization infrastructure to instantiate MEC

applications and virtual network functions (VNFs) [25]. Accordingly, the MEC ar-
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chitecture can reuse ETSI NFV MANO components [26]] to fulfill a part of the MEC
management and orchestration tasks. Hence, the MEC applications running in the net-
work edges appear as VNFs towards the ETSI NFV MANO components. In other
words, a service consists of multiple VNFs, so service provisioning in MEC is an

extension of VNF lifecycle management.

2.2.2 Resource allocation to services

In MEC environments, edge sites are small and have limited resources compared
to central cloud-computing centers. Thus, it is necessary to consider the available
resource in MEC and the performance of the services that are being provided. To
address this issue, researchers have proposed approaches, which can be categorized

into service deployment and auto-scaling.

o Service deployment

The deployment of service, that is, the VNF deployment problem, has been stud-
ied in response to dynamic traffic change. VNF deployment determines the placement
of VNFs and the initial number of VNF instances while meeting user demands. Many
researchers attempted to automate the deployment process using ML [27]].

ML-based VNF deployment requires training data in advance. To solve this issue,
Lange et al. [28] used integer linear programming (ILP) to generate ground-truth labels
for dynamic service request traces. This study used supervised learning that learns
through traces and predicts the number of VNF instances for the service. However,
this study only determined the number of VNF instances without considering VNF
placement.

The placement of VNF instances was determined by using various approaches [29,
30,131]]. These studies used graph neural network (GNN) [32]] to predict the processing
time of VNFs running on each server. This prediction was used to determine the place-

ment of the VNF instances. However, those studies were validated based on Internet2
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network topology [33]] only without considering an MEC scenario.

The advent of the MEC concept has resulted in the development of new ap-
proaches [34, [35] to deploy VNF instances in the MEC environment. These studies
deployed VNFs on edges while minimizing latency and resource usage. In addition,
an issue, which fewer resources are available in the MEC environment compared to
cloud-computing centers, was addressed [36, [37]. Those studies considered budget-
constrained and resource-constrained edges to coordinate many services on the envi-

ronments.

o Service auto-scaling

Although the above-mentioned studies provided directions for instantiating ser-
vices with an adequate amount of resources, it is necessary to satisfy the QoS require-
ments of running services. Attempts to solve this problem gave rise to studies on
the auto-scaling method that dynamically allocates computing resources to services.
Specifically, this thesis focuses on a horizontal scaling approach, which allocates re-

sources to services without downtime.

Vertical Scaling

Node or instance Node or instance

) () ) @)
B ey e

Scale down Scale up

Node or instance Node or instance
I CPU I RAM I CPU I RAM
— ——,

Scale in Scale out

Figure 2.5: Auto-scaling approaches
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Solving the auto-scaling problem necessitates the assignment of an appropriate
number of VNF instances to the service while minimizing resource usage and meeting
QoS requirements. Moreover, the amount of resources required by the VNF instance
depends on the type of VNF. Therefore, allocating the appropriate amount of resources
to the VNF instance requires detailed knowledge of the VNF. Because this complicates
manual scaling, Ghanbari et al. [38] and Evangelidis et al. [39] proposed performance
models to predict the resource usage of VNFs. This prediction was used to dynami-
cally resize the number of instances.

In addition, there have been attempts to use ML algorithms to make the perfor-
mance models used for auto-scaling. Muhammad et al. [40] used neural networks
and a linear regression algorithm to predict a post-scaling state. In another approach,
Waheed et al. [41]] used supervised learning to predict the appropriate resource of a
multi-tier application and allocate the resources to each tier. However, it is hard to col-
lect a huge amount of training data for those approaches, and the prediction accuracy
highly depends on the data. Services consisted of multiple virtualized components are
deployed in the 5G networks; therefore, Yazdanov et al. [42] and Wang et al. [43]]
proposed auto-scaling methods applied to a multi-tier application. Those studies used
RL that is suitable to make a scaling decision in dynamic environments.

Many auto-scaling methods have used ML/RL for auto-scaling. Table sum-
marizes characteristics of some of them published within the last five years and the
proposed approach. It shows that scaling service appeared as multiple microservices
in the MEC environments has attracted attention. In addition, it is necessary to handle
VMs and containers concurrently because microservices are instantiated through them

according to the service characteristics.
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III. Design of Auto-Scaler

3.1 Opverall Design

The proposed approach scales the number of instances assigned to network ser-
vices running in an MEC environment. According to the service design [12] for the
MEC scenario, the service consists of multiple components. These can be deployed
independent of one another in instances (VMs or containers) and interact with each
other through an application programming interface (API). To make clear terms used

in the following sections, we describe them as below.

* Service: It is an application composed of multiple components (e.g., microser-
vices). The service is responsible for processing requests of users who connect

to one of the edges and use the service.

* Instance: It is the smallest component, which can be a VM or container, com-
posing the service. In this thesis, scaling is applied to a specific type of instance
instead of resizing all instances. An instance performs a single task and does not

depend on other types of instances [52].

 Instance type: Multiple types of instances compose service. Each type supports
a different functionality and can have multiple instances belonging to the same

type. Instances of the same type handle the task with load balancing.

When a service needs to be auto-scaled, attempting to scale all the instances-that
compose the service is not an efficient way in the MEC scenario. Thus, it is necessary
to scale a few instances only that need to be resized to meet the QoS requirements
while maintaining the appropriate number of instances for service. In addition, the

MEC environment complicates the auto-scaling problem because many factors, such
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as the placement of instances and limited resources of edges, need to be considered
for the operation of services. Although those factors can be considered within a DQN
model [48], it complicates the DQN model. Specifically, various actions (output layer
neurons) that require more trials through exploration should be in the output layer of
the DQN model; therefore, it is time-consuming to find the optimal policy.

To solve this problem, we design the DQN and decision models separately. These
models complement each other and are able to make scaling decisions in the MEC
environment. Figure [3.1]illustrates the overall design of the auto-scaling method for

the service.

Auto-scaler (3) Monitor Environment Information
Replay
Memory
A
(7) Store tuple (8) Update Policy
A 4
(2) Choose Action (1) Observe State
- < Agent < Environment
ision Model
DzE » (DQN Model) - (MEC)
(4) Determine Placement (5) Apply Action

T

(6) Obtain Reward

Figure 3.1: Overall design for auto-scaling

An agent periodically observes the state of the service and chooses an action to
resize the number of instances. When the agent decides to add/remove an instance, the
decision model selects an instance type to be resized and determines where to attempt
the action. In other words, the decision model complements the determined action by
using the information monitored in the environment. Subsequently, the agent applies
the action to the environment and obtains a reward. The agent repeats this process
and updates the network parameters of the DQN to gain the optimal policy. Moreover,

our approach uses a mini-batch sampling by interacting with a replay memory [11] for
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stable training of the DQN model.

3.2 Auto-scaling in the MEC environment

! Added/migrated

m Existing

traffic ! instances

‘ CEt e O Instances
traffic D D

Edge 1
Central
OO0 ioud

Case #2: Auto-scaling (Traditional approach)

Edge 2

Figure 3.2: Service operation in the MEC environment

In the MEC environment, an edge can provide not only access services for broad-
band and mobile networks but also cloud services [53]]. In addition, the service’s
components are placed in proper edges according to the service requirements [12]].
For using those services, various devices that generate dynamic traffic can connect and
move among edges [53,54]. Because those devices request services that have different
QoS requirements, it is necessary to operate the services while satisfying the require-
ments. Figure[3.2]illustrates four cases for the service operation while devices connect

to an edge.
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The first case is to migrate service instances to another edge near to users. Be-
cause of the mobility that is an essential scenario of 5G, some devices that use the
services can move to a neighbor edge. To address this issue, ETSI defines use cases
to support the mobility [55]. Moreover, it is necessary to satisfy the QoS require-
ments of service while migrating instances among edges [56]]. For example, if UEs
connecting to edge 1 move edge 2 and require the low-latency service, all instances
running in edge 1 can migrate to edge 2. In addition, traffic steering is essential for
UEs accessing edge 1 and using the service because the service instances are migrated
to edge 2. However, this service migration cannot guarantee to provide service with
low latency to the UEs of edge 1. In addition, there is a scalability issue because it is
hard to frequently migrate the service while identifying the numerous UEs that use the
service.

In another case, there is a traditional auto-scaling approach that adds all instances
of the service. For example, this approach creates new instances in edge 2. This
method is common and simple if the service consists of tightly coupled instances.
However, it inefficiently consumes resources to perform the scaling.

The proposed approach adds minimum instances in the most appropriate location
to overcome the limitation of the traditional method. For example, this method cre-
ates instances, which process tasks that require low latency, in the edge in response
to additional traffic. In addition, it reuses other instances running in a neighbor edge.
Therefore, our approach allows service provides to exploit the geographical distribu-
tion to serve different user populations (i.e., traffic) while reducing scaling costs. In
addition, all instances of service can be placed in the same location (e.g., single edge
only). In this case, our approach resizes instances while determining the node (server)

to host the scaled instances instead of choosing one of the edges.
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3.3 DQN-based Auto-Scaler

3.3.1 Design of DQN Model

o DQN model architecture

An agent that uses DQN is an auto-scaler that resizes the number of instances
for a service. Accordingly, the auto-scaling problem must be defined as an MDP
composed of a state, action, and reward. The proposed auto-scaling approach using
DQON inputs a current state and chooses a scaling action, such as Add, Maintain, and

Remove. Figure [3.3]illustrates the auto-scaling DQN model.

Hidden Hidden

State
Action
Add

CPU Util.

Memory Util.

Disk Util. Maintain

Packet Loss
Remove

Distribution

Figure 3.3: Deep Q-network (DQN) model for auto-scaling

Our DQN model inserts a state at the input layer and outputs the action values
(Q-values) at the output layer. Additionally, the DQN model should include hidden
layers, but there are no definitive answers on how to determine the number of hidden
layers. In general, one or two hidden layers are sufficient for the large majority of
problems [57, 58]]; therefore, our DQN model includes two hidden layers that form
a feed-forward neural network (FNN). We empirically derived that two hidden layers
work well for the auto-scaling problem. In addition, a rectified linear unit (ReLU) is
used as an activation function because ReLU is the most widely used function and

performs better than other activation functions in most cases [39].
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o Data features for state of DQN model

The proposed DQN model is responsible for selecting a scaling action to meet
the QoS requirements of a service from a given state. In other words, the DQN model
resizes the number of instances if the current state leads to the performance degradation
of the service. Accordingly, a state consists of metrics that affect service performance.
Because the time consumed for packet processing and propagation is the dominant
QoS metric for the service running in a network, a state consists of five elements that
affect the performance: resource utilization (CPU, memory, disk), packet loss rate, and
distribution of instances of the service.

Among the resources, the instances consume CPU and memory capacity to pro-
cess incoming packets. Therefore, these resources are indicators of the availability
of instances for packet processing. Moreover, high memory utilization can lead to a
swapping activity in which the operating system attempts to free up memory by mi-
grating pages from memory to disk [42]. Because disk access is slower than memory
access, these I/O operations cause bottlenecks that delay packet processing. Thus, the
number of disk operations was used to define the state in terms of disk utilization.

The DQN model also considers the packet loss rate as an indicator of service
availability. For example, if the packet loss rate is high owing to the overload of in-
stances, the DQN model would have to apply an action to add a new instance. Finally,
the DQN model regards the distribution of service, which is a value that indicates the
placement density of instances. The value thereof is small if the instances run on mul-
tiple locations. In general, instances of the same type process packets by using load
balancing. Therefore, packets have different paths to those instances, which affects
the packet propagation time. To this end, the DQN model uses the distribution of the

service to define a state.
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o Data collection from environment

While service is being auto-scaled, the agent periodically observes the state and
delivers it to the DQN model. Thus, the agent is responsible for creating the input data,
i.e., the state, from the monitoring metrics observed in the environment. Figure

shows the monitoring process the agent uses to create the input data.

1

1 1

1 Monitoring Window, W |  Monitoring Window, W |
1

1

I 1

1 1 >
:‘\ o _ / o _ H Time
1 Monitoring Period, P~ | Monitoring Period, P

TP T T+P

Figure 3.4: Monitoring method

The agent obtains monitoring metrics at every interval, P, and performs scaling.
Thus, it is necessary to assign a longer time than the cool-down time, which waits
for the effect of the previous scaling, to P. The interval P, which is longer than the
cool-down time, prevents oscillation in terms of the number of instances during auto-
scaling. The agent calculates the average value for the resource utilization and packet
loss rate from the data collected during the monitoring window, W. The number of
instances does not change during the monitoring window because W is shorter than
P. Therefore, instead of calculating the average value, the agent obtains the distri-
bution value at every P. The distribution value is the number of mean hops among
the instances of the service. To compute this value, the agent chooses-an instance as
a source and counts the hops from the source node in which the source instance is
running to other nodes that host other instances. In general, the source instance is a

service component that receives and parses user requests. Therefore, the proposed ap-
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proach can consider not only the distribution of instances within a single edge but also
among distributed edges. According to the available resources of edges and the QoS

requirements of the service, our method chooses a proper location to scale the service

instances.
N M N
> > datay, > hop(Nodesyc, Nodeinst,)
Average = %, Dist = =1 N (3.1)

The average values and the distribution value can be calculated using Equa-
tion 3.1} where N is the number of total instances comprising the service, and M is
the number of monitoring data values collected during W, i.e., data,,. The Average
calculates the mean values per CPU, memory, disk, and packet loss rate. Moreover,
Dist outputs a distribution value in which Nodeg,. is the node running the source

instance, and N ode;, s, is the node running ith instance.

o Design of Reward Model

The agent obtains rewards from the environment as a result of its actions; thus,
a reward model must be defined to calculate the values of rewards. Our proposed
approach is designed with the aim of operating the service while meeting QoS re-
quirements and minimizing operating costs. The proposed reward model considers the
packet loss rate and response time to evaluate compliance with the QoS requirements.
These two metrics are the most important to determine the availability and perfor-
mance of the service in the networks. In addition, the reward model uses the number of
instances to obtain the operating costs for the service because most infrastructure-as-a-
service providers determine the cost based on the number of instances that are running.
A service provider who pays for the use of resources (instances) would therefore have

to be careful not to increase the operating costs by over-provisioning. Equation [3.2]
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expresses our reward model.

Reward = —wq In (1 + resTime) — wo In (1 4+ Loss) — ws In (1 4 Instance) (3.2)

This model considers the response time (resTime) to estimate the service perfor-
mance and the packet loss rate (Loss) to identify the service availability. Moreover, the
model uses the number of instances (/nstance) to present the operating costs. We use a
natural logarithm that adjusts these considerations as expressed in the above equations
to output the reward.

_ Dropped packets

resTime = Response time x 1073, Loss = Total packets 3.3)

Current instances
Instance = . - (3.4)
Maximum instances

In Equation [3.3] considering the service performance and availability, Response
time is the mean response time measured in milliseconds, and the model converts the
time to seconds by multiplying 1073, Specifically, the response time is the consumed
time it took for a user to send a request message to the service and receive a response
message. Loss is a percentage of the number of dropped packets among the total
packets processed in the service. Moreover, Instance expressed in Equation (3.4] is
a percentage of the number of running instances based on the maximum number of
instances. We assume that there is an upper bound about the number of instances
assigned to the service because instances can be added infinitely until satisfying the
QoS requirements if there is no limitation.

Owing to the natural logarithm, our DQN model intends to keep the short re-
sponse time, small packet loss rate, and small operating costs because they impact
more on increasing the reward values. Finally, we adjust each value by using weights
such as wy, wa, and w3 (w1, we, w3 > 0) to consider the trade-off between performance
and operating costs. For example, if the model intends to reduce the operating costs,

ws has a larger value than w; and wo.
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o Application of DQN-based Auto-Scaler

The policy that is used to determine an action is updated using a trial-and-error
approach while obtaining rewards. In other words, the agent trains the DQN model by
sequentially using the data collected as a result of the actions. However, this sequential
data can negatively affect the identification of the optimal policy. Because the training
data collected from the environment sequentially over time are highly correlated, this
correlation destabilizes the learning process of the DQN. To prevent this problem, the

agent runs with replay memory [11]. Figure 3.5]illustrates the DQN learning process.

_ /1. n— .0\)\2
Lz<91) - E(s,a,r,s/)[(r =+ 'yma:rQ(S , a ’ei ) - Q(S’ a; 91)) ] (35)
Auto-scaler (1) Get State, St
v |
Agent (DQN Model) (2) Choose Action, At (3) Apply Action, At Environment
/—\ Remove Instance] . Remove Instance 3] State, St
Q-Network »> Decision Model >
Instance =
\ H— &
o
/) Inst 3 Z
: (_ Cnsanees))| | £
a %)
5 (Target Q-Network) Replay Memory [ State, St+1 5
= k
S IR
> St1, At1, Rt1, St, Flag Instance2
St, At, Rt, St+1, Flag @
) | t |
(6) Mini-batch sampling (5) Insert tuple

(If enough tuples exist)

Figure 3.5: Auto-scaling process using Deep Q-network (DQN)

Whenever a DQN agent chooses an action in each state, the decision model ap-
plies the action to the environment. After observing the next state and reward of the
action, the agent creates a tuple that consists of the current state, action, reward, new
state, and flag. Among them, the flag is a value that checks whether scaling is per-

formed successfully in an environment. The replay memory stores these tuples, and
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the agent learns by using mini-batch sampling if sufficient tuples are available. During
this process, we employed the target Q-Network [[11] to stabilize the training. The tar-
get Q-Network is used to back-propagate the DQN to minimize a loss function shown
in Equation [3.5] and train the main Q-Network. Q-values at iteration i is updated by
the equation in which r is a reward value and + is a discount factor. The target Q-
Network’s parameters (¢, ) are not trained, but they are periodically synchronized with
the parameters of the main Q-Network (6;). Hence, the replay memory and target Q-
Network enable the DQN model to learn stably and prevent the correlation of datasets.
Moreover, the DQN model uses the e-greedy algorithm, which determines the course
of action (i.e., exploitation or exploration) based on the e-value. If the e-value is large,
the scaling action is randomly selected.

Algorithm|[T|shows the proposed DQN-based auto-scaling algorithm. Because the
purpose of our auto-scaling method is dynamically resizing the number of instances in
service, a scaling thread is created and applied to the service. While the service to be
scaled is running in the environment, the DQN-based auto-scaling method periodically

triggers a scaling action to the service until the scaling thread is expired.
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Algorithm 1: DQN-based auto-scaling algorithm

Initialize replay memory M, Q-network Q, Target Q-network Q

while Service_status = Running and episodes < limit do

Statecyrrent<— State_pre_processor(Service_info) // Create a state
Action + get_scaling_action(¢) // Decide a scaling action
if Action = Add or Remove then

Target < decision_model(Action) // See Section 3.3.2

Flag < scaling(Target) // Flag is O when scaling fails

else

Flag < 1 // Flag is 1 when scaling successes
Sleep(Cooldown _time)

Statepeqt < State_pre_processor(Service_info)

Reward < reward_calculator(Service_info) // See Equation |3.2

Store Tuple(Statecyrrent, Action, Reward, Statenezt, Flag) in M
if Enough tuples exist in M then

Train Q // Update Q according to Equation [3.5

if n_epi % update_interval = 0 then
t Copy network parameters of Q to Q // Synchronize

episodes < episodes+1

Sleep(interval) // Repeat scaling after sleeping
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3.3.2 Design of Decision Model
o The needs for decision model

Scaling all instances of service is expensive and time-consuming; thus, instances
only that significantly affect the service performance should be adjusted. In addition,
the placement of instances affects the service performance. Therefore, it is necessary
to consider where scaling is performed. To this end, the proposed decision model is
responsible for choosing the type of instance to be scaled and where to scale them.

Figure [3.6]shows that a decision model applies the scaling action to the environment.

Auto-scaler St T
Scaling Target Service g UL .

- @) (&) o mmp
action . Instances
Agent Decision

(DQN Model) Model i}
Other Instances .

Figure 3.6: Decision model for auto-scaling

The decision model takes an input, scaling action (Add or Remove); from the
agent; subsequently, this model chooses either one of the running instances or one of
the nodes according to the scaling action. In the MEC environment, .service instances

are usually placed in a single edge (i.e., local edge) to provide low latency. Therefore,
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the decision model chooses an instance to be removed or a node hosting a new instance
within the edge to maintain an adequate number of service components in response to
traffic processed by the service. However, the decision model should consider deploy-
ing a new instance in a neighbor site when the local edge has insufficient resources.
In this case, the decision model determines an edge that is the nearest neighbor edge
having sufficient resources to host the instance first. After that, the model chooses one

of the nodes within the edge.

o Decision making to choose type of instance

The decision model estimates the score for each type of instance by using Equa-
tion [3.6| and selects the one with the highest score. This formula consists of a binary
variable, mask, and a score function, f(Type;). The mask variable indicates whether it
is possible to adjust the instances of the type. If insufficient instances are available for
scale-in (e.g., one instance in the type) or no computation resources that are allocated
to instances are available for the scale-out, the mask is zero. Therefore, the variable
sets the score to zero for the type. When scaling is possible for the type, the value of

mask allows the equation to estimate the score.

score = mask x f(Type;) 3.6)

The score function calculates the score by obtaining the resource usage (resUftil)
shown in Equation Among the resources, the CPU and memory directly affect
the processing of packets by instances (e.g., VMs or containers) belonging to the same
type; thus, the decision model measures the CPU score and memory score as in Equa-
tion [3.8] In addition, each score is adjusted by weights, o and 3, to consider whether

the service is memory-intensive or CPU intensive («, 8 > 0).

resUtil = aCPUgeore + BMEMgcore (3.7)
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The decision model measures the scores using the average values. Note that in-
stances belonging to the same type are allocated the same amount of resources (CPU
cores and memory capacity). In other words, the amount of resources allocated to
instances are specified in advance to provide enough computing power to meet the
QoS requirements. For example, virtualization platforms hosting VMs and containers

support template files and APIs to allocate a specific amount of resources to instances.

P ; ME Mg
CPUyy  MEMg,y. — Util
CPUCores MEMTotal

First, the decision model estimates the CPU score by measuring the average CPU

CPUScore = (3-8)

utilization of the instances belonging to the same type. The CPU utilization is pre-
sented by a percentage of CPU usage. The CPU score is high if the average CPU
utilization is high or the number of CPU cores allocated per instance of the type is
small. For example, when instances with a small number of CPU cores are highly uti-
lized, a high CPU score is obtained. Additionally, the memory score is calculated by
estimating the average memory utilization of instances belonging to the same type and
the memory capacity (i.e., bytes) allocated per instance of the type. The memory uti-
lization is presented by a percentage of memory usage that is the used memory (bytes)

based on the total memory capacity (bytes) of the instance.

Dist; x e~"esUtil (gcale-in)
f(Type;) = (3.9)

1 resUtil
Dist; X € (scale-out)

Based on each score, the decision model measures the total score for each type by
using Equation |3.9| while considering both scale-in/-out cases. In the case of scale-in,
the decision model removes one of the running instances (VMs or containers) from
the type to reduce the operating costs of the service. Thus, the model chooses the type
of instance which has more resources with lower utilization. In the case of scale-out,
it adds a new instance to mitigate overloaded instances because the overload degrades

the service performance.
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In addition, the distribution of instances that affects packet propagation time is
considered when choosing the type of instance. To this end, the decision model selects
the type of instance that would need to be scaled. In the scale-in case, the score func-
tion estimates a high score if instances belonging to the type have a large amount of
resources but low utilization, or if the instances are widely distributed. In contrast, the
score for scale-out is high when instances belonging to the type have a small amount
of resources but high utilization, or when the instances are close to each other. To com-
pute the distribution value for each type, we use Equation [3.1] Finally, the decision

model selects the type with the highest score.

o Decision making to choose the placement

After choosing the instance type to be scaled, the decision model selects the lo-
cation to perform the scaling. Specifically, it selects one of the running instances for
scale-in and adds a new instance to the proper location for scale-out. The decision
model lists the candidates in terms of their packet loss rate, distribution, and available
resources to determine the instance or location.

The packet loss rate of each instance significantly harms the service availability;
thus, it is necessary to mitigate the problem by scaling. To this end, the decision model
identifies whether an instance with high resource utilization and high packet loss rate in
the scale-out case. It indicates the instance to be generating high overload. Thus, this
model selects the location (i.e., node) to create a new instance that load-balances the
overload. In addition, in the case of an instance with low resource utilization and low
packet loss rate, the decision model removes the instance to prevent over-provisioning.
Hence, an instance and a location (node) would be candidates according to the packet
loss rate for scale-in/out.

The distribution considers the number of densely placed instances. ' Instances
that are running close to each other can reduce the variance in the packet response
time caused by packet propagation. For example, an instance placed farther away

would be a candidate for removal by scale-in. In addition, a location in which many
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instances are working in high density could be a candidate for the addition of a new
instance in the case of scale-out. However, if the decision model were to only consider
the distribution, scaling decisions would be greedy without considering the available
resources in the MEC environment. This would depend on the initial placement of the
instances, thus instances could be concentrated in specific locations.

To solve the problem, the decision model would have to consider the available
resources at each location to enable multiple services to cooperate. For scale-in, the
decision model selects an instance located at the edge, where few available resources
exist, to release the resources allocated to the instance. For scale-out, a location with
sufficient available resources could be a candidate for the addition of a new instance.

Based on each factor mentioned above, the decision model lists candidates ac-
cording to the priorities that need scaling and estimates a score per candidate. For
example, a candidate with high priority has a high score. To choose an instance (scale-
in) or location (scale-out), the decision model sums the scores estimated from each
factor and selects one with the highest score. Finally, the scaling decision is carried
out in the environment. Figure(3.7|illustrates the overall auto-scaling process using the

decision model.
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IV. Implementation

Many edge computing systems rely on OpenStack to build VIM and MANO be-
cause it provides various functionalities for managing the MEC architecture 60} [61]].
Thus, we first targeted to implement the auto-scaler in the form of a module running
on OpenStack. Additionally, service running in edges can be instantiated through con-
tainers; therefore, we also designed the module to make it interact with a container
orchestration platform, that is, Docker swarm [62]]. The implemented auto-scaler con-
sists of three modules: monitoring, NFV orchestrator (NFVO), and auto-scaling. All

the code developed and used in this implementation can be found on GitHub [63]].

4.1 Monitoring Module

Server Monitoring Module

OpenStack/Docker Swarm APIs

Message Queue

) )

Collector

Auto-scaling Module

Figure 4.1: Design of monitoring module

A monitoring module observes the environment in which physical and-virtual re-
sources coexist and provide data that can be used for making scaling decisions. Specif-
ically, this module provides not only static information (e.g., the topology, host ma-

chine specification, and instance specification) but also real-time resource utilization
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(e.g., CPU, memory, disk, bandwidth usage). The monitoring module continually in-
teracts with servers that are host machines in the environment. Figure {.1]illustrates
the design of the monitoring module.

In our implementation, static information is retrieved from OpenStack and Docker
swarm via REST APIs. Real-time resource utilization is collected via the collector,
which is deployed in every server. We used Collectd [64], a daemon that collects,
transmits, and stores performance data on computers and network equipment because
this collector is fast and does not consume much resources [65]. Specifically, each
server’s Collectd in our environment uses a small amount of resources, CPU 0.7% and
memory 0.1% on average.

The collector collects raw data and sends the data to the message queue of the
monitoring module. We collected the raw data every 1 s because it is necessary to pro-
vide real-time and fine-grained data for the auto-scaling module. Data processing in
the monitoring module retrieves raw data, converts them into the desired metric format,
and stores the processed data in the time-series database (e.g., InfluxDB [66]]). In addi-
tion, this module obtains data from the database, processes the data, and provides them
to the auto-scaling module. Our monitoring module also supports REST APIs imple-
mented by Swagger to be used by other modules. Therefore, our auto-scaling module

can make scaling decisions by obtaining environment data through those REST APIs.

4.2 NFYV Orchestrator Module

l = NFVO
[49]
Request l | M5 )
x© VNFs w | Auto-scaling Module
Life-cycle x
SFCs \|i5 | OpenStack /
Lire=eyelz & | Docker swarm.Services

Figure 4.2: Design of NFVO module
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An NFV orchestrator (NFVO) module creates, removes, and updates instances
and SFCs. This module retrieves requests via REST APIs implemented by Swagger
and handles the lifecycle of instances and SFC in the environment. In our implemen-
tation, this module works tightly with the auto-scaling module because auto-scaler’s
scaling decisions are applied to the environment by the NFVO module. Our NFVO
module used the OpenStack Nova API [[67] to deploy instances and OpenStack SFC
API [68] to manage SFCs. Moreover, the NFVO module interacts with Docker swarm
to handle services consisted of containers in the environment. Figure d.2]illustrates the

design of the NFVO module.

4.3 Auto-scaling Module

Auto-scaling Module (Auto-scaler) Environment
| RESTAPI |¢— (
v ”| Interface Central Cloud
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c C
[ Q-Networks ]_][ Target Q-Networks

Replay Memory I
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(InfluxDB)

5

]
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NFV Orchestrator
Monitoring Module (NFVO)

Figure 4.3: Design of auto-scaler in the form of a module

The proposed auto-scaling approach adjusts the number of instances (VMs: or
containers). In other words, the auto-scaler is responsible for adding, removing, or
maintaining instances in response to the dynamic traffic. Our auto-scaling module

provides scaling functions using thresholds, Q-learning, and the DQN. Those functions
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are triggered via the REST API interface which is responsible for parsing incoming
messages and sending them to sub-modules: reward calculator, state preprocessor, and
decision model. Figure [d.3]illustrates the design.

The auto-scaling module receives a request through the REST API interface im-
plemented by Swagger and executes one of the scaling functions. In this implementa-
tion, the auto-scaling module creates a thread to continue the scaling process. There-
fore, our auto-scaler can run multiple scaling threads simultaneously.

When the auto-scaler runs DQN-based auto-scaling, the agent in the module cre-
ates a Q-Network, Target Q-Network, and replay memory. The auto-scaling module
periodically requires the state to determine the scaling decision using the DQN. There-
fore, the auto-scaler sends the request messages to the monitoring module to obtain the
data used to define the state. Because a state consists of several average values and the
distribution value, the state preprocessor in the auto-scaler calculates these values and
generates a state in the form of a tensor consumed by the DQN. The output of the DQN
is a scaling action, such as Add, Maintain, and Remove.

The agent provides this output to the decision model, which selects the type of in-
stance and the location in which scaling is carried out. Finally, the auto-scaling module
applies this decision to the environment and requests the monitoring module for the
data used to calculate the reward value. The reward calculator in the module estimates
the reward value. Subsequently, the auto-scaling module generates a tuple and inserts
it into the replay memory. During the auto-scaling process, the auto-scaler identifies
whether enough tuples are in replay memory. If sufficient tuples exist, more than 20
tuples in this implementation, the agent periodically updates the network parameters of
the DQN by using mini-batch sampling. The auto-scaling process continues until the
preset duration expires or the auto-scaler receives a request that terminates the thread.
We used PyTorch [69] and the adaptive moment estimation (ADAM) optimizer [70]
to implement the DQN-based auto-scaling function. Figure 4.4|shows the workflow of

the auto-scaling thread and involved entities about each process.
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V. Evaluation

In this chapter, we describe the experimental environment used to validate our
approach. We evaluated our approach compared to baseline methods. The results of

the evaluation were analyzed in detail to demonstrate the effectiveness of the proposed

approach.

5.1 Experimental Environment

5.1.1 Distributed cloud environment

Central Cloud == 10G link
Compute

Node

ENIE OF Switch
Controller
Node
Monitoring
Node

Al Node

1G link

100M link

Edge 1 Edge 2 Edge 3
OF Switch OF Switch OF Switch

fi

Al Il 1l [ | |

Compute Compute Compute || Compute [| Compute Compute || Compute || Compute
Node Node Node Node Node Node Node Node

)

Figure 5.1: OpenStack-based Testbed

We built distributed cloud environment based on OpenStack. Figure[3.6illustrates

the OpenStack-based testbed. This environment consists of different types of nodes:
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controller, compute, monitoring, and Al. The controller node provides OpenStack ser-
vices to operate the OpenStack infrastructure and manage the lifecycle of instances.
This node creates, removes, and updates VMs and SFCs that are running in the com-
pute nodes. Note that collector, Collectd [64], is deployed in every compute node. The
monitoring node runs a monitoring module and time-series database, InfluxDB [66]].
In addition, the Al node is a GPU server using NVIDIA Quadro RTX5000 to run our
auto-scaling module.

In this testbed, compute nodes are classified into an edge and central cloud to
emulate distributed cloud environment. Specifically, we deployed one central cloud
and three edges. Table [5.1] presents the specification of the cluster. Based on this
environment, service instances are placed in one of the edges by default. However,
if the edge has insufficient resources to deploy a new instance, they can be placed in
neighbor edges according to the decision model. In addition, we use DEMU [71]], a
DPDK-based delay emulator that adds constant delays to the different types of links,
to set the delay between two edges to 10 ms and between an edge and the central cloud
to 17ms. It assumes that the central cloud is far from users than the edges in which the

users connect; thus, the DEMU assigns a longer delay to the central cloud.

Table 5.1: Environment Specification

Physical server(s) | vCPU [Cores] | RAM [GB] | Disk [TB]
Central cloud 1 32 94 5.5
Edgel 2 64 64 1.0
Edge2 3 76 68 1.7
Edge3 3 32 48 24
Total 9 204 274 10.6

5.1.2 Edge cloud environment

In the MEC scenario, a microservice can be instantiated as VM or container.

Thus, we built an edge cloud environment based on Docker swarm, which is a con-
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tainer orchestration tool that allows the operator to manage multiple containers de-

ployed across multiple host machines. Figure[5.2] presents the environment.

MANO
Controller
Node
Monitoring
Node

Al Node

== 1G Link

—| OF Switch I
/

Edge

| OF Switch I OF Switch

Compute Compute Compute Compute Compute
Node Node Node Node Node

Figure 5.2: Docker Swarm-based Testbed

To operate this environment, we deployed three types of nodes: controller, mon-
itoring, and Al. The controller node is a Docker swarm’s manager node that manages
the lifecycle of Docker containers. In addition, we deployed monitoring and Al nodes
that were used in the OpenStack-based testbed. We assume that this environment is a
single edge cloud that operates services composed of containers. This testbed consists
of 5 compute nodes, each compute node has vCPU 16 cores, RAM 64 GB, and disk
500 GB.

5.1.3 Experimental Scenarios

o Scenario setup

Based on the guideline of software design for the MEC environment, a service is
a loosely coupled set of microservices. Thus, our approach scales the microservices
that appear as VMs or containers in response to dynamic traffic. Accordingly, it is

necessary to generate traffic that the service processes. In our evaluation, we used
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open-source tools, such as RUBIS [72]] and Apache-Bench [[73]], to generate traffic and
probe packets to measure the performance of the service.

In this evaluation, we measured performance metrics, such as response time and
packet loss rate, that were also used to define thresholds triggering a scaling action.
However, those values can be highly variable depending on the experimental environ-
ment; therefore, the evaluation needs to set appropriate thresholds. To address this
issue, we used a percentile concept to define the service-level agreement (SLA) [[74]].
In general, the quality of network service can be measured by the 90 and 95 percentiles
of the measured values (e.g., response time, packet loss rate) [75,[76]. Thus, we used
the 90 percentile as a threshold to trigger scale-out. In addition, we used the 75 per-

centile as a threshold to trigger scale-in.

o Auto-scaling approaches

We attempted scaling methods based on different algorithms to evaluate their
effectiveness. Our auto-scaling module used one of them to scale the service. During
the auto-scaling process, the auto-scaler determined the scaling decisions every 30
seconds. Moreover, the monitoring window was 10 seconds to create states if the
auto-scaler used RL algorithms. To train the RL models, we repeated 950 episodes
in each scenario while generating traffic. The details of these methods are described

below.

* Thresholds: This determines scaling actions from the mean response time or
packet loss rate measured by the auto-scaler. If those values are greater than
the preset threshold for scale-out, the auto-scaler decides to add a new instance.
Moreover, it removes one of the running instances when the values are under the
scale-in threshold. Otherwise, the auto-scaler maintains the current number of

instances.

* Q-learning: This Q-learning-based auto-scaler takes scaling actions based on

states defined by the utilization of CPU and memory among the instances com-
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prising the service [[77,78]. These states are classified into three ranges: high,
normal, and low. The utilization is high if the resource utilization is over 80%,
and low if the utilization is less than 20%. Otherwise, it is normally utilized.
We consider the CPU and memory, so the total number of states for Q-learning
is nine. The auto-scaling using Q-learning outputs a scaling action (Add, Main-
tain, or Remove). Q-learning uses the reward model proposed in this thesis for

training.

DQN: It uses the DQN model proposed in our previous work [48]]. It uses mon-
itoring metrics at the level of each instance type, to define the states. Therefore,
the number of data features to create a state increases according to the number
of types of instances (e.g., VNF types). In addition, actions consider not only
adding/removing instances but also choosing the placement. In other words, the
DQN model is responsible for determining the placement without the decision
model. In this evaluation, the DQN uses the same hyperparameters and reward

model proposed in this thesis.

Proposed (DQN with Decision Model): This method uses the DQN and de-
cision models proposed in this thesis. It receives the service-level metrics as a
state and outputs the scaling actions (Add, Maintain, or Remove). After deter-
mining the scaling action, the decision model selects an instance or placement

at which to perform the action.

o Hyper Parameter Tuning

Our proposed auto-scaler provides auto-scaling functions based on thresholds, Q-

learning, and DQN. Because Q-learning and DQN use Q-values as their policies,-an

agent is placed in the auto-scaling module to periodically update the Q-values and de-

termine the scaling actions using the e-greedy algorithm. In addition; we use a constant

e-value to continually update a policy for a long time in the MEC environments [[79]].

This process requires hyperparameters of the RL to be tuned in advance. The param-
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eters are listed in Table We empirically derived the values for these parameters
after numeroustest runs. The results with varying values of these parameters are out of

scope of this thesis.

Table 5.2: Hyperparameters

Approach Parameter Value(s)
. € (probability of exploration) 0.10
Q-learning, -
DON 7 (learning rate) 0.01
’ 7 (discount factor) 0.98
Proposed - —
a, B (Weights for estimating CPU and memory scores) | 0.85, 0.15
wi, we, ws (Weights for estimating rewards) 1.0,1.0, 1.5
Number of neurons in hidden layer 128
DQN, Proposed — - -
Mini-batch sampling size 16

5.2 Performance Evaluation

5.2.1 Scenario 1: Virtualized service #1 (Firewall service)

o » Scaling action
<4+——p Traffic Auto-scaling Module

) w

Firewall
(Iptables)

[
/ N\ RUBIS Web
Remove

Figure 5.3: Scenario 1: auto-scaling of firewall service

-

RUBIS Client
(Emulator)

First, we used auto-scaling functions without the decision model to evaluate the
DQN model whether it made the right scaling decisions from a given state. In this

scenario, we deployed a firewall service because it has been an essential function for
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network operations, and the scaling of virtual firewalls has been the major topic of
previous studies [80,[81]]. Thus, we created firewall instances appeared as VMs, which
were scaled by the auto-scaler, in the OpenStack-based testbed. In addition, the initial
number of firewall VMs was three, and the maximum number of instances was limited
to five. Figure[5.3]illustrates an auto-scaling scenario of firewall service.

In this evaluation, each edge had a RUBiS web VM, auction web server; sub-
sequently, a RUBIS client VM was randomly placed in one of the edges. The RUBIS
client VM is an emulator that generates dynamic traffic, that is, HTTP messages, which
are requests by clients for access to the auction web server, RUBiS web VM; there-
fore, the client VM sends the traffic to the RUBiS web VM in the same edge. After
applying scaling actions, the auto-scaler measured the response time of messages pass-
ing through the firewall service. To measure the time, we utilized an Apache-Bench
tool to send 150 probe packets (HTTP requests). In addition, the measured response
time was used as thresholds because the response time has been one of the essential
QoS metrics of network services [82]. To determine these values, we repeatedly mea-
sured the response time while generating dynamic traffic and obtained each percentile.
Specifically, thresholds were 64.86 ms for scale-in and 76.72 ms for scale-out.

We validated whether the proposed approach made appropriate scaling decisions
maintaining a reasonable number of instances while meeting the QoS requirements
of the service. Therefore, the effectiveness of the method to determine appropriate
scaling actions were measured in terms of its ability to improve the performance and
reduce the operating costs. Without the decision model, the auto-scaling methods did
not consider which type of instance was scaled; therefore, this scenario was similar to
scaling a service designed as a monolithic architecture. Figure|5.4|shows the results of
the auto-scaling method.

The auto-scaler using thresholds periodically measures the mean response time
and compares it with preset thresholds to make a scaling decision. Because threshold-
based auto-scaling is a reactive approach, it adjusts the number of instances smoothly

to maintain the mean response time between stable ranges. Hence, the mean response
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time obtained by the thresholds was the smallest among the auto-scaling methods.
Nonetheless, threshold-based auto-scaling had a disadvantage in terms of operating
costs, for example, over-provisioning, because it only considered the service perfor-
mance (i.e., response time). Thus, the auto-scaler using thresholds maintained the

mean number of instances larger than RL methods in response to dynamic traffic.
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Figure 5.4: Experiment results of scenario 1 (firewall)

RL-based auto-scaling approaches consider both the performance and operating
costs. Because the reduction in the number of instances increased the reward, the
methods maintained the number of instances less than the threshold-based method.
The mean response time of the RL-based methods was longer than that of the auto-
scaler using thresholds. Specifically, our previous work, DQN, provided the longest
mean response time. The method learns the interrelation between each type of instance
and uses it to determine the scaling action. However, the target service consists of a
single type of instance, that is, firewall VM. Therefore, the DQN method was not fit
the service so provided a long response time.

The proposed approach supported a reasonable response time and ran fewer in-
stances than the other methods. Additionally, the auto-scaler using Q-learning sup-

ported a mean response time shorter than DQN but longer than the proposed method.
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The mean response time of Q-learning was also unstable, a larger standard deviation,
than Proposed.

We summarized the experiment results in Table [5.3] with the case of no scaling.
There were no scaling actions in response to dynamic traffic in the no scaling case,
so three fixed instances only handled the traffic. Finally, this table shows how much
improvement each scaling method made in terms of response time and the number of

instances (i.e., operating costs to handle traffic) compared to the no scaling case.

Table 5.3: Experiment results of auto-scaling of firewall service

Mean response time Mean instances
Approach | Values (ms) | Improvement | Value | Improvement
No scaling 121.26 - 3.00 -
Thresholds 65.23 46.21% 2.96 1.33%
Q-learning 91.66 24.41% 1.27 57.67%
DQN 118.8 2.03% 1.46 2.03%
Proposed 81.15 33.08% 1.11 63.01%

<----- » Scaling action
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5.2.2 Scenario 2: Virtualized service #2 (Service Function Chain)
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Figure 5.5: Scenario 2: auto-scaling of Service Function Chain
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A network service in the MEC environment is provided by SFC composed of a
series of VNFs [52, [83]]. Although it is necessary to re-architect services with mi-
croservice, to the best of our knowledge, few open-source network services are fully
designed based on the microservice architecture [52) [84]. Because of this limitation,
based on the microservice concept, in which the microservice is the smallest compo-
nent to perform an independent task, we design this scenario that applies auto-scaling
functions to SFC. To this end, a VNF instance and SFC are considered as microser-
vice and service respectively in this evaluation. Hence, the component to be scaled
by auto-scaling is a VM running the VNF process. Figure [5.5]illustrates this scenario
about auto-scaling of SFC.

In the OpenStack-based testbed, we created the SFC composed of four types of
network functions: a firewall, flow monitor, deep packet inspection, and intrusion de-
tection system. To deploy network functions making the SFCs, we used open-source
software such as iptables [85]], ntopng [86l], nDPI [87], and Suricata [88]]. We deployed
the same traffic generator, RUBIS, used in scenario 1; thus, the RUBiS web VM was
placed in each edge, and the RUBIS client VM was randomly placed in one of the
edges. In addition, the response time was used as thresholds, and those values were
112.28 ms for scale-in and 121.47 ms for scale-out. The initial number of each type’s
instances was three, and the maximum number of each type’s instances was limited to
five. Therefore, the SFC had twelve instances in advance, and it allowed to have 20
instances in maximum.

In this evaluation, it was necessary to select the type to be scaled to minimize
the cost of scaling because the SFC had multiple VNF types. We validated whether
the decision model complemented the scaling action determined by the DQN model
for improved performance. In addition, we used auto-scaling functions without the
decision model, so they randomly selected a type of instance and location for scaling.
Figure shows the mean response time measured for different scaling methods.

Although threshold-based auto-scaling kept the mean response time shorter than

other methods in scenario 1, this method was ineffective for an SFC composed of mul-
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tiple types of instances in this scenario. Because the auto-scaler using thresholds only
used the response time as a threshold, this method could not consider the interrelation
between different types of instances affecting the performance. If the auto-scaler uses
additional metrics to define thresholds, it can overcome this limitation. However, it is
hard to set the appropriate thresholds because this requires detailed knowledge of the
service and network conditions. By contrast, RL-based auto-scaling methods provided

a small mean response time without any preset conditions.

150 244

[ v/ cecision model [l w/ decision model
99.59 14.24
116.16 10747 ”
71.86 110.67 3
& L < 184 1366
£ 100 7 89.96 ? 13.97
o <
£ k]
8 B 121
S £ 7.98
o =1
3 c
= 504 c 5.85
< @ 478
] O 64
s €
o
=
=
0 T 0 T
Thresholds Q-learning DQN Proposed Thresholds Q-learning DQN Proposed
(a) Mean response time (b) The mean number of instances

Figure 5.6: Experiment results of scenario 2 (service function chain)

The Q-learning-based method with the decision model provided the shortest mean
response time because the agent updated the policy sequentially from every action.
Thus, this method could obtain quickly the policy to perform a scaling action that
supported a short response time. Moreover, because the decision model complemented
the scaling action, it could help to scale instances in the appropriate location, resulting
in improved service performance (i.e., short response time).

By contrast, DQN and Proposed methods provided a mean response time longer
than that of Q-learning, but they provided a stable response time. In other words,
the response time measured in both DQN and Proposed cases had a small standard

deviation because those methods used replay memory and the jtarget network con-

_47 -



cept for training. Thus, they could minimize the oscillation of the policy. Among
the DQN-based methods, our previous work, DQN, had a smaller and more stable
response time than the threshold-based method that did not use the decision model.
However, because the previous DQN method also did not use the decision model, the
mean response time was longer than that of the threshold-based method that used the
decision model. In other words, there was no significant improvement compared to the
threshold-based methods because the previous DQN method was designed to purpose-
fully maintain a reasonable number of instances in the cloud-computing center without
considering an MEC scenario. However, the proposed approach had the shortest re-
sponse time among the methods except for Q-learning that used the decision model
but had a more stable response time than Q-learning.

The number of instances relates to the operating costs of the service. Thus, we
compared the mean number of instances maintained by different auto-scaling methods,
as shown in Figure Because each type had three instances in advance, there
were 12 instances in the SFC before the application of auto-scaling. The threshold-
based method maintained the largest number of instances because it added or removed
smoothly without considering the operating costs. However, RL-based auto-scaling
methods maintained a smaller number of instances than threshold-based methods be-
cause the RL models used the reward model to reduce the number of running instances.
Finally, the Proposed maintained the smallest number of instances while showing a
stable and reasonable mean response time.

We summarized the results in Table[5.4]including the no scaling case that 12 fixed
instances (three instances per each type) handled dynamic traffic. This table showed

how much improvement each scaling method made compared to the no scaling case.
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Table 5.4: Experiment results of auto-scaling of service function chain

Mean response time Mean instances
Approach | w/Decision model | Values (ms) | Improvement | Value | Improvement
No scaling 129.53 - 12.00 -
116.16 10.32% 13.66 -13.83%
Thresholds
o 99.59 23.11% 14.24 -18.67%
. 107.17 17.26% 7.98 33.51%
Q-learning
o 71.86 44.58% 5.85 51.25%
DON 110.67 14.15% 13.97 -16.41%
Proposed o 89.96 30.55% 4.78 60.17%

5.2.3 Scenario 3: Containerzed service #1 (Web service)

In the above scenarios, the services were instantiated as VMs, which were de-
ployed in the distributed cloud environment. However, a service can also appear as
containers, and all containers composing the service can be placed in the same loca-
tion (e.g., single edge cloud). Therefore, we validated our approach by scaling con-
tainerized web service in the single edge, the Docker swarm-based testbed, without
interacting with other edges. Figure illustrates an auto-scaling scenario of con-

tainerized web service.
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Figure 5.7: Scenario 3: auto-scaling of web seryice
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In this evaluation, we used a traffic generator, Apache-Bench, to send random
HTTP requests to the web containers. In addition, we generated a dynamic traffic
pattern based on the Poisson distribution, 2,000 HTTP requests on average at every
interval. The web service was instantiated as containers running Nginx [89]. Nginx
web server itself is a microservice, so it is widely used as a component, load-balancer
or proxy, in many services. We applied three auto-scaling functions using thresholds,
Q-learning, and the proposed method to the web service. Moreover, these methods
worked with the decision model choosing the node to add/remove containers. Note
that the DQN method addressed in our previous work did not work well in scenarios 1
and 2; thus, we did not apply it to this scenario 3. Moreover, we used the response time
as thresholds, 1.837 ms for scale-in and 2.501 ms for scale-out. The initial number of
web containers was three, and the maximum number of instances was limited to five.
Figure [5.8] shows the mean response time and mean instances observed by different

scaling methods.
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Figure 5.8: Experiment results of scenario 3 (web)

The result showed that the mean response time measured in all scaling methods
was much smaller than the above scenarios. In this scenario, the single edge cloud

processed all HTTP requests without sending them to other clouds; thus, propagation
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time increasing the mean response time was small as well. In other words, the response
time was mainly determined by the processing time of Nginx containers.

RL-based auto-scaling methods provided the mean response time shorter than the
threshold-based method. However, Q-learning did not show significant improvement
because this method would not work well for containerized service. In general, con-
tainers deployed in the same node utilized the node’s entire resources while competing
with other containers. In other words, the node allocated all amount of resources to
each container, so few Q-learning states (e.g., low, normal) only matched in most
time. Therefore, it was difficult for the Q-learning method to obtain the optimal policy
to maintain the small number of instances with a small mean response time.

On the other hand, our proposed method provided the mean response time and
mean instances smaller than other methods. Although the amount of resources allo-
cated to instances (containers in this scenario) were quite different than the scenarios
using VMs, this approach identified well the effect between the resource usage and the
service performance.

We summarized the results in Table [5.5] including the no scaling case in which
three fixed instances handled dynamic traffic. This table showed how much improve-

ment each scaling method made compared to the no scaling case.

Table 5.5: Experiment results of auto-scaling of web service

Mean response time Mean instances
Approach | Value (ms) | Improvement | Value | Improvement
No scaling 1.875 - 3 -
Thresholds 1.757 6.3% 1.07 64.3%
Q-learning 1.740 7.2% 1.24 58.7%
Proposed 1.636 12.8% 1.04 65.3%
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5.2.4 Scenario 4: Containerzed service #2 (Video conferencing service)

In this evaluation, we deployed Jitsi Meet [90]], an open-source WebRTC-based
video conferencing service, in the Docker swarm-based testbed. This service is de-
signed based on a microservice architecture, so all service functions are instantiated
as independent containers. We scaled selective forwarding unit (SFU) media server
requiring high bandwidth but low computational power to forward the video/audio to
users [91]]. Figure illustrates an auto-scaling scenario of containerized video con-

ferencing service.
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Figure 5.9: Scenario 4: auto-scaling of video conferencing service

We used Jitsi-meet-torture, an emulator to generate conferences and video/audio
traffic that should be processed in SFU of Jitsi Meet. We set the emulator to generate
random conferences, participants, and duration based on the Poisson distribution, 4
conferences, 20 participants, and 120 s duration on average. The initial number of
SFU containers was three, and the maximum number of instances was limited to five.

In addition, we used the packet loss rate as thresholds because it has been a more
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critical performance metric than the response time for the video conferencing service.
Specifically, they were 0.0103% for scale-in and 0.0239% for scale-out. Figure[5.10]

shows the mean packet loss rate and mean instances observed for different scaling

methods.
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Figure 5.10: Experiment results of scenario 4 (video conferencing service)

This result showed that the threshold-based auto-scaling method maintained the
mean number of instances larger than other methods while providing the mean packet
loss rate smaller than Q-learning. However, threshold-based auto-scaling, a reactive
method, had a major drawback. For example, although this method added SFU in-
stances when the packet loss rate increased, it did not reduce the mean packet loss
rate. The main reason was that conferences and participants were already assigned to
a small number of SFU instances, so the additional SFUs would be idle, resulting in a
higher cost for operating more SFUs without reducing the packet loss rate. Q-learning
had a similar issue because this method considered resource utilization only to scale
the service.

On the other hand, the proposed method, which could scale proactively, prepared
SFU instances that were enough to handle the coming conferences and participants.

When more participants for each conference came, the packet loss rate did not increase
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as much compared to the one suffered by the other methods. Hence, the auto-scaler
using Q-learning and thresholds suffered more losses compared to our approach even
when the number of SFU instances was a lot higher.

We summarized the results in Table [5.6including the no scaling case that three
fixed instances handled dynamic traffic. This table showed how much improvement

each scaling method made compared to the no scaling case.

Table 5.6: Experiment results of auto-scaling of video conferencing service

Mean packet loss Mean instances
Approach | Value (%) | Improvement | Value | Improvement
No scaling 0.027 - 3 -
Thresholds 0.013 51.85% 24 20%
Q-learning 0.029 -7.4% 1.56 48%
Proposed 0.007 74.07% 1.05 65%

5.2.5 Performance comparison among RL models

It is necessary to obtain an optimal policy by training to use effectively RL-based
auto-scaling methods. We compared the three RL methods using Q-learning with the
decision model, DQN (addressed in our previous work), and the proposed approach
in the distributed cloud environment while scaling SFC. Figure [5.1T|shows the reward
and cumulative rewards obtained during each training phase (950 episodes). Moreover,
the RL methods used the reward model proposed in this thesis.

All RL-based methods experienced oscillation of rewards in the initial training
phase because they were yet to have optimal policies. However, they obtained stable
rewards by repeating the episodes. Specifically, compared to DQN, Proposed stabi-
lized more quickly. According to our evaluation shown in Figure the reward
of Proposed stabilized at approximately the 109th episode, but DQN started to stabi-
lize at the 226th episode. Hence, Proposed could converge to the optimal policy faster

than DQN because Proposed simplified the states and actions while complementing
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the actions by interacting with the decision model. However, Q-learning with the de-
cision model was adversely affected by the oscillation of rewards for episodes because
Q-learning learned by sequential scaling actions that were highly correlated. Despite
this problem, the average rewards obtained by using Q-learning were higher than those
obtained by using DQN because the decision model complemented the actions of Q-
learning. DQN had smaller rewards than other RL methods because of the lack of

consideration of the MEC scenario, but it obtained stable rewards after training.
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Figure 5.11: Reward of reinforcement learning (RL)-based auto-scaling approaches

According to the results, the proposed approach could achieve the highest rewards
compared to other RL models. Because the reward model considers the operating costs
(the number of instances) and the service performance (response time and packet loss
rate), the result indicates that Proposed supports reasonable performance and operat-
ing costs. Although the highest reward during episodes could be diverse because the
traffic was dynamically generated by the RUBIS emulator, Proposed obtained higher
rewards than the other methods. Hence, Proposed provided rewards that were more
stable and higher than those of other methods, according to the results shown in Fig-

ure[5.TT(b)}

To analyze the details of the rewards obtained by the RL-based approaches, Fig-
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ure[5.12] presents the response time and the number of instances that affect the rewards

for episodes.
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Figure 5.12: Response time and the number of instances during episodes

Proposed and Q-learning maintained a small number of instances during train-
ing, but DQN ran more instances than others. However, these DQN-based methods
stabilized the number of instances to a greater extent than Q-learning. Because se-
quential training data used by Q-learning negatively affected the training, there was an
oscillation in terms of the number of instances. Although Q-learning obtained higher
rewards than DQN because the proposed reward model only considered the number
of instances to estimate the operating costs, the operations that added or removed in-
stances also incurred costs. Hence, the oscillation monitored in Q-learning was not ap-
propriate for minimizing the operating costs. In addition, DQN-based methods could
provide a stable response time. In other words, they operated the service efficiently in
response to dynamic traffic. However, although Q-learning provided the shortest re-
sponse time for episodes, it sometimes experienced significant changes in its response
time. Based on the results, we summarized that the proposed approach could operate
a service while supporting a reasonable number of instances and stable response time

in the MEC scenario.
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V1. Conclusion

6.1 Summary

In 5G networks with an MEC environment, it is necessary to provide services
while satisfying various QoS requirements (e.g., high data rate, low latency) and min-
imizing operating costs of the services. In this thesis, we proposed a DQN-based
auto-scaling approach that resizes service components in response to dynamic traffic.
To maintain a reasonable number of service components while considering the perfor-
mance and operating costs of the service, our approach consists of two models, a DQN
model making a scaling decision and a decision model choosing the proper compo-
nents to be scaled. We implemented an auto-scaler in the form of a module that resizes
the number of instances (i.e., VMs or containers) composing the service. To validate
our approach, we built two testbeds hosting VMs based on OpenStack and containers
managed by Docker swarm. In the testbed, we deployed a few services and applied
several auto-scaling functions to them. Compared to baseline methods, the proposed
DQN-based auto-scaling method maintains a reasonable number of instances in re-
sponse to dynamic traffic while providing stable response time and a low packet loss
rate.

In this thesis, the proposed approach works on a MEC environment that is an
essential scenario of 5G networks. However, it does not mean that our method is
limited to be working on the 5G networks only. Towards the next generation, 6G
network, Al will be necessary to maintain operation cost-effectiveness of envisioned
complex 6G services, automate some levels of decision-making processes, and achieve
a zero-touch approach. Therefore, we expect that our proposed method, DQN-based

auto-scaling, will be useful to automate the service operation in the 6G networks.
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6.2 Contributions

Operating a service manually and attempting to satisfy the QoS requirements is
difficult because many factors need to be considered in an MEC scenario; therefore, we
implemented a DQN-based auto-scaling method to automatically resize the number of
instances composing the service in response to dynamic traffic. The contributions of

this thesis are listed as follows.

* DQN-based auto-scaling model for MEC environment: We defined an auto-
scaling model using DQN to apply to services in the MEC environment. In
the DQN model, a state consists of performance metrics that affect the way in
which services process packets and the action is to resize the number of instances
assigned to the services. The reward is computed by observing the performance

and operating costs of services.

* Decision model considering service composed of multiple components: We
implemented a decision model to apply a scaling action to an appropriate com-
ponent comprising a service. In the MEC environment, a service consists of
multiple components (e.g. microservices). Our decision model not only chooses
a component to be scaled but also adds or removes it in the appropriate location.
Furthermore, our model enables a DQN agent to scale a service while consider-

ing the service performance and limited resources in the MEC environment.

* Speed-up convergence model for auto-scaling: We simplified the scaling ac-
tions and identified data features to define the states of the DQN model. The
DQN model determines whether each state requires scaling; subsequently, the
decision model complements the determined scaling actions. This enables the
proposed approach to accelerate the process of finding an optimal policy while

considering the MEC scenario.

* Open-source implementation of auto-scaler: We implemented a DQN-based

auto-scaler as open-source software and published it in the GitHub repository [63].
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The auto-scaler was implemented in the form of a module handling service
composed of multiple containers or VMs. The module can interact with an
OpenStack environment hosting VMs and container orchestration platform (e.g.,
docker swarm) hosting containers. The environments can be used as a vir-
tual infrastructure manager (VIM) and for NFV management and orchestration

(MANO) in a referential framework architecture defined by ETSI [26, (92].

6.3 Future work

The proposed auto-scaling method using DQN effectively maintains a reasonable
number of instances composing service. However, this method still has a few limi-
tations, so they need to be solved in the future. This section describes those further

issues for consideration.

6.3.1 Monitoring with low overhead

In 5G networks, a service consists of multiple components (microservices) that
can be managed independently. Therefore, it is necessary to monitor fine-grained
metrics at the microservice level for service operations. In general, the performance
metrics can be observed by lightweight monitoring agents (e.g., Collectd) installed in
either every instance running microservice or node hosting the instances. However,
although each agent requires low computing power, numerous instances or nodes with
the agents waste network resources inefficiently. Thus, a method for reducing the net-
work overhead of the monitoring is needed. For example, a data aggregation method
applied to a monitoring agent can reduce the data volume transmitted through the net-
works.

In addition, various monitoring metrics should be considered to assess the service
performance and scale the service. For example, the network status, such as the link
utilization, network congestion, and network delay, impact the service performance.

However, obtaining appropriate network metrics to be used for auto-scaling is chal-
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lenging because an in-depth analysis of the metrics that significantly affect the service
performance is necessary. Specifically, it is required to measure the end-to-end perfor-
mance of service, but it is difficult to measure exactly it in 5G networks. For example,
the packets forwarded by using the microservices can have different paths, and the
microservices can migrate dynamically among the edges. Moreover, it is challenging
to obtain monitoring metrics with a low processing overhead. To this end, in-band
network telemetry (INT) [93]], which collects and reports the network status directly
from the data plane, can be used. Because INT provides network visibility by obtain-
ing fine-grained network data for analysis and measurement, it helps to obtain features

to define the auto-scaling model using ML.

6.3.2 Hyper-parameter tuning

Hyperparameters, such as learning rate, batch size, and discount factor, are the
properties that govern the entire training process of DQN; therefore, those values have
a significant impact on the performance of the DQN-based auto-scaling model is being
trained. However, the process of setting the values requires expertise and extensive trial
and error. Because it is necessary to set optimal hyperparameters that enable ML/RL
models to learn an optimal policy fast, we should consider finding the optimal values
for the auto-scaling model. There have been methods, such as grid search, random
search, and Bayesian optimization, to find optimal hyperparameters. Thus, our future
work includes hyperparameter tuning for the DQN-based auto-scaling model by using

the search approaches.

6.3.3 Life-cycle management of network services

In this thesis, we used auto-scaling, that is, horizontal scaling only, to-meet the
QoS requirements of the service. Although horizontal scaling can rapidly resize the
number of instances assigned to the service, some cases require vertical scaling. For

example, back-end services using relational databases tend to use vertical scaling. Be-
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cause vertical and horizontal scaling each has advantages and disadvantages, it is nec-
essary to address both cases by considering the service to be scaled.

It is essential to consider other functions that are used for the life-cycle manage-
ment of network services. For example, in response to requests to deploy new services,
we would need to assign an adequate amount of resources to the services or networks.
Researchers addressed this issue in virtual network embedding and VNF deployment
problems. In addition, service migration is essential for an MEC environment in which
users access and migrate among edges. If the current site supporting the service has a
problem or cannot meet the QoS requirements, the service can migrate to other sites.
Moreover, in dynamic networks, it is necessary to orchestrate diverse functions for the
life-cycle management of network services while considering the service performance,

operating costs, and efficient usage of resources in the MEC environment.

6.3.4 Task scheduling with auto-scaling

Auto-scaling can be classified into two sub-problems: scaling and task schedul-
ing [94]. Scaling involves the adjustment of the number of instances (VMs or contain-
ers) or resizing the computing resources assigned to them. In contrast, task scheduling
assigns tasks to the acquired instances. Although our approach adjusts the number of
instances without considering task scheduling, scheduling should also be considered
in the MEC environment. Because edges have fewer resources than the central cloud,
it is necessary to consider the ways in which limited resources can be distributed effi-
ciently to services. Task scheduling enables services to handle more user requests by
using limited resources; therefore, it is essential for the MEC environment. However,
task scheduling requires detailed knowledge of the service and system-level metrics
to implement it. Thus, it is difficult for service operators to apply task scheduling
to the service. Moreover, handling scaling and scheduling concurrently.in an MEC

environment is challenging owing to the many considerations.
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