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ABSTRACT

Since the concept of Software-Defined Networking (SDN) and Network Func-

tion Virtualization (NFV) has been proposed, telcos and service providers have

leveraged these concepts to provide their services more efficiently. However, as

the virtual network in the data centers becomes more complex, a variety of new

network management problems has risen, such as resource allocation, fault man-

agement, etc. To deal with these management problems, it is necessary to monitor

and analyze resource usage and traffic load of Virtual Network Functions (VNFs)

operating on the virtual network. And there have been many attempts to de-

velop technologies that enable network management without human intervention.

Many of these attempts based on machine learning techniques are limited to ap-

plying arbitrarily chosen machine learning algorithms to detect general resource

usage-related anomalies such as high CPU consumption and memory leak. In this

thesis, we propose a more targeted approach to detect VNFs’ abnormal states
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related to SLA violation caused by system resource overload through a compre-

hensive search for the best machine learning algorithm. We use the datasets

collected from the VNFs running on OpenStack environment, and compare the

accuracy of the anomaly detection models generated by various machine learning

algorithms. Our experimental results show the best model has about 98% accu-

racy for anomaly detection, and over 95% accuracy in the dataset collected from

other VNF scenarios and the environment.
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I. Introduction

Software-Defined Networking (SDN), Network Function Virtualization (NFV),

and Network Virtualization (NV) are giving us new ways to design, build and

operate networks [1]. With these technologies, telcos and service providers can re-

duce CAPEX and OPEX by replacing the closed network functions to softwarized

Virtual Network Functions (VNFs) [2]. In addition, cloud computing combines

these technologies to use computing resources more efficiently in data centers,

and provides flexibility and agility for application service deployment and man-

agement [3]. For this reason, telcos and service providers recently use SDN/NFV

and cloud computing technologies to build a variety of application services, as

well as core networks such as virtualized Evolved Packet Core (vEPC) [4] in vir-

tual environments for providing their services. Generally, they build data centers

through physical servers, and operate various services on virtual machines (VMs)

[5] in NFV environment.

With the wide-spread use of these technologies, the number of VNFs oper-

ating on virtual networks has increased dramatically. This complicates virtual

networks, causing performance degradation, service failures, and system overload

problems. For this reason, the importance of NFV environment management

is emphasized. However, unlike managing the existing physical hardware-based

network environment, managing virtual networks is more complicated because

NFV environment is based on virtual resources. In particular, SDN/NFV makes
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it easy for service providers and network administrators to deploy services and

configure their networks. However, it is also vulnerable to incorrect decisions

and configuration errors, so the management policy based on the wrong decision

and misconfiguration can cause unexpected network failures and hardware mal-

functions. Therefore, the network administrator has to decide the policies more

carefully.

Network administrators can handle these tasks well in small networks, but

in the case of large size networks and the networks that have complex depen-

dencies, it requires different approaches. Therefore, recent research on virtual

network management using machine learning and deep learning techniques has

attracted much attention to solve the above problems. Several attempts have

tried to develop technologies that enable the network to understand its status

and optimally manage the network without human intervention [6, 7, 8]. One of

the main requirements for managing a virtual network is to provide management

functions such as detecting abnormal states for resources [9]. With resource man-

agement functions, it is able to prevent and detect system overload and faults

before serious service failures by monitoring resource usage status.

In this thesis, we present a VNF anomaly detection method based on SLA

[10] violation related to resource usage for NFV network management. The pro-

posed method collects the data of VNFs operating in virtual network and detects

the abnormal status of VNFs through machine learning algorithms. We use

OpenStack testbed to operate VNFs in real-world topology. And we collect data

and analyze the optimal model by comparing the accuracy of the models trained
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by various machine learning algorithms.

The major contributions of this thesis are as follows.

− Provides comprehensive data generation and collection scenarios for ma-

chine learning model training

− Detects VNF’s abnormal states considering with the status of the services

and networks in the aspects of SLA violation or QoS (Quality of Service)

− Applies the AutoML function to train the models by using various machine

learning algorithms and discuss the generated models’ generalizability

The remainder of this thesis is organized as follows. Section II provides the

background technologies related to our proposed anomaly detection approach and

discusses the related issues. We discuss the machine learning algorithms which

we used for the proposed anomaly detection method in Section III. Section IV

details the proposed anomaly detection methodology and implementation of the

method form data collection to data analysis, and Section V evaluates the models

by comparing the performance of models trained by machine learning algorithms.

Finally, in Section VI, we conclude our thesis and discuss future work.

– 3 –



II. Background and Related Work

2.1 Background

Currently, network management is automated in some processes, but most of

them are performed manually by network administrators. However, as network

requirements become more diverse and complex, deploying or upgrading their

services takes much time to apply, and the demand for expert human resources for

network management increases network operation costs. To solve these problems,

machine learning, a sub-domain of artificial intelligence, is highly suitable for

complex (network) system representation [11].

The network management automation using machine learning generally con-

sists of the processes as shown in Fig. 2.1. First, VNFs operate on the NFV In-

frastructure (NFVI) by using its virtual resources, and Analytics monitors VNF

resource usage. ETSI NFV Working Group presents representative monitoring

data that can be collected and used in an NFV environment (e.g. CPU utiliza-

tion, memory usage, traffic load, etc.) [12]. Then, the monitoring data is stored

in the database. Next, the data is converted into datasets to train the model

by using a machine learning algorithm. During training, the machine learning

algorithm generates a model which has a specific purpose. After that, the model

creates policies on how to operate the virtual network based on the current states.

Finally, NFV Management and Orchestrator (MANO) operates and manages the

– 4 –



Figure 2.1: Overall process of machine learning based network management

entire NFV environment according to the policies. This machine learning-based

network management allows users to optimize the VNF deployment [13] and ser-

vice chains [14], and predict resource usage [15] in NFV environment.

Besides, among the requirements for network management automation, this

work focuses on anomaly detection which is one of the fault management methods

for NFV environment. Generally, there exist two types of anomaly detection:

1) system resource anomaly detection and 2) detecting network traffic anomaly

detection. System anomaly detection generally monitors the status of VNFs to

detect resource bottleneck conditions such as CPU and memory. In network

traffic anomaly detection, the model learns the behaviors of network traffic and
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detects different patterns than usual, such as the drastic increase in traffic. In

this work, we detect abnormal states of VNFs based on resource usage by training

monitoring data through machine learning algorithms.

2.2 Related Work

There exist anomaly detection studies in various fields of network manage-

ment, but most of the studies show many differences depending on the network

environments and how to define anomalies. E. Chuah et al. [16] investigated the

role of high resource usage on system failures using resource usage monitor and

log analysis. In addition, it is very difficult to get datasets related to abnormal

situations because they happen rarely and unexpectedly as the term ”anomaly”

itself implies. So many studies use fault injection techniques to generate the

software or hardware faults [17, 18, 19].

To automatically detect anomalies, statistical solutions have been developed.

J. Hochenbaum et al. [17] presents statistical measures based on the three-sigma

rule, moving averages, and the Seasonal Trend decomposition using Loess (STL)

algorithm and compared their efficiencies of detecting anomalies in cloud infras-

tructure data. The three-sigma rule supposes that the underlying data distribu-

tion is normal, and it sets the point which is 3 times of the standard deviation

away from the average as a threshold distinguishing anomalies. The moving aver-

age is to mitigate the impact of the presence of white noise. STL analysis is being

used to exclude the seasonality factor in detecting anomalies in time series data.

C. Wang et al. [20] proposed a novel method called EbAT which detects anoma-
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lies by analyzing the distribution of arbitrary metrics instead of individual metric

threshold, and compared its performance with that of threshold-based method.

These statistical approaches might be efficient for automatic anomaly detection

when the anomaly is defined by a single value, and the threshold could be clearly

set. Otherwise, however, statistical technologies can not classify anomalies which

are caused by complex conditions.

As the attempts to adopt the artificial intelligence to network management

grow, many studies use machine learning techniques to detect anomalies, espe-

cially on the performance of VNFs in NFV environment. C. Sauvanaud et al. [18]

proposes the anomaly detection method by classifying the states of VNFs into

normal and abnormal, with Random Forest (RF) [21] algorithm which is the su-

pervised machine learning technique. PREPARE system [22] provides automatic

performance anomaly prevention for virtualized cloud computing infrastructures

by integrating the Markov chain model with the Tree Augmented Naive Bayes

(TAN) algorithm. Instead of providing a specific machine learning model, J. Qiu

et al. [19] applies Support Vector Machine (SVM) [23], Decision Tree (DT) [24],

RF [21], and Neural Network (NN) [25] to detect the performance anomalies, and

compare the performance of each model.

There exist several strengths of this study compared to existing ones intro-

duced. Firstly, we collect over 172,000 data for each VNF scenario, while some

existing studies use a relatively small number of data for training. Secondly, we

generate SLA-related abnormal states by controlling various metrics including

CPU utilization, memory usage, disk I/O, and network latency, trying to cover
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all possible causes for the anomaly. Lastly, a variety of machine learning algo-

rithms are systematically explored on H2O [26] framework. In other words, this

thesis proposes a method to detect the SLA violation related to system resource

and network statistics metrics. Moreover, we take a comprehensive approach

with fault injection methods and machine learning techniques which is applicable

to commonly used NFV environments.
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III. Anomaly Detection using Machine

Learning Algorithms

To generate anomaly detection models using machine learning, we use su-

pervised learning-based algorithms among the three machine learning categories

(supervised learning, unsupervised learning, and reinforcement learning). Su-

pervised learning returns the corresponding labels when the data is inserted to

trained model. Our data is based on the VNFs’ resource usage and SLA viola-

tion status measured by our monitoring system. In this section, we discuss the

three main machine learning algorithms which we adopt in our anomaly detection

method.

3.1 Distributed Random Forest

Distributed Random Forest (DRF) [27] is a powerful classification and re-

gression algorithm. DRF generates a forest of classification or regression trees,

rather than a single classification or regression tree. Each of these trees is a weak

learner built on a subset of rows and columns.

DRF is composed of computing units called ”workers” and a coordinating

”manager”. DRF distributes the dataset between workers so that each worker is

assigned to a subset of columns of the dataset. Each worker only needs to read

their assigned part of the dataset sequentially. 2 types of workers are assigned for
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different operations. The splitters search for optimal splits, and the tree builders

build the structure of each decision tree and coordinate the work of the splitter.

The manager manages the tree builders. Tree builders and the manager do not

have access to the dataset.

DRF builds decision trees each depth level sequentially. As trees of a random

forest are independent, DRF trains all the trees in parallel. However, DRF can

also train co-dependent sets of trees. In this case, trees cannot be trained in

parallel, but the training of each individual tree is still distributed.

3.2 GBM (Gradient Boosting Machine)

While common ensemble techniques like random forests use the average of

independently developed models, the boosting methods are based on sequential

addition of new models to the ensemble. At each iteration, a base model is trained

towards correcting errors of the previous tree. The main idea of this algorithm is

to generate the base-learner models to be maximally correlated with the negative

gradient of the loss functions, associated with the whole ensemble.

To design a particular GBM [28] for a given task, one has to specify the loss

function and the type of base-learner models. The loss function is a form of what

to be optimized, and the base models are the unit models which are classified into

one of 3 distinct categories: linear models, smooth models, and decision trees.

However, there exist some concerns about overfitting for GBMs and some

regularization measures to control it. Firstly, the subsampling procedure requires

a parameter which specifies the ratio of the data to be used at each iteration.
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Secondly, shrinkage is used for reducing the impact of each additionally fitted

base-learner, it reduces the size of incremental steps. This could be regarded as

a learning rate. Lastly, early stopping needs to be used with the two mentioned

above to avoid overfitting. In addition, the learning procedure is essentially se-

quential, and this makes GBMs on average slower to learn.

3.3 XGBoost (Extreme Gradient Boosting)

XGBoost [29] is a scalable tree boosting system which runs much faster

than existing popular solutions. The most important factors for the scalability

include a novel tree learning algorithm for handling sparse data and a weighted

quantile sketch procedure which enables handling instance weights in approximate

tree learning. By exploiting out-of-core computation, XGBoost enables hundred

millions of examples to be processed on a desktop.

XGBoost uses a regularized learning objective to prevent overfitting by

adding a term penalizing the complexity of the model. Similarly to GBM, this al-

gorithm adopts shrinkage to reduce the influence of each individual tree and leave

space for future trees to improve the model. XGBoost conducts column (feature)

subsampling. Using column subsampling is said to prevent overfitting even more

so than the traditional row subsampling. The use of column subsampling also

speeds up computations of the parallel algorithm.

There exists the exact greedy algorithm which enumerates over all the pos-

sible splits on all the features to find the best split. However, to support effective

gradient tree boosting, an approximate algorithm first proposes candidate split-
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ting points according to percentiles of feature distribution. After that, XGBoost

maps the continuous features into buckets split by these candidate points, ag-

gregates the statistics and finds the best solution among proposals based on the

aggregated statistics.

3.4 Deep Learning

Unlike the boosting-based tree algorithms as mentioned above, Deep Learn-

ing [30] is a machine learning algorithm based on artificial neural networks. Deep

Learning utilizes multiple layers to gradually extract key features from a large

amount of data or complex data through abstraction. Currently, there exist vari-

ous Deep Learning algorithms such as Convolutional Neural Network (CNN) [31],

Recurrent Neural Network (RNN) [32], and Long-Short Term Memory (LSTM)

[33], etc. In our work, we use Feedforward Neural Network (FNN) [34], which is

the basic artificial neural network algorithm.

FNN is a type of neural network algorithms in which connections between

nodes do not form a cycle. Generally, FNN uses a perceptron structure composed

of input layer, hidden layer, and output layer. At this time, Information moves

only one direction from the input node to a hidden node through the hidden node

because it has no circulation or loop in FNN. The input value is passed to the

output through calculation with a series of weights using the activation function.

The activation function determines the value, which is the sum of the product

of weights of the nodes and the input values. If the value is greater than the

threshold value, the activation function has an activation value.
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FNN which uses the single-layered perceptron structure is the identically

same as the logistic regression model because it can only learn linearly separable

patterns in a single hierarchy. However, in the case of a multi-layered structure

where each neuron in one layer is connected to a neuron in a subsequent layer,

the data can be separated non-linearly.
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IV. Methodology and Implementation

4.1 Methodology

In this section, we provide the functional requirements of our anomaly detec-

tion method. Fig. 4.1 illustrates an overview of the proposed anomaly detection

method. The proposed method consists of 4 main processes, NFVI monitoring,

fault injection, preprocessing and training models. We use supervised learning

algorithms to learn the relationship between feature data and labeled data. Af-

ter the main processes, we choose a best model by comparing the performance

between the trained models.

4.1.1 NFVI Monitoring

To train the anomaly detection model, we have to monitor the virtual net-

work operating on NFVI. Monitoring functions for the NFVI environment gen-

erally consist of monitoring agents, monitoring service, and dashboard.

Monitoring agents collect the resource usage status of each VM running

in the virtual network. Monitoring metrics collected by monitoring agents for

anomaly detection are composed of 73 metrics which are subdivisions of repre-

sentative metrics [12] such as CPU utilization, memory usage, and traffic load,

etc. Monitoring agents then transfer the data to the monitoring service, then the

monitoring service stores the collected data to the time-series database. To pro-

vide visibility, the dashboard provides monitoring metrics stored in the database
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Figure 4.1: Overview of proposed machine learning based anomaly detection

method

to the users in the form of graphical visualization. The stored data is trans-

formed into datasets for training after the preprocessing process. We build the

monitoring function by using collectd [35] for monitoring agent, InfluxDB [36] for

monitoring service and database, and Grafana [37] for the dashboard.

4.1.2 Fault Injection

Because anomalies do not occur frequently on the network, we use fault injec-

tion techniques to make the generation of abnormal states precisely controllable.

In particular, we emulate the various software or hardware faults which exist in
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the system on which the VNFs work. There are two methods to emulate the

anomalies, 1) generating the abnormal states to VMs where VNFs operate, and

2) generating heavy workload which does not guarantee the correct service such

as sending tremendous traffic.

The first method causes faults directly into the VM where the VNF oper-

ates. The fault situations used in this method are considered in terms of CPU

utilization, memory usage, disk I/O access, network latency, and network packet

loss. The High CPU utilization occurs from a heavy workload of system or from

anomalous programs. Lack of memory appears when the allocated memory is ac-

cumulated and not freed. Disk access failures occur because of a drastic increase

of disk accesses in a short time or lack of disk capacity. Also, network anomalies

happen in links between network interfaces. We emulate packet loss and latency

increases. We generated faults through stress-ng [38], which is a stress testing

tool that causes resource overload, and Linux tc module [39] for network anomaly

and traffic control.

The second method causes heavy overload to the network through tremen-

dous traffic. And this method burdens the VNFs because it needs many system

resources for handling the packets. Especially, it may cause packet processing

delay and packet drop by kernel. We emulate a large amount of traffic to VNFs

and a large number of accesses to web servers which pass through the VNFs. We

generate the traffic through D-ITG traffic generator [40] to emulate the situation

that VNFs can not handle all incoming traffic.
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4.1.3 Preprocessing

Preprocessing converts the monitoring data collected through the previous

processes into a suitable form for training models. This process consists of fea-

ture selection and data labeling (Fig. 4.1). First, feature selection discriminates

the metrics which are most relevant to the criteria for distinguishing abnormal

states with the 73 metrics collected through monitoring. Then we remove re-

dundant metrics that are intrinsically correlated to each other. In this process,

we extracted the 23 features such as for instance information and resource us-

age of VNFs through feature selection and used the features for training models.

Selected features are described in Table 4.1.

Data labeling distinguishes the extracted feature data to normal and ab-

normal states for training the model through supervised learning-based machine

learning algorithms. However, defining abnormal states as the simple situation

when the metrics such as CPU utilization temporarily are increased for a very

short time causes many false alarms. So we define abnormal states as packet

drops occurring inside the VNFs due to the lack of available system resources

caused by the fault injection techniques. The packet drop rate is calculated by

comparing the number of incoming and outgoing packets processed by the VNFs.

We labeled the data as abnormal states when VNFs’ packet drops and service

request failures occurred over 1% by fault injection, and labeled the rest as nor-

mal.
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Table 4.1: Selected features for anomaly detection
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4.1.4 Training Models

There are various kinds of machine learning algorithms based on supervised

learning to solve classification problems (e.g. SVM, DT, NN, Naive Bayes, and

Linear Regression, etc.). To choose the best anomaly detection algorithm, trained

models need to be tested with the given dataset for the selection of the best one.

In some cases, manual tuning of hyperparameters could be a time-consuming job

for the optimized performance. So we chose AutoML function of the H2O frame-

work [26] which runs most of the algorithms and tunes their hyperparameters to

find the best models automatically.

Among tens of models showing the highest performance in validation process,

top 4 models are selected. In most of the cases, Models of DRF, GBM, XGBoost,

Deep Learning (Feedforward Neural Network) algorithms are included. DRF and

GBM are ensemble learning methods, each of them gives a result by combining

the outputs from individual trees. GBM builds trees one by one so that each new

tree corrects errors made by previously trained trees, while DRF trains each tree

independently using a random sample of the data. XGBoost is also based on the

gradient boosting, it is generally better than GBM in performance by using a

more regularized model to control overfitting. Deep Learning algorithm of H2O

framework is based on a multi-layer feedforward artificial neural network that is

trained with stochastic gradient descent using back-propagation. In most cases,

default values are provided for many input parameters.

Besides AutoML analysis, we train SVM and DT models because SVM and

DT are commonly used classification algorithms for supervised learning. So, we
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also compared their performance with that of the models trained by AutoML.

4.2 Implementation

To implement the proposed method, we build the measurement and analysis

system to generate the anomaly detection models (Fig. 4.2). The system consists

of two parts: data collection and data analysis.

4.2.1 Data Collection

Data collection is to collect the data from VNFs for anomaly detection model

training. It is the implementation of NFVI monitoring and fault injection pro-

cesses in our methodology. We first build VNFs in an OpenStack-based NFVI

environment to configure the VNFs’ service scenarios. Each scenario emulates

the abnormal state of the VNFs through fault injection techniques as well as the

normal operation of the VNFs. In each fault injection technique, stress-ng injects

faults related to system resource usages used by the VMs, such as high CPU uti-

lization, lack of memory, and disk accesses anomalies. Also, Linux tc generates

network latency (packet delay) and packet loss to perform fault injection related

to network anomalies and SLA violations.

To monitor the VNFs’ normal and abnormal states, we implemented the

NFVI monitoring functions. The collectd which is a monitoring daemon agent

monitors the status of each VM which VNFs operate (e.g. resource usage, traf-

fic load, etc.). Then, the monitoring data is stored in InfluxDB, a time-series

database. Grafana dashboard provides the data stored in the database in the

form that users want by sending queries (InfluxQL) to InfluxDB. Finally, we
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Figure 4.2: Implementation architecture of proposed anomaly detection method

export data for training the anomaly detection models to data analysis.

4.2.2 Data Analysis

Data analysis is the implementation of preprocessing and training models

processes. In this part, we train the anomaly detection models through ex-

ported data. Among the metrics of VNFs’ historical data which is exported

from Grafana, we extract 23 features according to the feature selection process

(Table I). Then, we label the extracted feature data with normal and abnormal

states. Data labeling is performed based on the occurrence of VNFs’ abnormal

behaviors generated by stress-ng and Linux tc (e.g. high CPU utilization, lack of

memory, packet loss, etc).

The labeled dataset created by the preprocessing process learns the relation-
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ships between feature data and labeling data through supervised learning-based

machine learning algorithms. In this part, we use an H2O framework with Au-

toML to train anomaly detection models. AutoML in the H2O framework sup-

ports various machine learning algorithms. Among the many algorithms in H2O

framework with AutoML, we focus on 4 algorithms (XGBoost, GBM, DRF, and

Deep Learning) which show the highest performance in our experiments. Also,

to compare the models trained by SVM and DT algorithms which are commonly

used in supervised learning, we implement the SVM and DT models through the

Python scikit-learn [41] library. After each model is generated, we compare the

performance of each anomaly detection model and finally select the most suitable

model.
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V. Evaluation

5.1 Experimental Setup

To evaluate the performance of the proposed anomaly detection method,

we first set up the experimental testbed environment. We use two hardware

servers (Intel Xeon X5650 2.90GHz with 8 cores of 16 threads, 16 GB memory,

and 1 Gbps Ethernet) and a network switch to connect the servers. We use an

OpenStack (Rocky release) NFVI environment in the testbed.

Fig. 5.1 illustrates our experimental testbed. In the testbed, we construct a

virtual network with a monitoring system, VNFs, and web servers. VNFs consist

of 3 kinds of open-source VNFs: 1) iptables [42] firewall (FW), 2) Suricata [43]

Intrusion Detection System (IDS) / Intrusion Prevention System (IPS), and 3)

HAProxy [44] Load Balancer (LB). We allocate 2 vCPUs and 4 GB memory for

each VNF to satisfy the VNFs’ hardware requirements.

We emulate traffic overload situations through traffic generator and emulate

HTTP requests through a web stress tool to generate the client-side HTTP traffic

for web servers. Of course, we also install the necessary programs and tools to

operate each component.
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(a)

(b)

(c)

Figure 5.1: Experimental testbed setup based on OpenStack: firewall (a), intru-

sion detection system (b), and load balancer (c)
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5.2 Experiments

In each scenario, we built VNFs and web servers (Fig. 5.1). The clients

outside of the OpenStack testbed send the HTTP requests to web servers in our

testbed. For generating traffic overload situations using an internal client (traffic

generator in Fig. 5.1), we configured the D-ITG to generate the TCP traffic

with the packet size of 1,450 bytes and inter-departure time following constant

and Poisson distribution with a mean rate of 100,000 packets per second (PPS).

We also emulated the situations when Suricata IDS analyzes 11 kinds of network

attacks including DDoS attack generated by pytbull [45] which is a testing tool

for IDS/IPS (Fig. 5.1b).

We monitored VNFs’ states in every second by generating the abnormal

states with fault injection techniques for 48 hours. In each VNF scenario, we

collected about 172,000 normal and abnormal data of VNFs. Then, we selected

the features from the collected data and labeled the data as mentioned in Section

III, and trained the anomaly detection models through various algorithms in

AutoML with H2O framework and scikit-learn library (for training SVM, DT

models). To evaluate the trained models’ performance more precisely, we divide

the labeled data into training data and validation data with a ratio of 75% and

25%. We compare each model’s performance with 5-fold cross validation through

training data, and validate the models’ generalizability through validation data.
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5.3 Results

We obtained mean values of accuracy, precision, recall, and F-measure from

the validation process. For all models of selected algorithms, labeled data were

classified with an accuracy of higher than 0.9. As shown in Table 5.1a, in the

firewall-related scenario, XGBoost and GBM showed the best performance, fol-

lowed by DRF, DT, SVM, and Deep Learning in order. In the case of XGBoost

and GBM, the accuracy was about 0.98. The accuracy of DRF was similarly

high, while DT, SVM, and Deep Learning performed less than 0.95. Unlike se-

lected models in Table 5.1a, the accuracy of other models based on other machine

learning algorithms which trained together through H2O with AutoML was lower

than selected models’ accuracy.

We could see more details of cross validation results in the confusion matrix

which shows the proportion of correct and incorrect classifications. For firewall

experiment, XGBoost model recorded the best performance. As shown in Table

5.1b, out of 17,553 actual abnormal data, 16,097 were correctly classified into

abnormal, and the rest 1,436 were incorrectly classified into normal, so the recall

of abnormal data became 0.918. In the case of normal data, out of 112,070 actual

normal data, 110,803 were correctly classified into normal, and the rest 1,267 were

incorrectly classified into abnormal, so the recall of normal data became 0.989.

This kind of imbalance was the same for precision. The precision of data classified

as abnormal was 0.927, while that of normal was 0.987. It is a usual phenomenon

caused by the imbalanced data counts between normal and abnormal classes, and

we consider these values of precision and recall for anomalous data as fairly high
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Table 5.1: Experimental results of FW-related scenario

(a) Performance comparison of trained anomaly detection models

Algorithm Accuracy Precision Recall F-Measure

SVM 0.9255 0.9225 0.9255 0.9239

DT 0.9468 0.9488 0.9468 0.9375

Deep Learning 0.9295 0.9329 0.9896 0.9604

DRF 0.9646 0.9778 0.9813 0.9795

GBM 0.9794 0.9893 0.9868 0.9880

XGBoost 0.9791 0.9885 0.9873 0.9879

(b) Confusion matrix for best-performing model

Actual
Predicted

Recall

Abnormal Normal Total

Abnormal 16,097 1,436 17,533 0.918

Normal 1,267 110,803 112,070 0.989

Total 17,364 122,239

Precision 0.927 0.987

given the imbalanced data counts.

In comparison to firewall experiment, the performance ranking of trained

models in IDS-related scenario was on a similar pattern except for SVM model

(Table 5.2a). The accuracies of the models except for SVM model were similar

which are slightly lower or higher than the models in firewall experiment, XG-

Boost showed the best performance of about 0.98 in IDS experiment. In contrast,

the accuracy of the SVM model in IDS experiment was decreased than the ac-
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Table 5.2: Experimental results of IDS-related scenario

(a) Performance comparison of trained anomaly detection models

Algorithm Accuracy Precision Recall F-Measure

SVM 0.9043 0.9038 0.9043 0.9041

DT 0.9455 0.9440 0.9455 0.9446

Deep Learning 0.9305 0.9292 0.9963 0.9602

DRF 0.9684 0.9792 0.9850 0.9821

GBM 0.9821 0.9907 0.9889 0.9898

XGBoost 0.9828 0.9910 0.9894 0.9902

(b) Confusion matrix for best-performing model

Actual
Predicted

Recall

Abnormal Normal Total

Abnormal 14,665 1,050 15,715 0.933

Normal 1,195 112,697 113,892 0.990

Total 15,860 113,747

Precision 0.925 0.991

curacy of the SVM model in firewall experiment. As shown in Table 5.2b, the

confusion matrix of the cross validation results showed that the results of the IDS

experiment were similar to the results of firewall experiment. For abnormal data,

precision and recall values were slightly over 0.92, and for normal data, they were

around 0.99.

Finally, Table 5.3 shows the experimental results in the LB-related scenario.

LB experiment showed similar results to the IDS experiment. XGBoost, GBM,
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Table 5.3: Experimental results of LB-related scenario

(a) Performance comparison of trained anomaly detection models

Algorithm Accuracy Precision Recall F-Measure

SVM 0.9222 0.9237 0.9222 0.9229

DT 0.9564 0.9551 0.9564 0.9527

Deep Learning 0.9501 0.9540 0.9919 0.9726

DRF 0.9758 0.9852 0.9876 0.9864

GBM 0.9828 0.9882 0.9925 0.9904

XGBoost 0.9820 0.9880 0.9919 0.9899

(b) Confusion matrix for best-performing model

Actual
Predicted

Recall

Abnormal Normal Total

Abnormal 12,588 1,392 13,980 0.900

Normal 845 114,781 115,626 0.993

Total 13,433 116,173

Precision 0.937 0.988

and DRF models showed a very high accuracy of over 0.97. The accuracy of DT

and Deep Learning models was lower than that of DRF, GBM, and XGBoost

models, and SVM model showed the lowest accuracy. In the confusion matrix

in Table 5.3b, precision and recall values were about 0.99 high for normal data

similarly to the values of firewall and IDS experiments. For abnormal data, the

precision and recall values were lower than the values for normal data.

In other literature mentioned in Section II, while their results showed the
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accuracy under 95%, our experimental results showed that the best performing

model’s accuracy was 98%. This tells us that abnormal states defined by packet

drop rate of VNFs are closely related to the abnormal fault injection conditions

including significant changes in the measures of other features such as CPU uti-

lization, memory usage, traffic load, network latency, etc.

5.4 Generalizability of Trained Models

In the previous experiments, we trained the model for each VNF scenario to

learn about the different characteristics of each VNF. However, one of the most

important requirements for applying the trained model by machine learning to

the real-world networks is the performance level of the model stably maintained

on different instances and environments. To evaluate the generalizability of the

trained model and the possibility of model improvement, we validated between

the most suitable models of each VNF as follows. We set 25% of labeled datasets

which were used in each VNF experiment as the test datasets and individually

tested the model with the test datasets of different VNFs.

The experimental results are described as the Receiver Operating Charac-

teristics (ROC) curves (Fig. 5.2). The x- and y- axes represent the true-positive

rate (TPR) and false-positive rate (FPR), respectively. Differently colored curves

represent the classification results of each model with test datasets from different

types of VNFs. Area Under the Curve (AUC) indicates the area below the ROC

curve, and it indicates that the larger the AUC value, the better the classification

performance of the model for new data. The anomaly detection model for IDS
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Figure 5.2: ROC curves of anomaly detection models with different test datasets:

trained models, test datasets, and AUC values

which was validated by the test dataset of firewall showed the highest classifi-

cation performance compared to the others. In contrast, the trained models for

firewall and IDS which were validated by the test dataset of LB showed a lower

accuracy than the other cases. In particular, when the test dataset of the LB was

classified by the firewall and IDS models, the results showed worse than other

classification results. However, when the trained model for LB was validated by

other test datasets, it showed more balanced classification results.

Also, we conducted the experiment with the published test data in [19] with

the GBM model which has same hyperparameters in LB-related scenario (Table
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Table 5.4: Hyperparameters of GBM model in LB-related scenario

Parameter Value Description

# of trees 125 Number of trees

max depth 15 Maximum tree depth

min rows 100 Fewest allowed observation in a leaf

sample rate 0.8 Row sample rate per tree (from 0.0 to 1.0)

col sample rate 0.8 Column sample rate (from 0.0 to 1.0)

col sample rate per tree 0.8 Column sample rate per tree (from 0.0 to 1.0)

learn rate 0.1 Learning rate (from 0.0 to 1.0)

5.4). The dataset in [19] is composed of the emulated system monitoring data.

The dataset is collected from Clearwater [46] vIMS environment, and labeled to

CPU, memory, and disk access overload (the monitoring data is collected form

3 VMs, and each VM has about 1,000 data instances). We use this dataset to

detect abnormal behaviors such as CPU, memory, and disk access overload.

We use the up-sampling technique for abnormal data to train the model

more accurately because the abnormal data in [19] is small (about 300 data

instances in each VM). The experimental results showed 0.98 mean accuracy,

and high precision and recall values over 0.95 per each prediction. Analyzing

the experimental results through a multi-class confusion matrix (Table 5.5), the

classification results (precision and recall values) for normal data were measured

about 0.99, which was similar to the values measured in the VNF scenarios on

our testbed. The classification results for CPU overload (bottleneck) states were

measured to be greater than 0.96 for both precision and recall values, and 0.98
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Table 5.5: Experimental results using published dataset on related work’s envi-

ronment

Actual
Predicted

Recall

CPU I/O Memory Normal Total

CPU 275 0 2 7 284 0.968

I/O 3 416 0 7 426 0.977

Memory 1 0 198 1 200 0.990

Normal 4 8 8 1,843 1,863 0.989

Total 283 424 208 1,858

Precision 0.972 0.981 0.952 0.992

for detecting disc I/O access overload states. Finally, the memory overload case

resulted in a very high recall value of 0.99, while the precision value was about

0.95. This difference is due to the small size of the published dataset, which made

the estimated value more sensitive to the small number of errors.

In summary, the performance of the model trained for LB-related scenario

was relatively stable when the model was applied to other VNF scenarios or other

environments. In our scenario, however, we only verified the case where one

VNF operates. Besides, there still exist many other VNFs and various network

environments than the ones we evaluated. As a result, the accuracy of anomaly

detection could be lower when the trained model is applied to other environments,

so further improvements are needed for the application of a generalized model to

a wider variety of VNFs in diverse topologies, including service chain scenarios

between VNFs.
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5.5 Discussion

The attained values from our experiments are relatively higher than any

other results of related work while the test environments are different. However,

the accuracy measures of anomalous data were relatively lower than those of

normal data. Although these results show a little bit lower classification accuracy

if the imbalance of the datasets is mitigated, the accuracy still remains high

because the recall and precision values of abnormal data are about 0.9 in confusion

matrices. To resolve this imbalance, we need to make a balance of the sample

counts between normal and abnormal data for the model training. Also, the fault

injection we applied could not emulate the entire anomalous situations including

application-level failures in the real environment, while it involves system resource

overload and SLA violation. To include application-level failures, error messages

generated by applications could be used as the measure of labeling for abnormal

states.

To prepare for the deployment of trained models to the real operation en-

vironment, we evaluated the generalizability of each model. Once we verify the

generality of the model’s performance, we can deploy the VNFs’ anomaly detec-

tion model to the NFV management system. Although the models trained with

different kinds of VNFs were mostly interchangeable to each other, the model

trained with a dataset of LB experiment showed balanced AUC values than

other models. Therefore, we expect the model trained by LB-related scenario

can perform well to other VNFs or other environments.

For future work, we need to deploy the trained model in our NFV environ-
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ment to detect the abnormal states in real-time based on our model. Also, for

applying the anomaly detection model on more complex environments, we con-

sider dealing with a wide range of targets such as all VNFs composing service

function chains. In addition, anomaly prediction models recognizing anomalous

situations in advance are to be developed by extending this work.

– 35 –



VI. Conclusion

6.1 Summary

The current NFV environment faces various demands for efficient manage-

ment and operation in a fast-changing network. In this thesis, we propose a ma-

chine learning-based anomaly detection method for NFV management as a step of

network management automation. We also propose a comprehensive methodol-

ogy for the entire process from data generation and collection to model training

and validation. Our trained models are possible to detect the VNFs’ abnor-

mal behaviors considering with service and network status through the proposed

method.

We configure service scenarios for each VNF in an OpenStack-based testbed

with real-world topology, and evaluate the anomaly detection model trained by

the proposed method. The results of our experiments showed that the accuracy of

the most suitable anomaly detection model is about 98% in web service scenarios.

Then, we discuss the generalizability to deploy the trained model to other VNFs

or environments. In the generalizability experiments, the results showed that the

model generated in the LB-related scenario was able to classify the abnormal

states of VNFs with over 95% accuracy in the dataset collected from other VNF

scenarios and environment.
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6.2 Contributions

With this thesis, we provide the following contributions. First, we provide

comprehensive scenarios for data generation and data collection during the ma-

chine learning model training processes. Secondly, unlike the existing anomaly

detection studies, we detect VNF’s abnormal states through generated anomaly

detection model considering with the status of the services and networks in the

aspects of SLA violation or QoS metrics such as service request failures and

packet drop rate. Lastly, we apply the AutoML function to train the models

by using various machine learning algorithms, and discuss the generated models’

generalizability.

6.3 Future Work

Presently, we implemented the anomaly detection method to find the most

suitable model. As future work, we first try to extend the proposed anomaly de-

tection method to provide root cause analysis (RCA), which finds where the faults

occurred and what kind of problems happens. Secondly, for more sophisticated

validation, we will evaluate our proposed method with more various scenarios

such as configuring service chains between multiple VNFs, or environments in

vIMS [47] and vEPC [4]. Lastly, we will design and implement the anomaly de-

tectoin system which detects the VNFs’ abnormal states in real-time based on

the proposed method.
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요 약 문

SDN (Software-Defined Networking) 및 NFV (Network Function Virtualiza-

tion)의 개념이 제안된 이후, 현재 통신 사업자 및 서비스 프로바이더는 SDN/NFV

를 활용하여 서비스를 보다 효율적으로 제공하고 있다. 하지만 데이터 센터에서

운용되는 가상 네트워크가 점점 복잡해짐에 따라 리소스 할당, 장애 관리 등과 같은

다양하고 새로운 네트워크 관리 문제가 발생하고 있다. 이러한 관리 문제를 해결하

기 위해 가상 네트워크에서 동작하는 VNF (Virtual Network Function)의 리소스

사용 정보 및 네트워크 트래픽 로드를 모니터링하고 분석할 필요성이 있다.

이와 같은 문제를 해결하기 위한 방안으로 최근 사람의 개입없이 네트워크 관리

를 가능하게 하는 기술을 개발하려는 많은 시도가 존재한다. 머신러닝 (Machine

Learning) 기술을 기반으로 하는 이러한 많은 시도는 임의로 선택된 머신러닝 알

고리즘을 적용하여 높은 CPU 사용 상태 및 메모리 누수와 같은 일반적인 리소스

사용과 관련된 이상 상태를 탐지하는 것으로 제한된다.

본 논문에서는 시스템 리소스 과부하로 인해 발생하는 SLA 위반과 관련된 VNF

의 비정상 상태를 탐지하는 방법을 제안한다. 제안하는 방법은 가장 높은 분류 정확

도를 보이는 모델을 찾기 위해 다양한 머신러닝 알고리즘을 포괄적으로 학습시키는

AutoML을 활용한다. 또한 본 논문에서는 OpenStack 환경에서 구현된 VNF에서

실제로 수집한 데이터셋을 사용하고, 다양한 머신러닝 알고리즘으로 생성된 이상

탐지 모델의 정확성을 비교한다. 실험 결과를 통해 제안하는 방법으로 생성된 이상

탐지 모델이 최고 약 98%의 분류 정확도를 나타낸다. 또한 생성된 최적 모델의
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범용성 검증을 위해 다른 VNF 및 네트워크 환경에서 수집한 데이터셋을 통한 분류

실험에서도 95% 이상의 분류 정확도를 나타내는 것을 확인할 수 있다.
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