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ABSTRACT

The bitcoin network is a decentralized system that uses a peer-to-peer net-
work structure to enable cryptocurrency transactions without the intervention of
a third party. Participating nodes maintain the same transaction data, so that
transparent trades can be made and that blockchain data cannot be forged or
modulated. A bitcoin address is required for trading and maintains anonymity for
the owner. By exploiting this anonymity, various illegal activities are conducted
across the network. To detect and deter illegal transactions, this paper proposes
a method of identifying the characteristics of bitcoin addresses related to ille-
gal trades. We extracted 80 features extracted from bitcoin transactions. Using
machine-learning techniques, we successfully categorized addresses involved with
illegal activities with a ~84% accuracy. We also examined the address features
most affecting their classification and distribution and classified two machine-
learning models. We also surmised that if we were to apply majority voting

based on the results of classification, we could further specify the category to



which a transaction belongs. The results of the experiment showed that bitcoin
addresses related to the Silk Road were very precisely classified, demonstrating

the possibility of judging the illegality of transactions in the future.
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I. Introduction

In 2008, Satoshi Nakamoto produced a white paper about a peer-to-peer
electronic payment system [1]. Over time, the price of bitcoin has dramatically
fluctuated, and people worldwide have made trades. Blockchain [2] is a decen-
tralized transaction technique in which participants maintain duplicate copies of
temporally connected ledger data, called ”blocks”. Anyone in the network can
duplicate the blockchain structure and can validate data on the network. Thus,
the bitcoin network is autonomously maintained and operated by thousands of
participating nodes without a central authority, assuring transparent transac-
tions. This disintermediation has allowed cross-border value transfers between
buyers and sellers having very low transaction fees and scant processing. Bitcoin
employs a proof-of-work consensus algorithm that makes it impossible to mali-
ciously delete, forge, or modify existing data. One must have a bitcoin address
to send bitcoins, and a single user can have multiple addresses.

However, because it is nearly impossible to infer owner information from the
bitcoin address, there are frequent cases of illegal transactions. In fact, there have
been a variety of darknets that abuse bitcoin for illegal use [3] [4] and statistics
show that the total dollar value of bitcoin traversing the ”dark net” has steadily
increased since 2011 (Fig 1.1 [5]). By 2013, nearly 1M users were trading bitcoin.
In 2017, when the trading value reached its highest value of USD 707M, most was

traded through darknet markets. The Silk Road [6] was one of the most famous
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Figure 1.1: Bitcoin values (USD) sent to darknet markets from 2011 to 2018.
Orange line shows the proportion of darknet Bitcoin transactions over all trans-

actions(Source: Chainalysis)

online black markets, trading drugs, weapons, child pornography, stolen goods,
and malicious code.

In addition to illegal goods transactions, illegal activities such as money
laundering and scamming are acting as a factor in hindering the enactment of
cryptocurrency laws. Therefore, it is necessary to find a way to detect illegal
transactions on blockchains. Although various cryptocurrencies such as bitcoin,
Ethereum [7], and Monero [8] are used for illegal transactions in darknet, since

bitcoin is the most actively used cryptocurrency on darknet, we focused on bitcoin



and studied the methodology to detect illegal transactions on bitcoin networks.

Because illegal users are likely to repeat transactions, and one user can
leverage multiple bitcoin addresses, we classified the characteristics of bitcoin
addresses to help detect illegal activities. The address characteristics associated
with illegal transactions can be analyzed by collecting the transaction lists of
known illegal trades. Machine learning classification models [9] can then be used
to train the features so that such activities can be identified.

In this paper, we present a methodology for detecting illegal bitcoin ad-
dresses, and we then explain the detailed process of detection. Section II explains
the background and several related works. Section III describes the classification
process and its implementation. In Section IV, we present the results of several
experiments. A broad discussion and conclusion with future works are provided

in Section V.



II. Background and Related Work

2.1 Background

2.1.1 Bitcoin Address

Digital keys, addresses, and digital signatures are used to prove ownership
of bitcoin ownership [10] [11]. Digital keys, comprising private and public keys,
are stored in digital wallets, which are simple databases. A public key is used to
receive the bitcoin, and a private key is used to sign the transaction to consume
the transmitted bitcoin. The public key is generated from the private key, and
in most cases, bitcoin addresses can be generated from the public key. Addresses
can be infinitely generated, and the wallets can generate and maintain multiple
bitcoin addresses indefinitely. When generating a transaction, the transmitter
must specify the recipient’s bitcoin address, which is shared with others. Bitcoin
transactions transfer the ownership of bitcoin to the address of the recipient, and
the blockchain is updated. During this process, personal information is neither

collected nor transmitted.

2.1.2 Bitcoin Transaction

There are several types of bitcoin transactions having different input and
output values. Fig 2.1 (a) shows the most common type of transaction: one
output of bitcoin remittance from one input value, and another output that

returns the remaining balance to the original owner. Because bitcoin lacks a
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mechanism that automatically returns remaining bitcoin to its original owner,
the owner must generate an output that performs this function. The transaction
of Fig 2.1 (b) sends multiple inputs to one address, and that of Fig 2.1 (¢) allows
multiple output values in one transaction for distributing and sending bitcoins
to multiple addresses. The first transaction type can be included in the third
type. As shown in Fig 2.1 (d), it is also possible to generate transactions having
multiple inputs and multiple outputs. The sum of the input values should be
greater than or equal to the sum of the output values, and the difference between

the two sums becomes the transaction fee.

Common Transaction Aggregating Transaction Distributing Transaction Multi input/output Transaction

Output 0 Input 0 Output 0 ‘
Input 0 To:B [
Input 1 Butsoed hpucd Output 1 Input 1 ‘ Output 1
From: A
Signed by A Output 1
To: A (Change) Input N ‘ Output N ‘ Input rﬂ ‘ Output N

(a) (b) (c) (d)

Input 0 ‘ Output 0

Figure 2.1: The types of Bitcoin transactions



2.1.3 Random Forest Classifier

The random forest [12] algorithm creates decision trees for classification and
regression analysis. The decision tree produces various decision paths and re-
sults, and the final decisions are made by answering questions at each element
from root to leaf. To construct a decision tree, one must decide the features
to be included and the depth of the tree. Random forest randomly selects the
elements of each tree. Using an ensemble technique, it creates a number of deci-
sion trees and determines the final result by majority voting. Random forest is
easy to understand and interpret, and it can simultaneously handle numeric and
categorical data. For this paper, we implemented a classification model using a

random forest algorithm to determine the category of a given address.

2.1.4 Artificial Neural Network (ANN)

An ANN [13] mimics the nervous system of a living organism. The artificial
neurons (nodes) in an ANN are abstractions of nerve cells (neurons). As alearning
algorithm, it mimics human intelligence by replicating the behaviors of neurons
that receive stimuli and conveying them to another neuron. The nodes in an
ANN are interconnected via several layers. The data to be learned are inserted
through the input layer, processed in one or more hidden layers, and outputs the

final result through the output layer.



2.2 Related Work

Several authors have suggested methodologies for detecting types of bitcoin
activities by using machine-learning methods, and they have evaluated their per-
formance via experiments. By combining various features of bitcoin networks
and machine-learning techniques, they were able to determine whether or not
activities were legal.

Zambre and Shah [14] proposed a machine-learning-based system that de-
termined the characteristics of users related to bitcoin thefts and identifies those
performing similar actions. To detect bitcoin thefts and fraudulent activity, they
analyzed the transaction information of several famous thefts [15] [16]. They
extracted 22 features to segregate dishonest users from honest users and clus-
tered them using a k-means [17] clustering algorithm to identify theft behaviors,
achieving 76.5 % accuracy.

Toyoda et al. [18] identified bitcoin addresses related to a high yield in-
vestment program (HYIP) by analyzing transaction patterns. They manually
identified HYIP and non-HYIP addresses and extracted several features, such as
the number of transactions associated with the bitcoin address and the number
of blocks mined. A pattern was assigned to each transaction, and the frequency
of each pattern was utilized as a key feature. They labeled the bitcoin address as
"HYIP” or "non-HYIP” for classifying cybercrime groups via supervised learning.
About 83% of the HYIP-related addresses were correctly classified.

Kanemura et al. [19] analyzed bitcoin transactions and addresses related

to darknet markets and proposed a voting-based system that determined the
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labels of multiple addresses controlled by the same entity based on the number of
the majority labels. They identified the characteristics of transactions related to
darknet markets (DNM [20]) that could be used to identify newly generated DNM
transactions. They extracted 73 features and used them to train the supervised
classifiers. The proposed voting methods achieved an ~0.8 F1 score.

In a previous work [21], we conducted research to detect illegal transactions
based on their characteristics. Although bitcoin addresses and clusters associated
with criminal activity have been identified and classified several times, classifica-
tion from transaction features alone has not been reported. Our previous work
extracted nine features and added one label, giving 10 features for each trans-
action. We used them to train supervised-learning classification models, which
ultimately achieved an F1 score of ~0.9. However, the test set may have been
over-fitted, and the number of features used to determine the illegality of the
transaction was probably too small.

Following these and previous studies, we have extended our scope to de-
tect illegal transactions using the characteristics of bitcoin addresses rather than
transactions. We increased the number of features to be extracted and checked
which ones most affected the classification model.

Chainalysis, Inc., a company specializing in cryptocurrency security technol-
ogy, conducts services to track abnormal cryptocurrency transactions and pro-
vides digital forensics [22]. It tracks the details of transactions and monitors
whether they are legal. When a transaction occurs, a suspicious pattern or ac-

count activity informs the relevant agency. We, therefore, propose a system that



can detect illegal transactions of bitcoin networks such as Chainalysis using our

proposed methodology.



ITII. Address Classification Methodology

To classify bitcoin addresses and detect illegal transactions, we designed a
four-step methodology comprising transaction collection, bitcoin address feature
extraction, machine-learning training, and testing (Fig 3.1). We collected several
types of transaction hash lists and derived bitcoin transmission and reception
addresses. We extracted 80 address features that were assigned different labels.
Labeled data were learned by the machine-learning classification models, and the
trained models were used to determine the classification to which the given bitcoin
address belonged. The performance of the classification models was verified using

F1 score. The following subsections describe each step in detail.

3.1 Transaction Collection

Before implementing the machine-learning model, we collected transaction
hash lists from a publicly available forum, WalletExplorer.com [23], which dis-
closes categories of data used for specific groups (e.g., exchanges, mining pools,
services, dark nets). We focused on five categories: mixers, exchanges, gambling,
pools, and Silk Road. We built a simple web crawler using Python and the Beau-
tiful Soup library [24] to obtain a list of hash values for transactions. Data in all
categories except Silk Road were collected beginning in January 1, 2016. For Silk
Road, only data prior to 2018 was collected, because that is when the site was

whut down. The number of transactions collected is specified in the table 3.1.
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Table 3.1: The number of collected transactions by categories

Category The number of collected transactions
Exchange 761,494
Mining Pool 325,800
Mixer 93,200
Gambling 752,300
Darknet (Silk Road) 956,186

Note that experimental dataset does not necessarily reflect the proportions
of real distributions in the bitcoin network. The collected data constituted only
a fraction of transactions, and only a portion of the collected data were learned

to alleviate any data imbalance.
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3.2 Address & Feature Extraction

3.2.1 Address Extraction

More than one transmission and reception address can be extracted from
a bitcoin transaction. We obtained transaction details using JavaScript Object
Notation (JSON) remote-procedure calls (RPC) [25] [26]. The transmission ad-
dresses are obtained by referring to the [vin] field of transaction details, and the
bitcoin reception addresses are extracted by referring to the [vout] field. Depend-
ing on the type and category of transactions, the numbers of transmission and
reception addresses varied. A particular bitcoin address might only serve one
bitcoin, or it might receive only one, but it may also be used to transmit and
receive at the same time.

Table 3.2 below presents the number of total transactions by category, the
number of bitcoin addresses associated with each transmission, the number of
addresses associated with bitcoin receptions, and the number of total addresses.
Fig 3.2 shows address distribution per category. For mining pools and mixers,
a relatively small number of addresses were extracted, because certain addresses
used for these services likely appeared repeatedly across the transactions. How-
ever, because the number of users exploiting these service as large, the number

of addresses extracted from transactions was very large.
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3.2.2 Feature Extraction

After extracting the transaction list, we extracted the key features for train-
ing. Illegal transactions exhibited common characteristics, such as high trans-
action fees in order to have them quickly included in blocks, multiple identi-
cal outputs inside one transaction (indicating money laundering), and multiple
address distributions. To identify the common patterns associated with illegal
transactions, We extracted features related to the addresses obtained from each.

We selected 28 features, and for some, we obtained four values: average, to-
tal, minimum, and maximum. When a specific bitcoin address appeared several
times in a collected transaction, the feature values were updated per the incre-
mental values and classified either as transmission or the reception. Depending
on the category, some feature values were filled with -1. If a specific address was
a transmission address, the feature values related to reception were set to -1, and,
if a specific address was a reception address, the feature values related to trans-
mission were filled with -1. A bitcoin address not having a value of -1 indicates
that it transmitted or received bitcoins. We extracted 80 features, including those
related to transmission and reception.

A Python script returned the transaction details of a given transaction hash
from the JSON-RPC calls, extracting the relevant features (i.e., bitcoin transmis-
sion and reception amounts, transaction fees, number of inputs associated with
transmission, number of outputs associated with reception, number of trans-
mission addresses associated with transmission, number of reception addresses

associated with reception). Table 3.4 provides simple descriptions of features
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extracted for bitcoin-address classification.

3.2.3 Labeling

When training supervised-learning-based classification methods, training data
must be labeled. Therefore, after extracting the features of each address, we man-
ually labeled each according to the classification of the corresponding transaction

(Table 3.3).

Table 3.3: The label of each categories

Category Label
Exchange 0
Mining Pool 1
Mixer 2
Gambling 3
Darknet (Silk Road) 4
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3.3 Design of Machine-learning Models

For classification, we used two machine-learning models: random forest and
ANN. The addresses were classified into one of five categories. The models were
implemented on the application programming interface provided by sklearn [27]
and Tensorflow [28]. The ANN model comprised one input layer having 80 fea-

tures, one hidden layers with 50 nodes, and one output layer.

3.4 Training & Testing of the Machine-learning Mod-

els

After extracting the relevant address features, we trained our supervised-
learning classification algorithms on the assigned labels. When the training phase
was complete, the classification model could distinguish the associated feature
values for each category. During the test pase, the classifier predicted where the
classification of each address in the test set belonged using trained classifiers. To
determine whether the model trained the training set well to enable the derivation
of the correct classification results, we measured accuracy by comparing the initial
labels with those predicted by the models. Fig 3.4 shows the results of the trained

machine-learning.
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IV. Experiments and Results

4.1 Dataset Configuration

We collected several transactions for each category, and the number of ad-
dresses extracted from each transaction differed per category (Fig 4.1). The total
extracted addresses was 18M, and, owing to hardware limitations, all data could
not be trained. Therefore, the experiments were conducted by randomly selecting
datasets. We set the datasets to different sizes to test the model and conducted
the experiments several times. Prior to training, we defined the size of the train-
ing and test sets. The training:test split was set to 60:40 for each experimental

dataset.

Transaction distribution by category Address distribution by category
Silk Road

Exchange

Silk Road

Exchange

Gambling

Mining Pool

Mixer

Gambling Mining Pool

Figure 4.1: Distribution ratio of transactions and addresses
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4.2 Evaluation
4.2.1 Feature Importance

We investigated feature importance [29], of which 80 features most affected
classification performance. Fig. 4.2 shows the top 10 and 20 features considered
to be the most important of the 80.

We did not measure the feature importance of all datasets because of hard-
ware limitations. Therefore, we collected 2,000 data items per category and
examined feature performances of 10,000 datasets. Fig. 4.2(a) shows the top
10 features that were most important. Fig. 4.2(b) shows the importance of the
top-20 features.

The experimental results show that the characteristics related to bitcoin re-
ception were greatly affected. This can be attributed to the fact that the received
address occupied a large part of the collected dataset. Lifetime was the most influ-
ential feature and indicated whether the address was used continuously and how
long it was active. When a service having the same address is repeatedly used,
it has a relatively long lifetime. Additionally, the second-most important feature
was the amount of bitcoin received by the address. The third-most important fea-
ture was the total amount of bitcoin received by the transaction generated when
the address received the bitcoin. The size of the transaction and the transaction

fee had the greatest impact on the classification model.
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4.2.2 Classification Performance Comparison

After training the extracted data, we used the two models to classify address.
We repeated the experiment several times using different dataset sizes from the
five categories, and we checked the differences of performance according to dataset
size. We measured the accuracy as a performance index and checked whether the
classification was well done using precision, recall, and F1 score values [30] [31]

[32].
Random Forest Classifier

We randomly selected 1,000 to 200,000 data items for each category. There-
fore, the accuracy of the random forest classifier was measured by setting the
total dataset between 5,000 and 1,000,000. As a result of the experiments, we
found that the accuracy increased steadily as the size of the dataset increased
(Table 4.1). Our experiments showed an accuracy of ~0.84, and it is expected
that the accuracy could be better if dataset size were extended.

Table 4.2 shows the precision, recall, and F1 scores of the results of the
experiment from 200,000 data items for each category. These values show how
well the classification was done for each category. In particular, in the case of
the address corresponding to Silk Road, the scores had a value of 1.0, indicating

that the address corresponding to Silk Road was well classified without error.
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Table 4.1: Accuracy of the random forest classifier

Each data set Accuracy
1,000 0.741
3,000 0.782
5,000 0.789
10,000 0.804
30,000 0.825
50,000 0.833

100,000 0.838
200,000 0.844

Table 4.2: Performance of random forest classifier by category

Category Precision Recall F1-Score
Exchange 0.82 0.74 0.78
Mining Pool 0.86 0.85 0.86
Mixer 0.78 0.86 0.82
Gambling 0.77 0.77 0.77
Silk Road 1.0 1.0 1.0
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ANN Model

We randomly selected 10,000 to 30,000 data items for each category to eval-
uate the ANN model. The total datasets were set from 50,000 to 150,000. The
results are shown in Table 4.3. In the case of ANN, accuracy and F1 score were
relatively lower than those of the random forest classifier. This shows that the
result was not related to the increase of the size of the dataset, and the highest ac-
curacy was 64%. Although the addresses associated with Silk Road were nearly as
precisely classified as the random forest classifier, the mixer and gambling-related

addresses were only classified at ~50%(Table 4.4).

Table 4.3: Accuracy of the ANN

Each data set Accuracy
10,000 0.646
20,000 0.620
30,000 0.614

Table 4.4: Performance of ANN by category

Category Precision Recall F1-Score
Exchange 0.62 0.52 0.56
Mining Pool 0.77 0.56 0.65
Mixer 0.45 0.45 0.45
Gambling 0.51 0.46 0.48
Silk Road 0.99 0.98 0.99
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V. Concluding Remarks

We classified various categories of bitcoin addresses using machine learning-
based classification models. A transaction list was collected and sorted by five
categories : exchange, mining pool, mixer, gambling, darknet. The associated bit-
coin addresses were obtained from the transaction list. By extracting 80 features
of bitcoin addresses and learning those extracted from the classification model,
we successfully classified specific addresses. We used random forest and ANN
algorithms as classification models, and the accuracy of random forest was 84%,
which was relatively higher than that of ANN. We confirmed that the bitcoin
addresses related to Silk Road were very well classified by both models.

This research contributes to two aspects of related studies. The related
works used binary classification to classify bitcoin data. However, this study
subdivided and specified classification by applying multiple classification. Fur-
thermore, most previous studies about detecting illegal transactions used bitcoin
address-clustering techniques. Bitcoin address clustering clustering technique
means to bind bitcoin addresses, which are determined to be controlled by the
same entity, to a single cluster. Most of the clustering algorithms are based
on heuristic algorithms. However, in this case, the classification results differed
depending on which heuristic algorithm was used, but the algorithm could not
reflect the overall situation of the bitcoin network. Therefore, it was judged that

the clustering techniques reduced the reliability and accuracy of each classifica-
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tion. This study did not depend on heuristic algorithms, but instead utilized
the characteristics of bitcoin addresses. Thus, we derived a relatively consistent
classification result.

There were some limitations to study. First, the proposed ANN model de-
livered a low F1 score compared to the random forest classifier. This limitation
might be overcome by adopting machine-learning based techniques. We could
increase performance by adjusting the number of hidden layers or the number of
nodes. It is also possible to reevaluate the performance by training the model
using characteristics having high importance without using all 80 extracted char-
acteristics. We also could apply other available deep-learning methods. Second,
the obtained transaction data had already been labeled prior to acquisition. The
test dataset in our experiments was not exposed during model learning, but it
might have been previously trained by similar algorithms. In other words, the
test dataset might have been exposed to a similar model. Because we obtained
the test set using the same method as the training set, it may have been overfit-
ted. Therefore, if we were to test the model on incoming/live transactions from
the Bitcoin network, the measured F1 score might be lower than the experimental
values reported here.

We should next predict address classifications associated with certain trans-
actions by applying the proposed methodology while predicting the category of
transactions by applying majority voting to the results. In future works, we plan
to access the dark nets and collect a transaction list on currently operating sites,

because the Silk Road has been closed for years. Then, we plan to apply the
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proposed methodology to check whether the addresses related to dark net mar-
kets are accurately classified and to check whether transactions are generated
for those markets by adopting majority voting. This is not limited to data in
the darknet market, but can be applied to other services such as mixers. Fur-
thermore, we plan to predict whether a transaction is legal depending on the
category of transaction. If the research related to illegal transaction detection
is successfully performed, we will design and develop a system that classifies a
real-time address category, a real-time transaction category, and real-time illegal

transaction detection.
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