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ABSTRACT

The most critical and representative issue that exists in today’s Internet traffic
classification is achieving a high-level of accuracy and completeness. A decade of
research on traffic classification has provided various methodologies to investigate
the traffic composition in data communication networks. Many variants or com-
binations of such methodologies have been continuously introduced to improve the
classification accuracy and efficiency. However, due to the fast-changing nature of
the Internet traffic, it is extremely difficult for any method to achieve 100% accuracy
and completeness. This indicates that traffic classification research still has a lot of
room for improvement.

Another issue in traffic classification is the analysis of traffic classification results.
Previous studies have discussed various classification methodologies. Yet, the level
of classification details is often subject to identifying protocols or applications in
use. The main causes of low accuracy and completeness are new types of network
applications and their complex characteristics. In recent years, the majority of traffic
classification studies have focused on detecting major applications such as P2P and
streaming applications, which occupy most of the Internet traffic. Furthermore,
detecting P2P or streaming also has concentrated on classifying main functions that
generate a great portion of traffic workload.

In this context, this thesis proposes a new traffic classification scheme called

a fine-grained traffic classification based on the analysis of existing classification



methodologies. Our unique traffic scheme can increase traffic classification accuracy
and completeness by reducing the amount of undetected traffic and provide more
in-depth classification results for various analyses which are unable to be achieved
by current traffic classification schemes and methods. The key to the fine-grained
traffic classification is classifying network flows into different functional groups based
on origin functions in an application. To achieve this, we also propose functional
separation method. By applying this method we are able to detect different types of
traffic generated by a single application according to their functionalities. The fine-
grained traffic classification based on functional separation will potentially increase
the amount of information that can be obtained by traffic classification and lay
a cornerstone in the foundation of applying traffic classification in user-behavior

analysis.
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Chapter

INTRODUCTION

This chapter provides a brief introduction to Internet application traffic classifica-
tion. The motivation and problems with current approaches to Internet application

traffic classification are illustrated in the outline of our proposed approach.

1.1 Background

Network traffic classification is one of the most essential steps to understanding the
current network status. As an important part of network operations and manage-
ment, the traffic classification statistics are widely utilized for various network man-
agement purposes such as network planning, network usage reporting, and usage-
based charging. Traffic classification is also highly relevant to Quality of Service
(QoS) and Service Level Agreement (SLA) monitoring. For example, a network
operator can guarantee a certain level of QoS and minimize SLA violations by as-

signing various types of application traffic to a proper class of service. Moreover,
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traffic classification plays an important role in user behavior analysis, which has
been attracting increasing attention among researchers as well as in the private sec-
tor in the recent years. It benefits service providers by helping them comprehend
the behavior of their customers and provide more personalized services to achieve
greater customer satisfaction.

As the Internet perpetually evolves in complexity and scope, its traffic charac-
teristics also continue to change in terms of composition and volume. Accordingly,
in response to the evolution of the Internet, the research community has presented
and explored various methodologies for investigating the traffic composition in data
communication networks. Despite these efforts, however, the high-speed evolution
and the dynamic nature of the Internet prove it very difficult to cope with new char-
acteristics of the Internet and its traffic. As a result, traffic classification remains
an unsolved challenge. In the early days of the Internet, traffic classification was
often motivated by certain prevailing protocols in networks and relied on the well-
known TCP/UDP port numbers. However, nowadays this well-known port mapping
strategy can no longer guarantee the accuracy of results [1], as the evolution of the
Internet has brought and will continue to bring new traffic characteristics including
unfamiliar traffic composition, volume, and application trends.

In contrast to its early days when most of the Internet traffic consisted of tra-
ditional network protocols such as HTTP, TELNET, SMTP, FTP, and SNMP, a
significant portion of today’s Internet traffic comprises various new types of traffic
including peer-to-peer (P2P), voice-over-internet protocol (VoIP), and multimedia
traffic. In particular, P2P application is often combined with many different obfus-

cation strategies, such as ephemeral port allocation, to avoid detection and filtering.
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A popular communication application, Skype, for instance, eludes detection by pay-
load encryption or plain-text ciphers. Therefore, there has always been a call for
more sophisticated and advanced methodologies to classify application traffic. It

has driven the research community to constantly search for and produce solutions.

1.2 Motivation and Problem Statements

The most critical and representative issue that exists in today’s Internet traffic
classification is achieving a high-level of accuracy and completeness. Accuracy in
this context is how correctly the fraction of traffic is classified according to its original
applications. There are many metrics such as False Positive (FP), False Negative
(FN), precision, and recall that can be used to evaluate the accuracy of classification
methodologies or systems. Completeness, on the other hand, is the percentage of
the traffic classified by a certain classification methodology. Completeness of traffic
classification is mainly related to unknown traffic patterns and has correlation with
the FN ratio.

It is highly desirable to maximize both accuracy and completeness during traffic
classification, and many variants of the established methodologies have been con-
tinuously introduced to improve the accuracy, completeness, and efficiency of clas-
sification. However, as aforementioned, it is extremely difficult for any method to
claim 100% of accuracy and completeness due to the fast-changing nature of Internet
traffic. There is still a lot of room for improvement in traffic classification.

The main causes of low accuracy and completeness are new types of network

applications and their complex characteristics. Traffic classification functions as a



I. INTRODUCTION 4

filtering process, using predefined filters or classification models (i.e., port numbers,
applications signatures, connection patterns, statistical models); hence, the limited
number of predefined filters results in the low level of completeness. Undoubtedly,
constructing filters for every network application can solve the completeness prob-
lem, but it is extremely difficult or impossible in a practical sense due to the large
number of applications that is still growing rapidly.

Another cause of low accuracy and completeness is the emergence and evolution
of the newer generations of applications like P2P and multimedia applications. A
significant number of these applications employ mystification techniques, such as
ephemeral /random port allocation, data encryption, and adopting proprietary pro-
tocols, in order to avoid detection or filtering. Moreover, functionalities that are
incorporated into a single application are also becoming more intricate. A case in
point is Microsoft’s MSN messenger application. Old versions of MSN (prior to
version 3) had only supported simple functions in a limited range such as plain text
messaging, e-mail notification (Hotmail), and contact lists update. On the other
hand, the latest version of MSN now provides numerous advanced functions includ-
ing video/voice call, file transfer, mobile games, and remote assistance, just to name
a few. The ever-increasing complexity and multiplicity of applications preclude de-
tecting a complete set of traffic generated even from a single application.

In general, the current studies on traffic classification mainly grapple with de-
tecting major applications including P2P and streaming applications that occupy
most of today’s Internet traffic. Furthermore, detecting P2P or streaming itself is
also heavily weighted toward classifying a few main functions of the major applica-

tions (e.g., file transfer in P2P) that generate the greatest volume of traffic workload.
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Nevertheless, the applications simultaneously generate all different kinds of traffic
besides the prominent ones of high-volume traffic. As a result, the lack of inter-
est in minor traffic classes and consequential neglect of them inevitably undermine
the accuracy and completeness of classification, especially in face of newly emerging
network applications.

Another issue in traffic classification is the analysis of traffic classification results.
Many previous studies have suggested various classification methodologies (e.g., well-
known port number matching, payload contents analysis, machine learning, etc.),
from which even more variants have been derived. However, it is extremely difficult
for any method to claim 100% accuracy due to fast-changing and dynamic nature
of the Internet traffic. The classification accuracy is also questionable since there
is often no ground truth dataset available. In another respect, each research aims
at different levels of classification. Some only had a coarse classification goal such
as classifying traffic protocol or application type; while others had more detailed
classification goal such as identifying the exact application name. Therefore, it is
often unfair to cross-compare each classification method in terms of accuracy. To
overcome this issue, it is more important to investigate how we can provide more
meaningful information with such limited traffic classification results rather than to
struggling to overimprove 1 or 2% of classification accuracy.

In this context, we propose a new approach based on functional separation and
fine-grained traffic classification in order to achieve a higher level of classification
accuracy and completeness. The functional separation method identifies and sorts
out different types of traffic generated by a single application according to their

functionalities. By doing so, it reduces the amount of undetected traffic and corre-
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spondingly increases the completeness of traffic classification. In other words, the
outputs of this process are various groups of traffic, neatly categorized and labeled
in accordance with their functions. Then, classification filters are extracted out of
the respective traffic groups in preparation of the next stage, the fine-grained traffic
classification.

The fine-grained traffic classification further classifies the diverse traffic groups,
which are the outcomes from the previous stage of functional separation. Until
now, previous studies have shown discrepancies between their goals and standards
for classification. One may aim for general classification and be only concerned
with notions such as whether it is transaction-oriented, bulk-transfer, or peer-to-
peer file sharing. On the other hand, one may have a finer-grained classification
goal and attempt to identify the exact application represented by the traffic. We
believe that our new traffic classification scheme enables more in-depth analysis on
traffic classification results. While top n protocol or application analysis is possible
with other schemes, our method allows for new analysis categories like the average
of browsing time taken to initialize a file download or the most popular functions
among Internet users. It is also a tool to analyze user behavior and to design
future Internet-based applications. When applied to web traffic, it is also possible
to analyze the most popular function of websites The new possibilities allowed by
our new approach will broaden the realm of the traffic classification research beyond

that of network administrative oriented studies to user context dependent research.
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1.3 Research Approach

Considering the problems with previous studies and their methods, as aforemen-
tioned, we have developed a new solution for traffic classification. In this section, we
explain the solution to the critical problems of current traffic classification schemes
mentioned in previous section and methodologies.

In regards to both problems, accuracy and completeness problem and lack of in-
formation problem, we suggest a new method to classify the current Internet traffic.
First, we begin with reviewing current traffic classification schemes from the classi-
fication level point of view and establishing a common understanding of the traffic
classification level. Many of previous traffic classification studies do not have a shared
definition, if any, on their traffic classification level. We categorize existing traffic
classification works into four different levels. Considering the classification levels and
their limitations, we define a new traffic classification scheme called a fine-grained
traffic classification. The main idea of this fine-grained traffic classification comes
from the fact that there exist some differences among flows belonging to a certain
application according to their functionalities.

The key to the fine-grained traffic classification is discriminating network flows
based on their origin functions in an application. To resolve this issue, we developed
a method called a functional separation method, which classifies flows into several
functional traffic groups. This functional separation method is composed of three
crucial steps. The functional separation method first requires a cleaned traffic trace
as its input data. The cleaned traffic trace here refers to network traffic that only

belongs to the target application. In order to obtain the cleaned traffic trace, we
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developed a packet of dump agents for Windows and Android. The dump agents
can collect a certain type of application’s traffic using port allocation and process
information, which can also be obtained from the operating system.

The first step of functional separation, Port-Relation Grouping (PRG), identifies
the dependency on allocated port numbers and aggregates flows according to the
dependency. Then follows Contents-Relation Grouping (CRG) that measures the
content similarity among flows and assorts them again based on the results of their
content similarity. Finally, Contents-Relation Decomposition (CRD) divides the
flow groups composed in the previous steps. This decomposition step is essential
to eliminate any uncertainty caused by misclassified flow groups and discover more
detailed functions.

Outputs of this functional separation process are a number of flow groups. We
developed a traffic classification filter generation method to apply functional sep-
aration results to actual traffic classification. The filter generation step extracts
common functional signatures from each flow group.

To validate the proposed methods, we have run tests by actually classifying
traffic from various types of real applications using the fine-grained traffic clas-
sification filters. We also compared our algorithms with existing signature-based
classification frameworks and a clustering algorithm to prove the higher accuracy
and efficiency acquired by the proposed methods. Our research result can be used
for improve the traffic classification accuracy and completeness. The fine-grained
traffic classification might enrich the amount of information which can be obtained
by traffic classification and can be a beginning of user-behavior analysis based on

traffic classification.
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1.4 Thesis Organization

The organization of this thesis is as follows. Chapter II reviews the existing liter-
ature on the topic of traffic classification. In particular, we present existing traffic
classification works from two different perspectives. In other words, we categorize
existing traffic classification work according to classification methods and classifica-
tion levels. We also clarify the scope and objectives of our work. In Chapter 111, we
explain the proposed fine-grained traffic classification scheme and functional separa-
tion method in detail. Chapter IV describes the traffic classification filter generation
technique. We describe the validation of the proposed method in Chapter V. The
validation includes results of the accuracy evaluation and comparison with unsuper-
vised machine learning algorithm. Finally, Chapter VI concludes the thesis with a

brief summary and suggestion for future work as a further extension of this research.



Chapter

RELATED WORK

In this chapter, we provide an overview of application traffic identification techniques
and classify them into the following categories: 1) Port-based, 2) Payload-based, 3)
Host-behavior-based, and 4) Statistical traffic classification approaches. We also
make a note on the trend of traffic classification techniques. We then describe
different types of traffic classification research according to the level of classification
required and analysis capability. Finally, we explain the scope of this thesis by

explaining the architectures of traffic classification systems.

2.1 Application Traffic Classification Approaches

As the Internet and its application evolve, application traffic classification have uti-
lized various methodologies gradually to deal with obstacles related to traffic classi-
fication accuracy, processing speed and many other aspects of traffic classification.

In this section we explain four different traffic classification approaches and explain
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the trends of traffic classification techniques.

2.1.1 Port-based Approach

Most traditional traffic classification methods rely on the inspection of transport
layer port numbers. Many traditional applications utilize a well-known port number
to initiate and maintain their network connection. Therefore, the application can
be inferred by looking up the packet’s target port number registered in the Inter-
net Assigned Number Authority (IANA) port list [2]. For example, Web traffic is
associated with TCP port 80 and DNS is associated with TCP port 53.

The main advantage of port-based approach is the simplicity of the port matching
technique. Due to the simple port-mapping strategy, port-based classification shows
the best performance in terms of classification speed and extensibility. Adding new
application port data into a classifier’s database enables the traffic classification
system to identify new applications.

However, this approach has limitations in terms of classification accuracy. Many
applications use port numbers that are not registered in IANA port lists and many
P2P applications allocate multiple port numbers dynamically. As a consequence,
it is hard to match a certain port number with an application. Further, some
applications allocate well-known port numbers (e.g., TCP port 80) intentionally to
hide their traffic from detection or filtering. In this case, the traffic classified as
Web traffic is not actual Web traffic. Moore et al. [1] asserted that the accuracy of
port-based identification is no more than 50~70%. Madhukar et al. [3] also showed
that port-based analysis is ineffective for classifying P2P applications: 30~70% of

the Internet traffic is classified as “unknown.”
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Yet, the port-based approach is still a popular solution at the Internet backbone
because of the high volume of traffic and limited computing resources for traffic
classification. Moreover, the port-based approach is efficient for identifying general
trends of application usage due to its simplicity. Borgnat et al. [4] have conducted a
longitudinal traffic characterization of trans-Pacific backbone links. Their empirical
findings showed that a significant portion of P2P traffic is replaced by multimedia
and Web traffic. Although they may have aggregated the P2P traffic with other
unknown protocols, they also utilized well-known port numbers to analyze the traffic

data.

2.1.2 Payload-based Approach

This approach has been proposed to remove any uncertainty of the port-based clas-
sification approach [5, 6]. Theoretically, a complete protocol parsing is the most
accurate solution for traffic classification. However, many applications utilize pro-
prietary protocols to avoid public disclosure. In addition, some applications adopt
well-known application protocol as parts of their application layer protocol. An-
other problem is the complexity of protocol parsing, which requires great amounts
of computing resources and is not suitable for real-time analysis of backbone traffic.

As an alternative, the research community has responded by investigating a clas-
sification scheme capable of identifying applications with predefined byte patterns
called signatures. A signature is a portion of the payload data that is static and
distinguishable for applications, which can be described as a sequence of strings or
hex values. For example, Web traffic contains the string "HTTP” or ”GET” and

BitTorrent traffic contains the string “Ox13BitTorrent protocol” within its payloads.
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The traffic classifier can identify certain traffic data by examining whether target
traffic data contain the signature or not.

Once a set of unique payload signatures is available for an application, this
approach produces extremely accurate classification. Signatures have been manually
extracted by network administrators or security experts. The signature extraction
process requires preceding protocol semantic analysis or empirical packet payload
inspection for pattern recognition. Sen et al. [6] have generated the signatures of a
few P2P applications by analyzing the application-layer protocols; their signatures
could reduce FP and FN to 5% of the total bytes. The protocol semantic analysis
could improve the accuracy of signatures, but signature generation with protocol
analysis has the same problem as complete protocol parsing. This approach is only
feasible when the application protocol description is publicly available. Human
decision-making in such a process results in a slow response time to deal with new
applications. The quality of signatures also varies due to the level of expertise. It is
also an issue to find feasible signatures that deliver acceptable accuracy against the
traffic in an asymmetric routing environment (e.g., an ISP’s backbone links). Thus,
researchers have proposed automated ways to extract application signatures to ease
the manual signature generation process [7, 8, 9].

Although the payload-based approach removes dependency on fixed port num-
bers and increases the traffic classification accuracy, it still has some drawbacks.
Inspecting payload data is a computing-resource-intensive process. It requires huge
amounts of computing resources in the traffic classification system due to the com-
plexity and processing load. Furthermore, extracting signature from the encrypted

or tunneled traffic is difficult or impossible. In some limited instances, the signature
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can be extracted from the encrypted traffic. Ehlert et al. [10] detected the hexadec-
imal patterns in Skype (v.1.5, v.2.0) packet traces during the initial communication
setup phase. However, it is getting hard to inspect payload data because an in-
creasing number of emerging network applications are eluding detection by packet
payload encryption or by the use of plain-text ciphers. Finally, privacy legislation

related to payload inspection is also a problem of the payload-based approach.

2.1.3 Host-behavior-based Approach

The host-behavior-based approach was proposed to classify traffic based on social
interaction observable even with encrypted payloads [11, 12, 13]. For example, Kara-
giannis et al. [11] developed a general method (BLINC) for identifying applica-
tions. This method uses various heuristics and interconnection patterns exhibited
by groups of nodes to identify services. BLINC classifies hosts by capturing the
fundamental patterns of their behavior at the transport layer. The captured profile
of a host, in terms of the destinations and ports with which it communicates, is
represented by special graphs call graphlets. Then, the BLINC identifies applica-
tions or services by comparing the captured profile with predefined host behavior
signatures (also described by graphlets). The key advantage of BLINC is flexibility;
no additional information of application, such as port number, is required. Using a
given set of pattern models, the authors claim that BLINC can identify application
traffic with more than 90% accuracy. However, the level of classification is limited
to identifying application types not exact application names.
FRM [14] handles each distinct flow-a collection record of packet header information-

rather than packets themselves. This is based on an enhanced port and session
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behavior mapping strategy that was developed by POSTECH in 2004. The idea
of grouping flows using session patterns is quite similar to BLINC; however, port
information is used to decide the actual name of an application.

Recently, Iliofotou et al. [12, 15] also proposed a graph-based representation of
network traffic that captures the network-wide interactions of applications. Traffic
dispersion graphs (TDGs) represent an individual IP address as a node and partic-
ular communications as edges between nodes.

The idea behind BLINC and TDGs is to investigate the communication pattern
generated by a host and extract behavioral patterns that may represent distinct
activities or applications.

Similar approaches have been adopted in network research area. Kim et al.
[13] proposed a technique for traffic anomaly detection by analyzing correlations of
destination IP addresses in outgoing traffic at an egress router. By observing the
traffic and correlating it to the previous normal states of traffic, it may be possible

to evaluate whether the current traffic is behaving in an anomalous manner.

2.1.4 Statistical (Machine Learning-based) Approach

Since Machine Learning (ML) was first utilized for Internet flow classification in
the context of intrusion detection in 1994 [16], recent studies have applied ML al-
gorithms to classify network traffic. Various types of learning algorithms such as
supervised, unsupervised, reinforcement, and hybrid learning algorithms are used to
build classifying models [17, 18, 19, 20, 21, 22, 23].

Generally speaking, ML takes input in the form of a dataset of instances. An

instance refers to an individual, independent example of the dataset. Each instance
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Figure I1.1: Traffic classification process using supervised ML

is characterized by the values of its features that measure different characteristics
of the instance. The dataset is ultimately presented as a matrix of instances versus
features. In traffic classification area, most ML-based classification methods ex-
ploit connection-related statistical information-including connection duration, inter-
packet arrival time, and packet size-as a feature set regardless of its type; thus, these
methods can also be used with encrypted traffic. The idea underlying this approach
is that traffic at the network layer has statistical properties that are unique for cer-
tain applications and enable each different application’s traffic to be distinguished
from another.

ML algorithms, utilized for traffic classification, can be categorized into super-
vised learning (or classification) and unsupervised learning (or clustering). Super-

vised learning creates knowledge structures (e.g., traffic classifier) that support the
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task of classifying new instances (e.g., new traffic data) into pre-defined classes
(e.g., applications or services). For supervised algorithms, the class of each traffic
flow must be known before learning. Figure II.1 illustrates the overall process of
traffic classification using supervised learning. A classification model is built using
a training set of example instances that represent each class (training phase). The
model is then able to predict class membership for new instances by examining the
feature values of the unknown traffic data set (testing phase). There exist a number
of supervised learning algorithms and each algorithm differs in the way the classi-
fication model is constructed and what optimization algorithm is used for a good
modeling.

In contrast, unsupervised learning does not require a training data set. Unsuper-
vised algorithms group traffic flows into different clusters according to similarities
in the feature values. These clusters are not pre-defined and the algorithm itself
determines their number and statistical nature. While supervised learning focuses
on the relationship between input and output data, clustering focuses on finding
patterns in the input dataset.

Erman et al. [20] compared the performance of three different unsupervised algo-
rithms (KMeans, DBSCAN, and Autoclass) to classify application traffic data, and
other researchers used various supervised learning algorithms [24]. Each researcher
observed that the algorithms show good performance for traffic classification in terms
of classification accuracy (maximum: 92~93%). Nguyen et al. [25] surveyed and
reviewed the state-of-the-art approaches to ML-based IP traffic classification. There
has been much research on feature selection [26, 27], and finding an effective feature

selection for traffic classification helps enhance the accuracy of the classifiers. Some
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approaches have focused on using features that are based on aggregate flow statis-
tics such as average packet size [18, 19, 22, 23, 28, 29]. Other approaches have used

per-packet statistics such as individual packet sizes and inter-arrival times [22, 29].

2.1.5 Trend of Classification Approaches

In this thesis, we have analyzed the papers published between 1994 and 2009, starting
with traffic classification and measurement papers, papers written by the same set
of authors, and references cited therein. Figure I1.2 shows the trend in classification
approaches over time based on the number of publications. These statistics were
calculated based on papers published between 2001 and 2009 (the values derived
from 1994 to 2000 were omitted due to their small contributions). The proportion of
classification approaches shows the trend in classification approaches better than the
absolute number for each approach. As mentioned before, the port-based approach
was dominant early on (beginning of the 2000s) and its proportion decreased as time
passed due to its various limitations. However, it is remarkable that this port-based
approach has been utilized continuously because of the high volume of traffic and
limited computing resources for traffic classification. We believe that the port-based
approach is still efficient for identifying general trends in application usage owing to
its simplicity.

Since Napster in 1996, many more P2P applications have been and continue
to be introduced. The growth in user popularity and traffic volume of P2P ap-
plications has been explosive. Due to the little-known port allocation scheme of
many P2P applications, the research community started to focus on packet payload

content rather than port number to identify network traffic. DPI examines the pay-
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Figure I1.2: Trend of classification approaches based on number of publications

load data of a packet to identify network traffic. This approach is also popular in
the IDS and intrusion prevention system (IPS). Its high accuracy enables advanced
network management, including traffic classification, security function, and service
management. Even though the absolute number and proportion of payload-based
approaches have been decreasing over time because of the privacy legislation re-
lated to payload inspection, the majority of previous work demonstrated that the
signature-based approach was the most reliable one available for accuracy. Even
some statistical approaches (machine-learning approaches) used signatures (or man-
ual payload inspection) as ground truths for validation [5, 24, 29, 30, 31, 32].

Due to the privacy legislation issues, the research community tried to develop new
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Table I1.1: Comparison of different classification approaches

Computational Cost Handling
Accuracy — - - Extensibility .
Classifier Generation ~ Matching Encryption
Port-based Low Low Low High No
Payload-based High High High High No
Host-behavior-based High Medium High High Yes
Statistics (ML-based) High High Medium Low Yes

classification approaches that do not require any payload data. Since the machine-
learning technique was adopted in the traffic classification area, many papers us-
ing machine learning have been published; this statistical approach constitutes the
largest portion of classification approaches.

Table II.1 summarizes comparison between four different traffic classification
approaches in the abstract. Even though this summarization cannot characterize
individual traffic classification research, it shows general characteristics of each clas-

sification approach.

2.2 Level of Application Traffic Classification

The previous studies have discussed various classification methodologies (e.g., well-
known port matching, payload content analysis, and ML). Steadily over time, many
variants of such methodologies have been introduced to improve the classification
accuracy and efficiency. However, it is extremely difficult for any method to achieve
100% accuracy due to the fast-changing and dynamic nature of Internet traffic. In
another respect, each study aims at different levels of classification. Some only

have a coarse classification goal, such as classifying traffic protocols or application
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types, while others have more detailed classification goals, such as identifying the
exact application name. Therefore, it is often unfair to compare each classification
method in terms of accuracy. This section describes different types of traffic clas-
sification research according to the level of classification requirements and analysis
capability rather than techniques used in traffic classification. We categorize traf-
fic classification studies into following categories: Application protocol breakdown
scheme, Traffic clustering scheme, Application-type breakdown scheme, Application

breakdown scheme, and others.

2.2.1 Application Protocol Breakdown Scheme

Traffic classification is a process of identifying network traffic based on the features
that can be passively observed in the traffic. The features and classification results
may vary according to specific classification requirements and analysis needs. Early
on, traffic classification was performed as a part of traffic characterization work, and
was often motivated by the dominance of certain protocols in the network. Sev-
eral studies [33, 34] analyzed the packet and byte distributions regarding transport
and application layer protocols. TCP/UDP port numbers map to a well-known
TCP/UDP protocol. The protocol breakdown scheme shows a rough estimation of
the traffic composition and is still a popular solution at the Internet backbone be-
cause of its high traffic volumes and limited computing resources for traffic analysis
[8, 20, 22, 34, 35, 36, 37].

Borgnat et al. [4] have conducted a longitudinal traffic characterization of trans-
Pacific backbone links. Their empirical findings showed that a significant portion

of P2P traffic is replaced by multimedia and Web traffic. Although they may have
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aggregated the P2P traffic with other unknown protocols, they also utilized well-

known port numbers for protocol breakdown.

2.2.2 Traffic Clustering Scheme

A straightforward classification, relying on IP protocol and port information, cannot
provide in-depth classification of traffic within a single protocol where similar traffic
types use different protocols. This scheme reflects traffic workload characteristics
rather than the protocol composition [17, 38, 19, 39]. McGregor et al. [17] proposed
a machine-learning-based classification methodology that can break the traffic down
into clusters: bulk transfers, small transactions, and multiple transactions. This

allows us to understand the major types of traffic in a network.

2.2.3 Application-type Breakdown Scheme

BLINC [11] is a connection-pattern-based classification method. The idea behind
BLINC is to investigate the communication pattern generated by host and extract
behavioral patterns that may represent distinct activities or applications. It catego-
rizes network traffic according to application type rather than a specific application
name, such as Web, game, chat, P2P, DNS, FTP, streaming, mail, and attack activ-
ities. This scheme resides between the former two schemes [1, 18, 40, 41, 42, 43, 44,
45,46, 47]. The application-type breakdown scheme helps network administrators or
operators to understand dominant application types rather than specific application

names or protocols.
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2.2.4 Application Breakdown Scheme

The dominance of P2P networking in the Internet has had a huge influence on traffic
classification research and led to more sophisticated heuristics. In this context, many
researchers have focused on identifying the exact application represented by the
traffic [5, 6, 7, 48, 49, 50, 51, 52, 53, 54, 55]. Discovering byte signatures [6] has been
a popular solution. Regardless of its proven accuracy, the signature-based solution
possesses high processing overhead and privacy-breaching issues because it requires
a packet header and payload analysis. Recently, machine learning techniques which
use statistical information of the transport layer [24] is introduced to overcome
privacy legislation related to packet payload inspection. It focuses on the fact that
different applications have different communication patterns (behaviors). Moreover,
Szabé et al. [56] introduced combinations of these existing methods in order to
balance between the level of classification completeness and accuracy. All these
efforts are presented to classify network traffic according to the name of application
in use.

The dominance of P2P networking in the Internet has had a huge influence on
traffic classification research and led to more sophisticated heuristics. In this con-
text, many researchers have focused on identifying the exact application represented
by the traffic [5, 6, 7, 48, 49, 50, 51, 52, 53, 54, 55]. Discovering byte signatures [6]
has been a popular solution. Regardless of its proven accuracy, the signature-based
solution possesses high processing overhead and privacy-breaching issues because
it requires a packet header and payload analysis. Recently, machine-learning tech-

niques that use statistical information of the transport layer [35] were introduced to
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overcome privacy legislation related to packet payload inspection. The techniques
focus on the fact that different applications have different communication patterns
(behaviors). Moreover, Szabd et al. [56] introduced combinations of these existing
methods in order to balance the level of classification completeness and accuracy.
All these efforts are presented to classify network traffic according to the name of

the application in use.

2.2.5 Other Classification Levels

Some other research use multiple classification levels simultaneously to classify traf-
fic. Most common combination is protocol breakdown and application breakdown
[3, 29, 31, 32, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71]. Other
combinations are [protocol breakdown and application-type breakdown][72], [traffic
clustering and application protocol breakdown][19, 39], and [application-type break-
down and application breakdown]|[73]. Some other research focus on classification
of network anomalies [9, 74, 75, 76, 77, 78, 79, 80, 81]. More details on how each
research classifies network traffic will be provided as appendix later.

Other studies use multiple classification levels simultaneously to classify traffic.
The most common combination is protocol breakdown and application breakdown
[3, 29, 32, 57, 58, 59, 60, 61, 62, 63, 31, 64, 65, 66, 67, 68, 69, 70, 71]. Other
combinations are as follows: protocol breakdown and application-type breakdown
[72], traffic clustering and application protocol breakdown [19, 39], and application-
type breakdown and application breakdown [73]. Some other studies have focused
on the classification of network anomalies [74, 75, 76, 77, 78, 9, 79, 80, 81]. More

details on how each research classifies network traffic will be provided in an appendix
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Figure I1.3: Traffic classification schemes according to different classification levels

to be included later.

2.2.6 Comparison

Figure I1.3 shows different traffic classification schemes according to their classifi-
cation level. The application protocol breakdown scheme presents network traffic
into different protocols rather than application types or names. For example, all ftp
traffic is classified under the ftp protocol group although there are many distinct
ftp client programs since all clients employ the same ftp protocol for data transfer.
The traffic clustering scheme was proposed in different perspective to traffic clas-
sification. While the application protocol breakdown focuses on identifying certain
protocol, the clustering scheme can capture common characteristics shared among
the distinct applications using a single or multiple protocols. In addition, the appli-
cation breakdown scheme can provide more detailed classification results, especially
for P2P applications. It would classify distinct application names even if the corre-

sponding traffic is generated from the same protocol. For example, there are many
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descendant applications which use the BitTorrent protocol. While the application
protocol breakdown scheme cannot distinguish the traffic generated by different Bit-
Torrent clients, the application breakdown scheme can classify the traffic according
to the exact client name represented by the traffic.

The application-type breakdown scheme resides between the traffic clustering
and application protocol breakdown schemes in terms of classification level. It char-
acterizes the traffic based on connection pattern or host profiles and classifies into
various application-types, such as Web, game, chat, P2P, streaming, mail, and se-
curity attack activities. One application-type can be a superset of both application

and application protocol.

2.3 Scope and Objectives

2.3.1 RTFM/IPFIX Architecture

Many traffic monitoring and analysis systems follows the Real-time Traffic Measure-
ment (RTFM) architecture [82] which was proposed by the IETF working group
and it is a logical monitoring structure for different types of networks. The RTFM
architecture is composed of four entities that communicate by means of a suitable
protocol which is not explicitly specified in the definition: Meter, Meter Reader,

Manager, and Analysis Application.

e Manager: A traffic measurement manager is an application which configures
‘meter’ entities and controls ‘meter reader’ entities. It uses the data require-
ments of analysis applications to determine the appropriate configurations for

each meter, and the proper operation of each meter reader. It may well be
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convenient to combine the functions of meter reader and manager within a

single network entity.

e Meter: Meters are placed at measurement points determined by network
operator. Each meter selectively records network activity as directed by its
configuration settings. It can also aggregate, transform and further process the
recorded activity before the data is stored. The processed and stored results

are called the ‘usage data’.

e Meter Reader: A meter reader reliably transports usage data from meters

so that it is available to analysis applications.

e Analysis Application: An analysis application processes the usage data so
as to provide information and reports which are useful for network engineering

and management purposes.
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Figure IL.5: A typical Internet application traffic classification system

Figure I1.4 illustrates relationships between entities of RTFM architecture. There
is an open-source implementation of the RTFM architecture for network traffic flow
measurement called NeTraMet [83, 84]. To improve the compatibility with high-
speed network links, many traffic monitoring systems have proposed improved ar-

chitecture for monitoring network traffic such as IPFIX [85].

2.3.2 Architecture of Traffic Classification System

Many traffic monitoring systems follow the RTFM architecture. Figure I1.5 illus-
trates the design of a typical Internet application traffic classification system which
is influenced by RTFM architecture.

Although detailed design of each traffic classification system differs according to
their specific classification goal and implementation issues, many traffic classification
systems such as nTop [86, 87] and CoralReef [88] have common components in terms

of functionalities as follows.

e Packet Capturer: A packet capturer collects the entire raw packets passing
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through the network link by using the port mirroring function supported by

switches and routers or network splitters.

e Flow Generator: A flow generator aggregates raw packet trace into flows. A
flow is a sequence of packets which shares same 5-tuple header values; source IP
address, destination IP address, protocol, source port, and destination port.
Even though there are various definitions about the network flows such as
Cisco’s NetFlow [89] and Juniper’s Jflow, their common goal is aggregating

raw packet trace to deal with high-speed network traffic.

e Flow Store: Generated flows are stored in a flow store so that it is available

to traffic analyzer.

e Traffic Analyzer: A traffic analyzer queries the flow data stored in a flow
store according to the various analysis scopes. For traffic classification, the
traffic analyzer matches stored flows with traffic classification rules for filters.
Each classification system has their own knowledge based to classify network

traffic into different classes.

e Presenter: A presenter shows traffic analysis result with graphical user in-

terface.

Each component has lots of room for improvements in terms of performance.
Table I1.2 describes what kinds of improvements are possible with each component.
For the packet capturing, there are various efforts to handle high-speed network
links. University of Waikato [90] developed DAG technology which is a combination

of hardware design (using FPGA technology) and software (a software driver layer)



II. RELATED WORK 30

Table II.2: Possible improvements of traffic classification system

Methodology Effects on Performance

High performance packet capturing devices ) ) )
Packet Capturer ) . ) Handling high-speed network link
Reducing packet dropping ratio

Flow sampling Handling high-speed network link
Flow Generator . s
Support different flow formats Improvement of flexibility
o . Improvement of analysis speed
Flow Store Optimize database operations o )
Efficient data reduction
New classification methodology Improvement of accuracy and completeness

Traffic Analyzer . . o
Matching algorithm Improvement of classification speed

o Efficient reports
Presenter Data visualization o .
Effective in data presentation

and Endace Measurement Systems have developed commercial products of DAG
technology named DAG cards which are the ultimate in network packet capture
interface cards. They guarantee 100% packet capture on any network regardless of
packet size, interface type or network load [91].

For traffic analyzer and presenter, many of previous studies related to traffic
classification proposed various techniques to classify network traffic accurately and
efficiently. Traffic analyzers utilize their own methodologies to detect target applica-
tion traffic. Previous studies described in Section 2.1 and Section 2.2 have proposed
new classification methodologies or new types of traffic classifiers.

In this thesis, we will propose a new traffic classification methodology from the
viewpoint of traffic analyzer. More specifically, our methodology aims to provide an
accurate way to build knowledge structure for traffic classification. The performance
improvements for packet capturing and flow generation are beyond the scope of this

thesis.
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FINE-GRAINED TRAFFIC
CLASSIFICATION AND
FUNCTIONAL SEPARATION

In this chapter, we propose a solution for the aforementioned problem of accuracy
and completeness in traffic classification. More specifically, we propose a scheme
called fine-grained traffic classification that can provide more in-depth information
about traffic classification results. The key to this fine-grained traffic classification
scheme is that the methodology can classify various traffic generated by a single
application.

We first will describe the characteristics of current Internet applications and
traffic classification methodologies. Then, we will describe the details of our fine-
grained traffic classification scheme and its main algorithm, a functional separation

methodology. The proposed methodology can detect different types of traffic gen-
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erated by a single application according to their functionalities, and we expect that
it will increase accuracy and completeness of traffic classification by reducing the

amount of undetected traffic.

3.1 Fine-Grained Traffic Classification

This section explicates the concept and algorithm of the fine-grained traffic clas-
sification and its significance by analyzing the characteristics of current Internet

applications and traffic classification schemes.

3.1.1 Characteristics of Current Internet Traffic and Applications

Compared to traditional network applications,Internet applications nowadays are
becoming more complex as they generate various types of traffic. Traditional appli-
cations, such as web, e-mail, and ftp, tend to communicate with a single or just a few
hosts for their service completion while using fixed ports most of the time. On the
other hand, however, newly emerged Internet applications use multiple sessions with
a dynamic and ephemeral port allocation strategy, which makes traffic classification
more difficult.

Figure III.1 illustrates the number of open connections over time when a host
downloads a file using a client application named BitTorrent. Although the exact
number of connections varies according to the condition of BitTorrent swarms, in
general, a large number of connections are established simultaneously. It stands true
for not only BitTorrent but also other P2P applications such as eDongkey, as most

of them keep multiple sessions to download contents from other peers.
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Figure III.1: Number of concurrent network connections over time

Figure II1.2 shows the port allocation behavior of BitTorrent. X-axis indicates
the number of remote ports and y-axis the number of local ports. An individual
session is represented as a dot. As the figure shows, local port numbers are con-
centrated in a small range whereas remote port numbers are broadly distributed.
Considering the fact that a P2P client acts both as a client and server, we can con-
clude that a BitTorrent client allocates dynamic port numbers and that it makes
application traffic identification tricky as a result.

Another characteristic of recent Internet applications is their multi-functionalities.
Newly emerged applications are usually equipped with various functionalities in ad-
dition to their main ones while traditional applications have only one or a small
number of functionalities.

A case in point is Microsoft’s MSN messenger application. Old versions of MSN
(prior to version 3) had only supported simple functions in a limited range such as

plain text messaging, e-mail notification (Hotmail), and contact lists update. On the
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Figure II1.2: BitTorrent’s port allocation behavior

other hand, the latest version of MSN now provides numerous advanced functions
including video/voice call, file transfer, mobile games, and remote assistance, just to

name a few. The ever-increasing complexity and multiplicity of applications preclude
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detecting a complete set of traffic generated even from a single application.

A more serious problem is that these types of newly emerged applications and
the traffic they generate Largely dominate today’s internet. Results from Internet
traffic characterization research support this phenomenon. A piece of research work
on analyzing P2P traffic shows that P2P traffic now accounts for 50~70% of the
total Internet traffic [92]. Kim et al. [69] also corroborate that P2P applications
generate a substantial volume in enterprise networks. Some long term studies on
traffic characterization make it more clear. Claffy et al. [93] analyzes a long term
growth of NSFNET from 1988 to 1993. During those days, FTP and Mail accounted
for about half of the growing traffic volume until web traffic became the majority.
In 2009, a Japanese research group [4] conducted a study of Internet traffic char-
acterization during the period of 2001~2008. Their empirical observation suggests
that a significant portion of P2P traffic is now being replaced by multimedia and

Web traffic.

3.1.2 Significance of Fine-Grained Traffic Classification

The significance of fine-grained traffic classification can be found in the character-
istics of current Internet applications and their traffic described in Section 3.1.1.
In general, the current studies on traffic classification mainly grapple with detect-
ing major applications including P2P and streaming applications that occupy most
of today’s Internet traffic. Furthermore, detecting P2P or streaming itself is also
heavily weighted toward classifying a few main functions of the major applications
(e.g., file transfer in P2P) that generate the greatest volume of traffic workload.

Nevertheless, the applications simultaneously generate all different kinds of traffic
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besides the prominent ones of high-volume traffic. As a result, the lack of inter-
est in minor traffic classes and consequential neglect of them inevitably undermine
the accuracy and completeness of classification, especially in face of newly emerging
network applications.

As an example, we have conducted a very simple experiment. We have measured
amount of traffic generated by a P2P client when downloading a small size of music
files. The total traffic volume generated by the P2P client was approximately 45.9
Mbytes; yet, the actual volume of downloaded files was 24.1 Mbytes, which is less
than 53% of the generated traffic in total. It implies that ancillary functionalities
(except the actual downloading) of the P2P client generate a significant portion of
the traffic.

Figure II1.3 shows the relationship between the fine-grained traffic classification
and other traffic classification schemes described in Section 2.2. The fine-grained
traffic classification can classify various types of traffic derived from a single appli-
cation. As shown in Figure II1.3, a single application typically has several functions,
and each function triggers a unique traffic characteristic. By identifying various
types of functional traffic, we can reduce undetected or unclassified traffic in com-
parison to other traffic classification schemes. In addition to this, the fine-grained
traffic classification enriches the quality of information achieved by classifying traf-
fic.. In other words, this new traffic classification scheme can provide more in-depth
traffic classification results. While top n protocol or application analysis is possible
with other schemes, our fine-grained traffic classification allows new approaches to
data analysis using innovative categories such as the average browsing time to ini-

tialize a file download and the most popular functions currently in use among users.
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Figure I11.3: Relationship between fine-grained traffic classification and other traffic
classification schemes

Therefore, it can also serve as a tool to analyze user behavior and design future
applications in the Internet. When it applies to Web traffic, analyzing the most
popular function of the Web site (e.g., Facebook) is also possible. This will extend
the traffic classification research from network administrative oriented research to

user context dependent research.

3.1.3 Methodology for Fine-Grained Traffic Classification

A key to the fine-grained traffic classification is how to categorize single application

traffic into different traffic groups. It does not vary significantly from the central
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problem of traditional traffic classification except for the degree of detail in classi-
fication. Accordingly, various existing methods, most of which use a classifier per
application or protocol can be applied to this classification scheme.

We simplify the fine-grained traffic classification problem as shown below. We
first build arbitrary classifiers (e.g., application signature, connection behavior model,
statistical model, and etc.) per application where each classifier corresponds to a
distinct function in the application. Among many classifiers, we select signature
as the classifier because a large number of previous works have demonstrated that
a signature-based approach is by far the most reliable in terms of accuracy. Even
some statistical approaches used signature as ground truth for validation [24]. In
addition, it is convenient to apply new fine-grained signatures into existing traffic
classification systems and commercial traffic shapers as intrusion detection devices
utilize application signatures for their classification.

Our methodology for fine-grained traffic classification consists of three parts: 1)
input data collection, 2) discrimination of various functionalities in a single appli-
cations traffic, 3) traffic classification filter extraction, and 4) traffic classification
using fine-grained signatures.

Figure III1.4 illustrates the workflow of fine-grained traffic classification process.
This process is consists of includes both an offline and online process. The offline
process is for to build a knowledge structure for online traffic classification system
while the online process is the actual traffic classification process with a traffic
classification system. As described in Section 2.3.2, an online traffic classification
system has an traffic analyzer, and it has its own knowledge base for classifying or

identifying application traffic. This thesis focuses on the offline process that is to
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build fine-grained traffic classification filters. Once fine-grained traffic classification
filters are built, the filters can be applied to existing traffic classification systems
with little modification in the system. small amount of system modifications.

The offline process starts with input data collection. The functional separation
algorithm requires a collection of cleaned packet as its input data. Cleaned raw
packets refer to the packets belonging to the target application only. We have devel-
oped a continuous packet dump agent using libpcap library [94] to collect the packet
trace for every running process in the OS. The collecting agent divides the sani-
tized packets according to each flow and stores them in a separate packet dump files
tagged with the origin process name. It is important to keep the datasets separate
according to each flow and its process name because it can reduce unnecessary flow
comparison overhead in functional separation step. If the given dataset is a mixture
of many different applications, it may be difficult to discover common patterns in an
application. Such a design decision is necessary to guarantee efficiency and accuracy
of the functional separation; thus, we remove any uncertainty of traffic being fed to
the functional separation algorithm.

When n different applications are running on a host, each application executes
m; different functional modules (the subscript ¢ indicates that the value of m; dif-
fers from one application to another) and each module in an application generates
different types of traffic. The traffic dump agent continuously monitors the network
interface and captures all traffic data passing through the network interface. The
agent aggregates the traffic data into flows and stores each flow in a separate file.
Every flow is tagged with the application or process name acquired from the OS. The

stored n groups of cleaned traffic, labeled with an application name, are fed into the
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functional separation. The functional separation classifies the cleaned traffic into m;
subcategories according to the flow type. As a result of this functional separation,
we can get n X m; groups of flow data. Each group of flow data is used as input data
for traffic classification filter extraction. In this case, a number of filter extraction’s
output is n X m; and a single application can have at the most m; signatures. Most
of the prior research on signature-based traffic classification designates a single sig-
nature per application. However, this may lead to an increase in the false negative
ratio as well. We will discuss the fine-grained traffic classification process more in

detail in the following sections.

3.2 Cleaned Data Collection

In this section, we describe our cleaned data collecting agent called Traffic Measure-
ment Agent (TMA). We have developed different versions of data collecting agent
programs which run on Windows based hosts and Andoroid based smart phones. We
believe that these collecting agent applications not only for data collecting but also
for other functions such as generating ground truth data used for the for validation

of traffic classification systems.

3.2.1 Traffic Measurement Agent

If the target application traffic blends into other traffic, the possibility of finding
reliable traffic groups in a single application will decrease. The role of the Traffic
Measurement Agent (TMA) is to collect a packet trace without any undesired traffic

and generated traffic summary log data. The agent program captures all the packets
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passing through the network interface and filter out undesired packets based on

socket allocation information obtained from its operating system.
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Figure IIL.5: Internal structure of TMA

Figure IT1.5 illustrates the internal structure of the TMA. The TMA runs on a

Windows-based host and interacts with a network interface and operating system.

The agent captures packets from the network interface using libpcap packet capture

library [94]. Before dumping the packet data into a file, the agent extracts packet

header information and passes it onto a process identifier.

The process identifier obtains TCP/UDP allocation status from the operating

system. A Windows operating systems provides a family of APIs to retrieves a table

that contains a list of TCP and UDP endpoints available to the application. The

process identifier retrieves a process name responsible for a certain port number and

returns this information to the packet dumper.

The packet dumper aggregates packet traces into flows and stores each flow in a
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separate file. While storing the packets, the process name is used as a key. Therefore,
each stored trace file only contains packets of the selected application.

The TMA also generates the traffic summary log of cleaned traffic data using
a log manager. The log is composed of lines of traffic summary according to each
corresponding process. The log data is sent to a server via TMA client interface.
The log data collected in the TMA server can be later used as a ground truth for

FP and FN verification.

3.2.2 Mobile Traffic Measurement Agent

The mobile traffic collecting agent called Mobile Traffic Measurement Agent (mTMA)
runs on Android based smart phones. Due to the differences between Windows and
Android, implementation details of mTMA and TMA are different. However, an
overall structure of mTMA is similar to that of the TMA as described in the previ-
ous subsection. Smart phones have limited computing resources compared to usual
desktop or laptop computers. Storing every packet can be a heavy burden to smart
phones. To mitigate the overhead, therefore, we removed the packet dumper from
the mTMA to an extra device specifically designed for packet dumping.

We developed a separated dump agent that is capable of acting as a wireless
access point. This dump agent operates as a network bridge. When a smart phone
is connected to the access point, the dump agent captures all packet passing through
the agent and stores them into a temporal trace file. Then a trace filterer filters out
undesirable traffic based on traffic summary log sent from the mTMA in the smart
phone. The output file is exactly same with the cleaned traffic trace stored by the
TMA.
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Figure II1.6: Internal structure of mTMA and dump agent

3.2.3 Ground Truth Data

The TMA server-client architecture is one way to obtain a set of ground truth data
for validation of the traffic classification. Both TMA and mTMA have a TMA client
interface inside of them. The TMA client interface is the communication channel
between TMA (or mTMA) and TMA server. A TMA transfers traffic summary logs
generated by the log manager to a TMA server periodically to minimize the effect
on network traffic by TMA programs.

Figure II1.7 shows the usage of TMA server and client. The TMA log data
are generated from a campus network’s edge client and transmitted to the TMA
log sever. Then the server keeps the accumulated log data, which can be used
to determine the overall accuracy of the traffic classified by a traffic classification

system. This TMA approach can also be applied to various other classification
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methods attempting to measure accuracy.

3.3 Functional Separation

In this section, we present our functional separation algorithm, which is the core
of the entire fine-grained traffic classification. Functional separation (FS) aims to
classify individual flows according to their functionalities in an application. The
main idea of the FS reflects the fact that there exist common characteristics among
flows that belong to the same functionality. We adopt the TCP/UDP port number
and payload contents as our grouping criteria. For example, a BitTorrent client

allocates a number of TCP/UDP port dynamically and simultaneously. Although
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assigned port numbers are not predictable, the sessions that share the same port
number in a certain time slot can be grouped into a same functional group. We also
examine actual packet contents so that we can assort flows based on the similarity
of application protocol layers even if same functional sessions allocate different port
numbers.

Figure II1.8 illustrates the entire F'S process. It consists of three different group-
ing/decomposition steps. The solid rectangles describe how the traffic data is orga-
nized after each grouping/decomposition steps, and the dotted rectangles indicate
the information used in each step. The role of each grouping/decomposition step is

as follows.

1. Port-Relation Grouping (PRG) means assorting flows based on the dependency
of assigned port numbers. In this step, the flow information is generated from
the captured clean traffic trace according to their 5-tuple information: source
IP address, destination IP address, source port, destination port, and protocol.
During the PRG step, we treat the port numbers as indexes without any
function-related information. For example, we groups flows which use TCP
port 21 into same PRG group, but we do not assume in any way that the use

of TCP port 21 signifies ftp control traffic.

2. Contents-Relation Grouping (CRG) means measuring the similarity between
different Port-Relation groups. The CRG process utilizes payload contents and
communication pattern of each Port-Relation groups. Based on the payload
contents, we can capture the common byte pattern of application protocol. We

also examine communication patterns in terms of the number of source/desti-
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nation ports. It can reduce unnecessary flow comparison overhead in contents

examination.

3. Contents-Relation Decomposition (CRD) means dividing Contents-Relations
groups based on the contents similarity again. In PRG step, we assort flows
according to their port numbers not actual contents of application protocols.
Therefore, original Port-Relation group might have different functional flows,

which allocate the same port number by chance.

Our proposed method for functional separation normally works on both TCP
and UDP flows. For the functional separation step, we do not consider unintentional
packet drops when we manipulate flows. In case of a general traffic monitoring and
measurement system which located in the middle of a certain network link, unin-
tentional packet drops occurs when the system is exposed to an asymmetric routing
environment or when the system has limited capacity for capturing packets. How-
ever, the offline processes (data collection, functional separation, and classification
filter extraction) of the fine-grained traffic classification works on an end host. In
this case, a TCP protocol provides reliable and ordered delivery of a stream of bytes
as the nature of their design choices. The following subsections will explain each

functional separation steps in detail.

3.3.1 Port-Relation Grouping

The Port-Relation Grouping (PRG) classifies individual flows according to the de-

pendencies on port numbers. The PRG begins with very simple assumptions.

Assumptions
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1. Packets that occur in the close time interval and share the same 5-tuple (source
IP address, source port, destination IP address, destination port, and protocol)

had originated from the same functionality.

2. Reverse packets (displacement of 5-tuple information, protocol must be the

same) in the close time interval (< 1 minute) belong to the same functionality.

These assumptions follow the fundamentals of the concept of flow. The packets
belonging to these categories can be treated as being from the identical functionality

without loss of generality.

flow as
- Host F a8 [ Host
< A B
flow ga

(a) Flows (b) Bidirectional flow

Figure I11.9: Bidirectional flow diagram

Figure II1.9 illustrates these assumptions in a diagram of flows. When a host
A tries to establish a TCP session with host B, a SYN packet is sent from A to B
and this packet initiates a flow (flowap). Based on the TCP 3-way handshaking
operation, B sends a SYN-ACK packet back to A and this packet initiates a reverse
flow (flowpa). These two flows form a TCP connection and they can be considered
as a same group of functionality. For the sake of simplicity, we treat a flow and its
reverse flow as a bidirectional flow.

Figure III1.10 describes a host’s connection behavior and how the PRG classifies

flows into certain RG groups based on these connection behaviors. Figure I11.10 (a)
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Figure II1.10: Connection behavior of a host

illustrates connections between a server and three clients. In TCP connection, a
server opens a listening port (port a) and waits for clients’ connection requests. We
can say that connections are generated from a same functionality if different clients
connect to a server using the server listening port even if the clients allocate different
ports (b, ¢, d). However, our input traffic data is collected from the client side (host
A), and we cannot compare connections generated from other clients. Thus, we
focus on different connection behaviors occurring on the client. In Figure III.10
(b), the host A connects to three different servers using a common server listening
port number. An example of this connection behavior can be easily found in a Web
browser. When a browser connects to a Web page, the Web page may consist of
various contents, which may be located in different servers. In this situation, the
client establishes extra connections to receive contents from different servers and

those connections utilize a common server listening port unless other port numbers
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are assigned explicitly. Figure I11.10 (c) demonstrates the connection behavior of
host A when the host runs a P2P application. Unlike a server-client model, a host
acts both as a server and client. When the host acts as a client, the connection
behavior can be treated as a normal server-client model described in (b). When a
host acts as a sever, the host opens a listening port and waits other peers’ connection
requests. Therefore, the flows that have a same local port number can be grouped
into one class.

Algorithm 1 describes the PRG process. A flow fip dip,sport,dport,proto) 15 @ se-
quence of packets with the same 5-tuple header values: source IP address, desti-
nation IP, protocol number, source port, and destination port. One TCP or UDP
connection consists of two different flows. Therefore, a flow f, and its reverse flow
f» belong to a same bidirectional flow and same PR group (line 5~11). Because
the input data is collected from a host, a bidirectional flow can be described as
Fliocatip,localport,remoteport remoteip,proto)

In a single execution of an application, different functionalities of the application
create multiple flows concurrently. Even though a port number that is to be allocated
is determined in a run time, flows that allocate a same port (either local or remote)
simultaneously belong to the same PR group (line 12~22). The best instance of this
is the behavior of a P2P client. A P2P client is required to allocate a port in order
to upload data when the client joins a P2P network. Although the port number
is not predictable, once the client allocates a port, every flow established using the
port is now designated for uploading data.

Figure II1.11 depicts an example of PRG on a real BitTorrent traffic. Sample

traffic shown in this example is captured when a BitTorrent client downloads a
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Figure II1.11: An example of Port-Relation Grouping on BitTorrent traffic
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Algorithm 1: Pseudo algorithm for Port-Relation Grouping

procedure FlowGrouping
input : Flows, Flow = {f1, fa, -, fn}
output: Port-relation groups, PR

1 begin

2 PR={[],11],---,[1} // initialize port-relation group
3 F=A{[][],---,11} // initialize bidirectional flow set
4 for 1 <i<ndo

5 for i <j<ndo

6 if f; = reverse(f;) then

7 | F < fi.f)

8 end

9 end
10 end
11 for 1 <i<|F|do
12 if |PR| =0 and i =1 then
13 ‘ PRy + C;
14 end
15 else
16 for 1 <i <|PR| do
17 if localPort (PR;) = localPort (C;) or

remotePort (PRj) = remotePort (C;) then

18 | PR; + C;

19 end
20 end
21 end
22 end
23 end

file, and the figures only contain some parts of the traffic for simplicity’s sake. A
BitTorrent client uses both TCP and UDP flows when it downloads a file. The TCP
flows are used for getting the file’s hash value from a tracker while UDP flows are for
actual downloading. Figure III1.11 (a) describes the bidirectional flows (aggregation

of a flow and its reverse flow) and Figure II1.11 (b) describes the PR groups after
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flows are assorted based on either their local or remote port numbers. A connected

graph represents a PR group. In this example, the output of PRG is two PR Groups.

3.3.2 Contents-Relation Grouping

When some flows allocate different port numbers, the PRG cannot classify them
into a same group even if they actually belong to the same functional group. A
case in point is the behavior of a P2P client that allocates random ports. A P2P
client connects to different peers at the same time and each flow might allocate a
random port. Therefore, it is impossible to place all flows into one functional group
using PRG even if those flows are established for a same purpose (e.g., searching or
downloading). To solve this shortfall of PRG algorithm, we have developed a method
called Contents-Relation Grouping (CRG). The main role of CRG is to connect the
preliminary PR groups according to their inter-dependencies in terms of contents

similarity:.
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Figure II1.12: An example of connection patterns
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To combine inter-related PR groups, we measure the degree of contents similarity
among PR groups. If the similarity metric between two PR groups exceeds a certain
threshold value, then the PR groups are merged into one CR group. When we
compare two different PR groups, we take into consideration the connection patterns
of these PR groups. We define the connection pattern of a PR group as {1:number
of local port:number of remote port:number of destinations}. The first number 1
indicates the number of source hosts. In our functional separation, we collect data
from a selected host, which make the value always remain one. Figure II1.12 shows
an example of connection patterns of PR groups. PRG; and PRGa have 1:3:1:1
pattern while PRG3, PRG4, and PRG5 have 1 :1:1: 1 pattern.

If different PR groups are generated by a same functionality, they are likely to
have common connection pattern. Thus, we measure the contents similarity of PR
groups that have same connection patterns (i.e.,{ PRG1,PRG32}, {PRG3,PRG4,PRG5}).

In addition to the connection patterns, we also consider the relationship between
a local port number and remote port number of bidirectional flows. In the PRG,
bidirectional flows are grouped according to a common local or emote port number.
A P2P host acts both as a client and server as illustrated in Figure I11.13.

In Figure IT1.13 (a) the host A operates as a server. Peers connect to the host
A through A’s listening port a. Thus, the bidirectional flow Fap, Fac, and Fap
form a PR group, and their common local port number is a. If the host A operates
as a client (Figure II1.13 (b)), a bidirectional flow F4p forms a PR group. If the
protocol used in both cases is identical, then these PR groups should be merged.
However, the PRG cannot group them due to their different port numbers. To solve

this problem, CRG compares two different PR groups to see whether their local port
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Figure II1.13: Connection behavior of a P2P host A

number and remote port number is identical.

In order to compare the contents similarity, we adopt a document retrieval tech-
nique [95] which is one of the main research area in NLP filed. The key concept
of document retrieval is that the similarity between documents can be measured
by the frequency of keywords appearing in the documents. We have defined sev-
eral key terms used when applying document similarity to traffic classification. This
subsection provides our payload vector conversion, vector comparison, and flow com-

parison methodologies.

Payload vector conversion.

To represent network traffic as a text document, we use vector space modeling
(VSM). VSM is an algebraic model that represents text documents as vectors. The

objective of document retrieval is to find a subset of documents from a set of stored
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text documents D which satisfy certain information requests or queries ). Provided
that a document space consists of documents D;, each will be identified by one or
more index terms T; the terms may be weighted according to their importance [96].

A typical way to determine the significance of a term is to measure the occur-
rence of the term 7;. When t different index terms are presented in document
D;, each document D; is represented by a t¢-dimensional term-frequency vector
D; = (dj1,ds2, - - -, dij) where d;; representing the frequency of the j-th term. While
text documents are composed of terms (words) which are units of language with
functions as a principal carrier of meaning, a packet does not have basic units con-
taining a certain meaning. We have defined the term of a payload as follows address

this issue

Definition III.1 A term is a payload data within a i-bytes sliding window where
the position of the sliding window can be 1,2,--- ., n—1i+1 with n bytes payload. The

size of the term set is 28%%, and the length of a term is i.

If the length of word ¢ is too short, the word cannot reflect the sequence of
the byte patterns in the payload. In this case, we cannot recognize the differences
among permutations of byte patterns, such as “0x01 0x02 0x03” and “0x03 0x01
0x02”. If the word length is too long, the number of whole representative words
increases exponentially. With definition III.1, a packet can be represented as a

term-frequency vector called payload vector.

Definition II1.2 When w; is the occurrence of the i-th term that appears repeatedly

i a payload, the payload vector is
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Payload Vector = [wiws - - - wy,] 7, (IT1.1)
where n is the size of whole representative term set.

We set the sliding window size i to 2 because it is the simplest case for repre-
senting the order of content in payloads. When the term size is 2byte, the size of
all terms is 2'6. Therefore, the payload vector is represented as a 2'6-dimensional

term-frequency vector.

Payload vector comparison.

Once packets are converted into vectors, the degree of similarity between packets
can be calculated by measuring the distance between vectors. We use Jaccard sim-
ilarity as a distance metric. In our previous work [97], we compared three different
similarity metrics: Jaccard similarity, Cosine similarity, and RBF, and Jaccard simi-
larity showed the best performance without using any sophisticated techniques. The
Jaccard similarity J(X,Y') draw word sets from the comparison instances to and use
them evaluate similarity. J(X,Y’) is defined as the size of the intersection of the
word sets divided by the size of the union of the sample sets X and Y:

_[XNY]

TEY) = XUy

(I11.2)

One of the advantages of using Jaccard similarity instead of Euclidean distance

is that the similarity value can be normalized, which enable the similarity to be
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calculated by the dot product, and it approaches one if the vectors are similar and
zero otherwise. Our payload vectors have very high dimensionality, so statistically
they are very sensitive. If two payload vectors are generated by different functionali-
ties, then the contents of each payload consist of distinct word (or binary) sequences
and their vectors are also very different. Because most signatures of the application
traffic are a small portion of the payload data, we may ignore the other part of the

payloads signatures which is actually arbitrary binary data.

Flow similarity comparison.

Formula V.3 defines the payload flow matrix (PFM). The i-th row of a PFM is the
payload vector of i-th packet in the flow. PFM is a k£ x n matrix, where k is the

number of packets and n is the dimension of payload vectors.

Definition II1.3 Payload flow matriz (PFM) is

where D; is payload vector defined in Definition III.2.

The similarity score between PFMs can be calculated by simply adding up the

packet similarity values.

Definition I11.4 Similarity Score = Y%, J(pi,p})-, where p; and p, are i-th

packet of first and second flow accordingly.

Algorithm 2 describes the grouping process of CRG. CRG procedure reads bidi-

rectional flows and groups them into CR group based on their similarity scores. If
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Algorithm 2: Pseudo algorithm for CRG using similarity

procedure Contents-Relation Grouping
input : Bidirectional flows, Flow = {Fy, Fy,---, F,,}
output: Flow groups, F'G = {fg1, fg2,- -, fgm}

1 begin

2 FG=A{[][],---,11} // initialize flow group
3 for 1 <i<ndo

4 if i =1 then

5 | FG[0] «+ F;

6 end

7 else

8 M = PFM (F})

9 for 1 < j < number of flow group do

10 ‘ Similarity{} < SimilarityScore (FG[j], M)

11 end

12 if Max (Similarity) > threshold then

13 ‘ FG[Maz index] < F;

14 end

15 else

16 ‘ FG + F; // create a new flow group
17 end

18 end

19 end

20 end

CR group set is empty, the first flow F; creates a new flow group FG|0] (line 4~6).
Otherwise, input flow is compared with existing CR groups and inserted into a CR
group with a maximum flow similarity score (line 12~14). When the maximum
similarity score is less than a certain threshold value, a new CR group is created

and the bidirectional flow F; becomes a member of the new flow group (line 16).



ITI. FINE-GRAINED TRAFFIC CLASSIFICATION AND FUNCTIONAL
SEPARATION 61

Algorithm 3: Pseudo algorithm for CRD using similarity

procedure Contents-Relation Decomposition
input : CR groups, CR = {CR;,CRy,---,CR,}
output: DCR groups, DCR = {DCR;, DCRy,---,DCR,,}

1 begin

2 FG=A{[][],---,11} // initialize flow group
3 for 1 <i<ndo

4 if isInRPGroup(CR;) then

5 ‘ FG < Decompose(CR;)

6 end

7 end

8 n < |FG|

9 DCR=A[],[],--,11]} // initialize DCR group
10 for 1 <i<ndo

11 if =1 then

12 | DCRI0] + F;

13 end

14 else

15 M = PFM (F;)

16 for 1 <j < |FG| do

17 | Similarity{} + similarityScore (DCR[j], M)

18 end

19 if Max (Similarity) > threshold then
20 ‘ DCR[Max indez] < F;

21 end

22 else

23 ‘ DCR + F; // create a new DCR group
24 end

25 end

26 end

27 end

3.3.3 Contents-Relation Decomposition

In the CRG step, only PR groups with same connection patterns or same representa-

tive ports are compared and have a chance to be merged into CR groups. Otherwise,
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PR groups form independent CR groups on their own. In other words, these CR
groups are created without any contents examination.

The PRG procedure classifies flows according to the dependency of assigned port
numbers. Such a grouping process of PRG works effectively when a functionality is
mapped to a single port number. However, the PRG cannot perceive the different
functional traffic generated by a single port number. As a result, a PR group
represented by TCP port 1863 may have different functionalities such as getting
buddy lists, messaging, etc. The Contents-Relation Decomposition (CRD) process
compensates this kind of PRG’s defect.

The CRD discriminates different functionalities in a CR group which consists
of a PR group based on contents similarity. The same calculation method used to
measure contents similarity in Section 3.3.2 can be utilized again, only in the opposite
direction. On the contrary to CRG, if similarity metric between two flows in a CR
groups does not exceed a certain threshold value, then the CR group is partitioned
into different CRD groups. Algorithm 3 describes the decomposition process of the
CRD. First, the procedure examines every CR group to check whether a CR group
is composed with a single PR group. If a CR groups is formed with a single PR
group, the CR group is disassembled into individual bidirectional flows (line 4~6). If
a CRD group set is empty, the first flow F creates a new DCR group DCRJ[0] (line
12~14). Otherwise, an input flow is compared with already existing CRD groups
and inserted into a CRD group with a maximum flow similarity score (line 19~21).

Figure II1.14 shows an example of the functional separation processes including
RPG, CRG, and CRD on a MSN traffic. As mentioned above, MSN messenger use

TCP 1863 port to communicate with MSN servers. Bidirectional flows Fy, Fb, F3,
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Fi F2 F3 F4 PR Group CR Group

DCR Group

Figure II1.14: An example of the functional separation on MSN traffic

and Fy use TCP 1863 as their remote port number in common. These flows are
grouped into a same PR group based on PRG. The PR group has 1:4:1:1 connection
pattern and its representative port number is TCP 1863. If there is no other PR
group which has 1:4:1:1 connection pattern or TCP 1863 as its representative port,
the PR group is not examined and simply forms a CR group without any change. If
Py, F5, and F3 are generated by same functionality and Fj is generated by another

functionality, the results of CRD are two different DCR group as {Fy, Fy, F3} and

{Fu}.



Chapter

TRAFFIC CLASSIFICATION
FILTER EXTRACTION

In this chapter, we propose an automated traffic classification filter extraction method-
ology. There are various types of traffic classification filters such as well-known port,
session behavior, payload signature, and ML-based classifiers. Among various types
of traffic classification filters, we focus on generating payload signatures due to its
high accuracy and applicability. Traditionally, Internet applications have been iden-
tified by using predefined well-known ports with questionable accuracy. An alterna-
tive approach, application layer signature mapping, involves the exhaustive search of
reliable signatures but with more promising accuracy. With a prior protocol knowl-
edge, the signature generation can guarantee a high accuracy. As more applications
use proprietary protocols, it becomes increasingly difficult to obtain an accurate
signature while avoiding time-consuming and manual signature generation process.

This chapter proposes an automated approach for generating application-level sig-
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nature, the LASER algorithm, which does not need to be preceded by an analysis

of application protocols.

4.1 Signature Formats

In this section, we show the commonly used signature formats for worms and redefine

the signature formats prior to describing our signature extraction approach.

4.1.1 Anomaly Signature Format

Newsome et al. [98] categorized the signature format for polymorphic worms, which
refer to the worms that vary their payload on every infection attempt. Their defi-
nition does not completely cover the traffic other than worms; these signatures are
simply sequences of substrings. The followings are the signature classification for

polymorphic worm:

1. Conjunction signature: A signature that consists of a set of substrings (or
tokens), and matches a payload if all tokens in the set are found in it, in any

order.

2. Token-subsequence signature: A signature that consists of an ordered set

of tokens.

3. Bayes signature: A signature that consists of a set of tokens, each of which

is associated with a score, and an overall threshold.

Brumley et al. [99] also proposed several representations of worm signatures:

Turing machine signatures, symbolic constraint signatures, and regular expression
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signatures. However, there exists tradeoff between the expression power and match-
ing efficiency. It is not suitable for real-world applications, especially when matching

against large number of application signatures.

4.1.2 Innocuous Application Signature Formats

Signature-based identification research that proceeded up to now defined their own
signature formats and developed solutions corresponding to their formats to analyze

application traffic. We categorize several established signature formats as follows:

e Common string with fixed offset: defines the signature as string or hex
values that appear on a specified offset of packet payload. In most cases, the

offset is the beginning of packet’s payload (e.g., eDonkey ‘Oxe3’ at offset 0).

e Common string with variable offset: this format is almost the same as
the former except for the offset value. In common string with fixed offset, the
offset of signature is constant; however in this case, common string can appear

at any position in payload.

e Sequence of common substrings: different from the former two formats, it
defines the signature as an order of some substrings that appear on the payload.
It means that one string or hex value cannot be a signature, since when one

string is considered as a signature, the accuracy cannot be guaranteed.

e Behavioral signature: depends on statistical characteristic of application
traffic such as packet inter-arrival time, minimum packet size, maximum packet

size, etc. Machine learning techniques based on various measurement values



IV. TRAFFIC CLASSIFICATION FILTER EXTRACTION 67

are widely studied. This format was not considered in our work since our goal

is to achieve automated signature generation by inspecting packet data.

Karagiannis et al. [5] used the common string with fixed offset for their work.
However, when used for signature generation, the accuracy of signature can decrease,
since the signature is generated without an analysis of application protocols. For
example, if the protocol field’s length is variable, then the offset is variable as well.
Thus, such problem is solved by using common string with variable string format.
Since many applications use HTTP protocol for convenience these days, ‘GET’ or
‘HTTP’ string on payload are frequently found. However, those strings cannot
distinguish applications; hence for the signature formats mentioned prior to this,
those strings cannot have any meaning as a signature. Sen et al. [6] described how
to increase the signature accuracy by using a sequence of common substrings format.
If we use this format, ‘HTTP’ or ‘GET’ can be treated as a part of signature.

Taken altogether, the sequence of common substrings format is a superset and
the most accurate format among all signature formats except for the behavioral

signature. Therefore, our approach uses a sequence of common substrings.

4.2 Signature Extraction Process

For the payload signature extraction, we adopted the Longest Common Subsequence
(LCS) algorithm [100], which is one of the classical computer science problem and
the basis of diff (a file comparison program that outputs the differences between
two files). The LCS also has applications in bioinformatics such as DNA sequence

matching. DNA sequence matching calculates common subsequences and measures
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the similarity between DNA of different organisms. The basic idea of extracting
common strings from packet payloads is analogous to DNA sequence matching;
however, there are fundamental differences between DNA and packet payload, such
as a basic unit of string composition. Thus, we modified LCS algorithm suitable for
signature generation. Packet payloads substitute for DNA sequence, and the LASER
algorithm extracts common substrings as a signature from the traffic generated by
the same application.

Because the application signature extraction deals with a larger number of strings
being compared, some modifications on LCS are needed. We describe the following
constraints as our modification to LCS. Note that, we are also interested in all

possible common substrings that can be found along with the longest one.

4.2.1 Constraints for Signature Extraction

Number of packets per flow A flow is a collection of packets that share the
identical source IP, destination IP, source port, destination port, and protocol. It
is impossible and unnecessary to exploit all packets in flows, especially conducting
an expensive deep packet inspection. Sen et al. [6] also observed that the concrete
signature exists in the initial few packet of the flow. Thus, we limited the number

of packets for the efficiency of the algorithm.

Minimum substring length The generated signature consists of the sequence
of substrings. The computational cost of signature matching is proportional to
the length of the signatures [101]. From this point of view, shorter substrings are

desirable for the efficiency of signature matching process. Nevertheless, the length of
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Figure IV.1: Packet size distribution of first one hundred packets

substrings in a signature reflects their significance as a reliable signature for accurate
classification. In order to avoid any trivial signatures, a minimum bound for the
substring length should be considered as a constraint for the LASER algorithm.
For example, if a single character is determined as one of the common substrings
during the signature generation process, it would be difficult to conclude that it
was an actual signature unless it appears repeatedly in the fixed offset position. In
fact, the applications that employ the HI'TP protocol contain the frequent use of
‘/” in its packets. By having this length constraint, we prevent these single and

multi-positioned characters from involving in the sequence of common strings.
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Packet size comparison As explained previously, it increases the possibility of
finding a reliable signature if the packets are grouped in a similar purposes (e.g.,
signaling traffic and downloading traffic) and traffic characteristics. One of the fun-
damental characteristics for deciding the closeness between the packets is a packet
size. While the sanitized flow and fine-grained flow are dealing with characteristics
of flows, the packet size comparison deals with characteristics of individual packets.
Figure IV.1 illustrates the packet size of first 100 packets on each session for four dif-
ferent applications when initializing the file download: (a) BitTorrent, (b) Limewire,
(c) FTP, and (d) Fileguri. Packets are separated into in and out flows.

In and out flows indicate traffic from server to client and vice versa. Each
session consists of two flows called in and out flow. In flow is a collection of packets
which are sent from server to client and out flow is a collection of packets which
are sent from client to server. Most of inbound flow packets are actual downloading
packet (with MTU) and most of outbound flow packets are TCP ACK (54 bytes).
Although the packet size distributions of each application are little bit different from
each other, a first few packets are relatively smaller than that of actual downloading
in common and these packets are generated to initiate the connection handshake,
such as signaling phase to download a file. The volume of transmitted data at
the initial phase is relatively smaller than that of actual downloading. A concrete
signature exists only in the initial few packets. Thus, the comparison between the
small handshake packets and the large downloading packets is undesirable while
generating a reliable signature.

Consequently, the LASER relies on the comparison of packets within the similar

range of packet sizes. For example, LimeWire, a popular Gnutella application, shows
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that its signaling traffic — connection control, search, etc. — are dealt with relatively
light packets of average 390 bytes [102]. However, the average packet size for the
traffic containing the actual download is 1514 bytes. These two types of traffic are
less likely to share any signatures between them because their role is different in the

application.

Algorithm 4: Singature generation using LASER part.1

procedure Applying constrains for signature generation)
input : Fine-grained traffic trace (DCR groups),

DCR ={DCRy,DCRy,---,DCR,}
output: Application signature, Sig = {Sigi1, Sige, -, Sign}

1 begin
2 for 1 <i<ndo
3 flow| ] <= DecomposeToFlow(DCR;)
4 while 0 < ¢ < Packet number constraint do
5 while 0 < 5 < Packet number constraint do
6 if |flown[i].packetsize — flows|j|.packetsize| <Packet size
constraint then
7 result LCS < LASER(flow[i], flows[j]) LCS Pool [ ] «
append(result LCS)
end
j—i+1
10 end
11 14141
12 end
13 Signature < select the longest LCS from LCS Pool
14 forall the remaining flows in flow|[ ] do
15 f « select one from the rest of flows result LCS «+
LASER(Signature, f)
16 end
17 Sig; < select the longest LCS from LCS Pool
18 end
19 return Sig

20 end
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Algorithm 5: Singature generation using LASER part.2
procedure LASER (Building matrices)
input : Two byte stream, Stream 4, Streamp
output: Longest common subsequences, LCS

1 begin
2 Streama[m, - -, 1] < ReverseByteStream(Streamay|[l,---,m])
3 Streampn,---,1] < ReverseByteStream(Streamp|[l,---,n|)
4 m < |Streamy|
5 n < |Streamp|
6 Matrizs[m][n]
7 Matrixzg[m|[n]
8 while 0 <7 <m do
9 while 0 < jn do
10 if i=0 or 7 =0 then
11 | Matrizalil[j] < 0
12 end
13 else if Streama[i]| = Streamp|j] then
14 Matrixalil[j] < Matrizali — 1][j — 1] + 1 Matrizpg|i][j] <
Diagonal
15 end
16 else
17 Matrix z[i][j] < max(Matrizali][j — i), Matrizg[i — 1][j])
18 if Matrizali]lj] # Matrizali][j — 1] then
19 ‘ Matrizgli][j] + Up
20 end
21 else
22 ‘ Matrizp[i][j] + Left
23 end
24 end
25 end
26 end
27 resultLC'S < trackMatrix(Matriza, Matrizpg)
28 return result LCS
29 end

4.2.2 LASER Algorithm

Algorithm 4, 5, 6, and 7 describe the overall signature generation process and the

LASER algorithm. The LASER algorithm takes fine-grained traffic trace (described
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Algorithm 6: Singature generation using LASER part.3

procedure LASER (Tracking matrices)
input : Two matrices, Matrix o, Matrixpg
output: Longest common subsequences, LCS

1 begin

2 14— m—1

3 jn—1

4 while Matrizg[i][j] # 0 do

5 if Matrizpli][j] =Left then

6 | jj-1

7 end

8 else if Matrizp[i][j] = Up then

9 | ii—1
10 end
11 else if Matrizg[i][j] = Diagonal then
12 ‘ Substring < Streamali]

13 end

14 if Matrizpli — 1][j — 1] #Diagonal then

15 ‘ Substring <+ append break point character i <7 —1 7+« j—1
16 end

17 end

18 while tokenizing substring based on break point do
19 if |token| >minimum substring length constraint then
20 ‘ result LCS < append token
21 end
22 end
23 return result LCS
24 end

in Chapter III) as its input data and discovers common patterns shared by flows.

The fine-grained traffic trace is consists of DCR groups which are traffic grouped

according to application and its functionalities. The signature generation process

begins with decomposition of DCR group (Algorithm 4: line 2). The target DCR

group is decomposed into flows which are a collection of packets sharing the identical
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Algorithm 7: Signature refinement process of LASER

procedure Signature refinement process
input : Flows, Flow|[flow,-- -, flowg]
output: Final application signature, Signature

1 begin

0§11

Candidate Signature; < sigGeneration(flow;, flow;j;1)
while do

t4—1+1

j+—j+2

Candidate Signature; + sigGeneration(flowj, Candidate

I = TS| B NEUCR V)

Signature;_1)

8 if Candidate Signature; = Candidate Signature;_1 then
9 break

10 end

11 end

12 Signature < Candidate Signature;

13 return Signature

14 end

5-tuple information.

Initially, the two distinct fine-grained flows — flow; and flows — are used as input
to the first iteration. The inputs to the LASER algorithm itself are two distinct byte
streams of packet payloads that belong to flow; and flows (Algorithm 4: line 7).
The packet size constraint (Algorithm 4: line 6) and the number of packets per flow
constraint (Algorithm 4: line 5~6) are applied ahead of LASER procedure which is
actual patter extraction process based on LCS problem (Algorithm 5 and 6).

Figure IV.2 illustrates the step after the packet selection based on the packet
size constraint and the number of packets per flow constraint. It shows two byte
streams from LimeWire. The candidate signature in the figure shows the preliminary

signature as the following: ‘HTTP 200 OK Server : LimeWire/ Content-type : *
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Payload data of
two selected packet

{ HTTP 200 OK Server: LimeWire/ Content-type: Image - -

HTTP 200 OK Server: LimeWire/ Content-type: Video - - -

@ Extracting common strings

HTTP 200 OK Server: LimeWire/ Content-type: e - - -

@ Applying minimum substring length constraint

Candidate Signature { HTTP 200 OK Server: LimeWire/ Content-type: - - -

Figure IV.2: An example of applying minimum substring length constraint

e *. However, the substring ‘e’ is too short to have any meaningful decision.
We remove this ambiguous substring from the current signature according to the
minimum substring length constraint (Algorithm 6: line 19~21). The candidate
signature after the first iteration is defective because its sample set is small — only
two flows (up to line 15). More details on generating the final signature will be
covered in the signature refinement process. In addition, the substring like, ‘HTTP
200 OK’ is often engaged by many other applications using HT'TP protocol. Its lone
usage is insufficient to be a unique signature. When it comes as a part of common
sequences, it can be a meaningful substring.

Once a candidate signature is obtained, signature refinement process is required.
This is a refining process of eliminating trivial strings (or hexadecimal values) from
the candidate signatures by iterating through the collected flows. Trivial strings im-
ply any string that is not qualified for concrete signature, like replaceable information
in the payload (e.g., IP address, object referrer in URL, etc.) In other words, the

strings do not appear in the application protocol format. The candidate signatures
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Figure 1V.3: Candidate signature length according to signature refining iteration

after the first iteration using the two flows are fed back to the LASER procedure
along with another flow (Algorithm 4: line 15~20). A new set of substrings after
each iteration is added to or removed from the pool of candidate signatures. The
iteration continues until the numbers of candidate signatures are fixed or all the
flows are iterated. Ultimately, as more training steps are processed, the signature
accuracy increases. The signature refinement process can be simply expressed as
Algorithm 7.

Figure IV.3 shows the signature refinement process as the number of iteration
increases. It indicates a decrease in length of candidate signature as refining iteration
continues. After the certain point, the length of candidate signatures remains still
which implies an iteration termination point in the proposed algorithm. The number
of refining iteration to have the final signature is below 10 on all three applications.

Surprisingly, a small amount of traffic input is needed.
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4.3 Comparison with Manually Searched Signatures

To confirm the validity of the LASER algorithm, we have compared signatures
generated by LASER with manually searched signatures by semantic analysis of
application protocols.

We have selected three popular P2P applications — LimeWire, BitTorrent, and
Fileguri — based on their popularity and current availability of the concrete signa-
tures to validate our LASER algorithm. LimeWire is well-known P2P application
worldwide that uses the Gnutella protocol. BitTorrent is also a popular file sharing
application for large files, such as movies. Both applications are popular choices for
previous signature-based identification research [5, 6]. Sen et al. [6] have generated
the signatures of a few P2P applications including LimeWire and BitTorrent by an-
alyzing the application-layer protocols; their signatures could reduce FP and FN to
5% of the total bytes. Finally, Fileguri is a regional P2P application. Won et al.
[103] presented the manually generated signature of this application.

Table IV.1 presents the signatures generated by the following three distinct gen-
eration methodologies: Packet analysis, protocol analysis, and our proposed method.
Packet analysis extracts a signature from raw packets by inspecting every individual
packet without a prior knowledge of the application protocol structure and behav-
ior. Meanwhile, protocol analysis decides the signatures based on the corresponding
protocol semantics which often requires protocol reverse engineering. When the
application protocol is publicly available, we assumed that protocol analysis is the
most accurate method for signature generation. In fact, the previous research [6]

claims that they achieve over 99% signature accuracy.



IV. TRAFFIC CLASSIFICATION FILTER EXTRACTION 78

Table IV.1: Comparison of the generated signatures by packet analysis, protocol
analysis, and LASER

LimeWire BitTorrent Fileguri
Packet Analysis "GNUT" "0x13Bit" "Freechal"
"GET" or "HTTP" followed by
Protocol Semantic ~ "User-Agent: Limewire" or

) ] . "0x13BitTorrent protocol"  N/A
Analysis "UserAgent: Limewire" or

"Server: Limewire"

Sequence of 10 substrings Sequence of 1 substring Sequence of 6 substrings
"LimeWire", "Content-Type:", "HTTP", "Freechal P2P",
Automated Signature "Content-Length:", "X- "User-Type:",
Generation by LASER ~ Gnutella-Content-URN", . "P2PErrorCode:",
"0x13BitTorrent protocol”
"run:sha:1", "X-Alt", "X- "Content-Length:",
Create-Time:", "X-Features:", "Content-Type:", "Last-
"X-Thex-URI" Modified"

For the LASER algorithm, the following constraint conditions are applied. The
number of initial packets to compare is set to 10 according to [104]. We also cross-
verify this count by measuring packet size distribution in Section IV. The minimum
substring length is set to 3. These constraints are adjustable depending on the type

of applications.

e LimeWire: The signature found after packet analysis is “GNUT” which is
relatively short. Its sole use in traffic identification cannot guarantee the identi-
fication correctness due to the possible signature collision with non-LimeWire
packets. The signatures by protocol analysis are compared to those by the
LASER algorithm, which shows that they share one clear common substring —
“Limewire”. The substrings that appear only in the list of LASER signatures,

such as “XGnutella-Content-URN” are clearly one of the Gnutella protocol’s
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fields.

e BitTorrent: The packet analyzed signature is shorter than the protocol an-
alyzed signature, but the LASER signature finds the identical signature from

protocol analysis.

e Fileguri: This application uses undisclosed proprietary protocol; hence, pro-
tocol analyzed signature is currently unavailable. It is discovered that the
LASER signatures are also a super set of the packet analyzed signatures, which

is similar to the LimeWire’s case.

We observe that the LASER signatures are either identical or close to the signa-
tures from the rest of the methods. In fact, some sets of strings, which were spotted
only in the LASER signature, were actually a part of the original application proto-
col format. This leads to the conclusion that the LASER algorithms can effectively
extract the common subsequence strings. We claim that the accuracy of LASER

signatures is guaranteed in the term of closeness of string appearance.



Chapter

Evaluation

In this chapter, we describe the traffic classification using the fine-grained traffic
classification based on functional separation. First, we present the functional sepa-
ration result on different application traffic. We also present the classification result
in terms of classification accuracy and compare the accuracy with conventional Deep
Packet Inspection (DPI) based application traffic classification methods. Finally, the

comparison with an unsupervised machine learning algorithm is presented.

5.1 Traffic Classification using Functional Separation

In this section, we present a traffic classification result using functional separation.
First, we describe the functional separation results on a number of applications
which have different characteristics in terms of application category and operational
architecture. We also present the fine-grained traffic classification results, which

utilize the output of the functional separation, in terms of traffic classification accu-
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racy. To validate the proposed methods, we compare our methods with two different

conventional DPI-based application traffic classification methods.

5.1.1 Target Applications

We have selected fifteen network applications based on their popularity in network
and application types. Selected applications include both Internet applications and
mobile applications. Application types of selected applications include P2P (file
sharing), messenger, Web storage (file hosting service), video/music streaming, and
online games.

Table V.1 describes the selected applications and the amount of input traffic
data for functional separation. We collected traffic data for functional separation

using the TMA and the mTMA described in Section 3.2.

5.1.2 Functional Separation Results

Functional separation is the part of the process that generates arbitrary classifiers
(e.g. application signature, connection behavior model, statistical model, etc.) for
every application where each classifier corresponds to a distinct function in the
application. Even though the amount of the input data is small, it is enough to
characterize different functions in a certain application. We applied our functional
separation algorithm to the input data.

Table V.2 show the results of functional separation. Since there is no ground
truth from the perspective of the application’s functionality, we manually analyzed
flows in each DCR group and labeled each DCR group with functionality. This

labeling process will be utilized for analyzing usage patterns of an application later in
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Table V.1: List of selected applications

Operation Data Set
Application Type Name
P2pP SC Bytes # of flow
BitTorrent o 789,588 K 372
P2P (File sharing) LimeWire o) 76,296 K 5,071
Fileguri o) o) 78,768 K 11,044
MSN o o 81,420 K 224
Messenger
NateOn o o] 306,388 K 140
Wired Internet
L Web Storage DropBox o 12,228 K 64
Applications ) ) )
(File hosting service) uCloud o) 95,176 K 32
Gom o o 176,192 K 1,044
Video Streaming
PotPlayer o o 64,320 K 240
Starcraft o) o 4,118 K 584
Online Game
Starcraft 2 o 48,815 K 98
Web Storage
. _ . DropBox o) 16,898 K 44
(File hosting service)
Mobile ] ]
o Video Streaming  TVPot o) 82,502 K 422
Applications
Music Streaming  Bugs o 23,523 K 51
Messenger NateOn o 1,690 K 154

SC: Server-Client

the actual traffic classification step. Even if correct labeling is impossible, functional
separation will help to increase accuracy and completeness.

The number of DCR group fields only counts the labeled group and other groups
are considered as misclassified groups. We also considered a DCR group as a misclas-
sified group when we cannot label its exact functionality. For example, we cannot
label passive FTP sessions without any protocol semantic analysis. Although the
FTP sessions are grouped together, this group is regarded as a misclassified group.

The grouping ratios indicate the proportion of labeled traffic to entire traffic trace
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Table V.2: Functional separation result

# of DCR Grouping Ratio

Application Details on DCR Groups
Groups Byte Flow
) Tracker connection, Download (UDP), Download
BitTorrent 5 97.85% 99.98% . .
(TCP), Service discovery, DHT management
. . Search, Download, Peer info. exchange, uPnP
LimeWire 5 99.51% 56.18% .
discovery, DNS query (MDNS)
Authentication, Advertisement, Peer Info, Search,
Fileguri 7 100% 100% Download, Connection management (UDP),
Connection management (TCP)
Advertisement, Authentication, Messaging,
MSN 6 96.75% 99.99% ) ) )
Wired Remote assistant, Voice chat control, Voice chat
ire
Int " Advertisement, Authentication, Messaging, File
nterne
Applicati NateOn 7 100% 100% transfer, Voice chat control, Voice chat, Remote
ications
PP assistant
Download, Host discovery, Authentication, Net
DropBox 4 100% 100%
cache
Authentication, File transfer, Version
uCloud 3 99.89% 75%
management
Advertisement, Contents browsing, Streaming,
Gom 4 99.99% 99.96% .
Streaming management
Streaming (Broadcast), Streaming (VOD), Service
PotPlayer 6 99.90% 89.71% )
discovery, NTP, Contents browsing, Chat
Battle net server connection(authentication +
Stacraft 2 94.81% 96.92% )
update + game list), Game data
Game data, Battle net news, Battle net images,
Stacraft 2 4 99.99% 94.12% o
Authentication
DropBox 3 100% 100% Download, Authentication, DNS query
TVPot 4 100% 100% Advertisement, Contents browsing, Streaming,
[¢] (] (]
Mobile DNS query
Applications Top music chart, MV image, Album image,
Bugs 6 100% 100% ) . T
Music Stream, Menu browsing, Authentication
NateOn 3 100% 100% Advertisement, Messaging, Text Chat

in terms of total bytes and number of flows respectively.

While examining the misclassified traffic separately, we made an observation
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that may account for misclassification. Some misclassified flows did not have any
application level packet payload except for TCP/IP headers. Some flows even had
only one packet for the TCP SYN flag. Our CRG algorithm utilizes application-level
packet payloads for the grouping; thus, flow generated under the circumstance where
the application only exchanges the packets for TCP connection only containing TCP
flags, cannot be grouped with other PR groups due to the lack of payloads data.
Classification accuracy can be described as either flow accuracy or byte accuracy.
The former indicates the proportion of correctly classified flow counts out of the
entire traffic data set, and the latter indicates how many bytes of traffic are correctly
classified by the classification algorithm. Most recent studies have focused on flow
accuracy. However, Erman et al. [105] argued that byte accuracy is crucial for
evaluating the accuracy of traffic classification algorithms. Due to the “elephants
and mice phenomenon” [39], the majority of the flows on the Internet are small and
occupy only a small portion of the total bytes and packets, while the majority of the
traffic bytes are the result of a small number of large flows. The authors analyzed a
six-month-period traffic data set and, in terms of bytes, the top 1% of flows accounted
for over 73% of the traffic and the top 5% of flows accounted for 83% of the traffic.
This traffic trace results in 99.9% flow accuracy but only 54% byte accuracy when
their classifier was applied to their experiment. This imbalanced accuracy result
shows the importance of byte accuracy: byte accuracy must also be used when
evaluating the accuracy of traffic classification algorithms. Therefore, we measured
our grouping ratio in terms of both byte and flow. The grouping ratio indicates how
the functional separation distinguished each functionality. Even though the flow

grouping ratios of LimeWire and uCloud is 56.18% and 75% respectively, the byte
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grouping ratio is higher than 94% for every application. Low flow grouping ratio in
some applications was mainly caused by the flows which do not have any payload
contents. However, these flows have a relatively small size in comparison to the
total bytes and rarely affects the byte grouping ratio. Although the test cases were
simple and limited, we could confirm that the functional separation has reasonable

accuracy.

5.1.3 Traffic Classification Results

For the classification filter extraction, we used the LASER algorithm described in
Chapter IV which can generate an application signature automatically. This filter
extraction (or signature generation) process and traffic classification using extracted
traffic classification filters depend on the DPI approach. We selected the DPI-based
approach for a clear reason. The majority of previous works demonstrated that
the signature-based approach was the most reliable approach available for accuracy.
Even some statistical approaches (machine learning approaches) used signature (or
manual payload inspection) as ground truth for validation [5, 24, 29, 30, 31, 42].

As the results of the functional separation, we can get n different traffic group,
DCR group, per application. Each group of DCR is used as input data for the
application signature extraction process. In this case, an application has at most n
signatures. Most of the prior research on signature-based traffic classification used a
single signature per application. However, this may lead to an increase in the false
negative ratio and completeness as described in Section 1.2.

Even though we could not label some DCR groups in the functional separation

step (grouping ratio in Table V.2), the classification filter extraction was also applied
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to the unlabeled groups. In some cases, we could not get any concrete signatures
for certain DCR groups so we made simple heuristics to detect the function group
based on flow statistics and relationships, and subnet information which generates
traffic corresponding to the DCR group as an alternative classifier. For example,
BitTorrent changed their protocol to utilize UDP protocol for downloading. For
backward comparability, it still supports TCP downloading protocol. The signaling
for downloads are sent only once via UDP. If a corresponding peer does not reply to
the downloading request, the client connects to the peer again via TCP. However,
the download request is not issued again. In this circumstance, we considered TCP
connections established within a small time frame right after the UDP download
request as BitTorrent’s download traffic.

Table V.3 shows the traffic identified by our proposed method. The accuracy is

calculated as follows:

> total bytes of TP flows
total bytes of all flows

Byte Accuracy = (V.1)

S>number of TP flows

Flow A =
ow decuracy number of all flows

(V.2)

Except MSN (78.87%) and Starcraft (75.05%), byte accuracy of all applications
is higher than 91.39% and the highest byte accuracy reaches up to 100%. In the case
of flow accuracy, the flow accuracy of every application is lower than byte accuracy
similar to the functional separation result. This phenomenon can be explained by
the “elephants and mice phenomenon” described in the previous subsection.

Figure V.1 shows the cumulative probability distributions in terms of flow size
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Table V.3: Classification results: accuracy of proposed method

Classification Accuracy

Type Name
Byte Flow
BitTorrent 91.39% 65.78%
LimeWire 99.78% 89.15%
Fileguri 99.84% 99.49%
MSN 78.87% 87.50%
NateOn 100% 100%
Wired Internet
L DropBox 100% 100%
Application

uCloud 100% 100%
Gom 99.79% 97.31%
PotPlayer 99.90% 81.36%
Starcraft 75.05% 91.84%
Starcraft2 99.98% 88.23%
DropBox 99.97% 54.55%
Mobile TVPot 100% 100%
Application Bugs 100% 100%
NateOn 99.90% 60.87%

(in byte) of three different applications. In the case of BitTorrent and LimeWire,
flows which have less than 1,000 bytes occupy about 80% of the total flows number.
However, their total contribution to the total traffic volume is very low. Figure V.2
supports this fact. This figure illustrates how much of total traffic is generated by
larger flows. More than 90% of total traffic is caused by the top 1% of flows. These
large flows are usually related to file downloads. Therefore, the byte accuracy is
rarely affected even if our method cannot detect some mice flows.

We manually analyzed traffic which was not identified by our method and found
some observations on that. Some applications use very well known protocols as part

of their protocol operations. An example is the SSDP protocol used by BitTorrent.
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Figure V.1: CDF of flows generated from three different applications

BitTorrent clients use the SSDP protocol for service discovery however SSDP traffic
does not have any BitTorrent specific features in their payloads.

Another reason was the flows do not have any payload data which was not
included in the DCR, group in Table V.2. While this traffic data degrades the flow
identification ratio, the byte identification ratio is barely affected due to the small
byte size of the flow. The main cause of low byte accuracy of MSN was the SIP
protocol used in its voice chat. The flow for voice chat used the SIP protocol and
there were no MSN specific contents in its payload. Even though MSN creates one
SIP session for voice chat, the size of the flow is relatively bigger than other flows.

Therefore, misclassifying a large flow degrades byte accuracy not flow accuracy.
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Figure V.2: Contribution of top n% of flows in traffic volume

5.1.4 Comparison with Conventional DPI solutions

We have compared our methodology with two different conventional DPI-based traf-

fic classification methods; L7-filter and OpenDPI.

L7-filter [106] is most widely used for connection-based DPI in Linux. L7-
filter uses the GNU Regular Expression engine to match application signatures
with application layer data in the packet payloads. The current version sup-

ports 113 different application protocols.

OpenDPI [107] is a software library designed to classify Internet traffic.
OpenDPI is derived from the commercial PACE product [108]. In addition
to signature matching, OpenDPI incorporates connection behavior and statis-

tical analysis. The current version supports 101 different protocols.

Table V.4 shows the traffic identified by our method, L7-filter and OpenDPI.

Due to the limited applications supported by L7-filter and OpenDPI, BitTorrent,
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Table V.4: Accuracy of proposed method vs. L7-filter and OpenDPI

Identification Ratio (Accuracy)

Application Proposed method L7-filter OpenDPI
Byte Flow Byte Flow Byte Flow
BitTorrent 91.39%  65.78% 16.57%  19.02% 16.44%  47.98%
LimeWire 99.78%  89.15% 97.85% 9.98% 99.73%  46.39%
MSN 78.87%  87.50% 17.64% 4.69% 17.64% 7.81%

LimeWire, and MSN were used in the comparison. The proposed methodology shows
the highest identification ratio among three approaches. L7-filter and OpenDPI
show poor accuracy (16~18% and 4~48% for byte accuracy and flow accuracy re-
spectively). Even though the difference between L7-filter and OpenDPI in terms of
accuracy is negligible, OpenDPI shows better performance.

We analyzed classification results of OpenDPI to show the difference of our fine-
grained traffic classification scheme. Table V.5 shows the classification results on
BitTorrent, LimeWire, and MSN. OpenDPI classified each application traffic into
different application protocol groups. Except for unknown traffic, the classification
result was correct. In other words, BitTorrent actually utilizes HT'TP protocol for
discovering content and LimeWire utilizes MDNS protocol for discovering peers.
The problem is that there is no means of identifying the origin application of those
protocols even though they were generated by BitTorrent or LimeWire clients.

Newer generations of applications tend to adopt multiple application protocols
and support various functions (Figure V.3). OpenDPI classifies application traffic
only into application protocol layers not higher layers. It causes low classification
ratio in application layers. Our fine-grained traffic classification based on func-

tional separation can detects a certain application’s traffic regardless of application
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Table V.5: Classification results of OpenDPI

o Classified Proportion (%)
Application
Protocol Byte Flow
unknown 83.54 90.50
BitTorrent HTTP 0.02 0.60
BitTorrent 16.44 8.89
unknown 138 52.95
HTTP 0.01 0.51
LimeWire MDNS 0.00 0.07
SSDP 0.00 0.07
Gnutella 98.60 46.39
unknown 0.63 6.76
HTTP 0.45 45.95
Flash 17.64 6.76
MSN 17.64 6.76
MSN
STUN 0.02 541
RTP 18.77 1.35
RDP 5941 1.35
SSL 0.78 22.97

protocol. In addition to this, the proposed method classifies application traffic in
functional layers. It enriches the information obtained from traffic classification
results.

Figure V.4 shows the functional decomposition of traffic. Each color indicates a
function in a single application. As mentioned repeatedly, our proposed method can
classify different traffic types within a single application according to functionalities.
Taking this advantage, we can analyze the usage pattern of an application and
also use it as a tool to analyze user behavior and design future applications on
the Internet. From a network operator perspective, this can be applied to QoS
management for different traffic classes or bandwidth restriction on different traffic

classes with in an application.
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Figure V.4: Traffic composition of each functionality

The comparison shows that the proposed method outperforms the conventional
signature based classification methods. As mentioned in Section 1.2, current traffic
classification studies have concentrated on classifying main functions (e.g., file trans-
fer in P2P) which generate a great amount of workload in terms of traffic volume.
Thus, the conventional signature based classification methods miss a fairly large
portion of application traffic data generated by other functions. According to our

manual analysis on these results, both L7-filter and OpenDPI can detects only file
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transfers and chat traffic for MSN and some part of signaling traffic for BitTorrent.
Although the experiment was limited, we could confirm that the proposed method

can increase accuracy and completeness.

5.2 Comparison with Machine Learning Algorithm

In this section, we compare the functional separation and Machine Learning (ML)
approaches to show the superiority of functional separation in terms of finding the
differences of various traffic characteristics according to functionalities. We applied a
clustering algorithm to Fileguri and NateOn which have the most complex function-
alities among selected applications. Each application has seven different functions
(Table V.2).

As briefly mentioned in Section 2.1.4, ML approaches can be categorized into
supervised learning (or classification) and unsupervised learning (or clustering). Fig-
ure V.5 explains the difference between supervised learning and unsupervised learn-
ing.

Supervised learning requires a training phase to grasp the interrelationship be-
tween various features and classes. Training requires a pre-labeled dataset. For
example, flows should be labeled with their original application for traffic classi-
fication. For this reason, supervised learning is useful for the identification of a
particular function of an application. Unsupervised learning, on the other hand,
does not require a training phase or pre-labeled dataset. Unsupervised learning au-
tomatically discovers the nature of different classes (clusters) in the dataset without

any prior guidance.
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Figure V.5: Supervised learning vs. Unsupervised learning

Considering the functional separation problem which we need to solve (classifying
different traffic generated by different functionalities within an single application),
functional separation is quite close to unsupervised learning because prior knowledge
on functionalities is not available. In other words, the number of functionalities in
different applications is not predefined and it is impossible to characterize differ-
ent functional traffic groups. Consequently, we compare our functional separation

methodology with unsupervised learning algorithms.
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5.2.1 Feature Selection
Candidate Features

For the feature selection, we have analyzed previous research on traffic classification
using unsupervised learning. Table V.6 describes a selection of traffic classification
research using clustering algorithms and their feature set. We have selected candi-
date features that were commonly used in previous works. The feature set includes
various flow statistics such as packet length, packet inter-arrival time, flow duration,
etc. Bernaille et al. [32] have used packet length of the first few packets as their
feature set. The results show that more than 80% of total flows are correctly iden-
tified and the highest accuracy reached up to 99%. Although this feature set is not
universal, we have included it on the candidate features due to the high classification

ratio. The candidate features are listed in Table V.7.

Table V.7: List of candidate features

Index Feature Index Feature
1 Protocol 10 Maximum packet inter-arrival time
2 Number of packets 11 Average payload size
3 Flow size in bytes 12 Minimum payload size
4 Flow duration 13 Maximum payload size
5 Average packet size 14 Size of 1st packet in the flow
6 Minimum packet size 15 Size of 2nd packet in the flow
7 Maximum packet size 16 Size of 3rd packet in the flow
8 Average packet inter-arrival time 17 Size of 4th packet in the flow
9 Minimum packet inter-arrival time 18  Size of 5th packet in the flow
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Feature Selection Algorithm

Classification accuracy of ML-based traffic classification techniques is directly af-
fected by its features and the effectiveness of a feature set varies depending on
specific classification problems. Therefore, it is very crucial to find an appropriate
feature set for a given problem.

Feature selection is a very crucial process for selecting a subset of relevant fea-
tures for building robust learning models [109, 110]. There has been much research
on feature selection [26, 27|, and finding an effective feature selection for traffic
classification helps enhance the accuracy of the classifiers.

We have measured the impacts of each candidate feature using a feature selection
algorithm to select the final feature set. Among various feature selection algorithms,

we have used the Relief algorithm to finalize the feature set for functional separation.

Relief algorithm Relief is an instance based feature ranking algorithm intro-
duced by Kira et al. [111] and improved by Kononenko [112]. Relief algorithm
has been extensively researched and it is well known as the most successful feature
selection methods for classification [113]. The Relief family of algorithms identifies
the importance of features based on the distance of nearest hits and nearest misses.
Nearest hits denote data points within the same class and nearest misses refer to
data points from different classes. Relief algorithms are known to be efficient for
high dimensional data. They work well even in circumstances when there is no linear

relationship among features.
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Algorithm 8: Relief algorithm for identifying discriminating features
procedure Relief

input : m training vectors of n attributes and the class label for each vector
output: the weigh vector @ (= < wy - - - wy, >)

1 begin

2 for 1 <i<ndo

3 w; < 0

4 end

5 foreach data point ¥ do
6 N H <+ nearest hit

7 NM < nearest miss
8 for 1 <j<ndo

9 w; = w; + dist(z), NMU)()) - dist(29), NHU (7))
10 end
11 end
12 end

The Relief weighs can be calculated by following formula:

w; = w; + dist(z®, NMO(8)) — dist(zD, NHO (7)) (V.3)

2 denotes the i** feature of a data point Z. NM®(Z) and NH®(Z) indicate
it" feature of nearest hit and nearest miss respectively. Algorithm 8 shows the Relief
algorithm. The function dist computes the difference between the values of feature
for two instances. For discrete attributes, the difference is either 1 (the values are
different) or 0 (the values are the same), while for continuous attributes the difference

is the actual difference normalized to the interval [0,1].
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Selected Feature Set

We selected the final feature set by applying the Relief algorithm to candidate fea-
tures of two different applications which belong to different application types. The

results are described in Table V.8.

Table V.8: Weights of features calculated by Relief algorithm

Fileguri NateOn
Protocol 0.000+0.000 0.351+0.004
Number of packets 0.085+0.007 0.015+0.003
Flow size in bytes 0.050+0.009 0.003+0.003
Flow duration 0.242+0.031 0.115+0.013
Average packet size 0.152+0.011 0.018+0.006
Minimum packet size 0.193+0.010 0.253+0.007
Maximum packet size 0.305+0.008 0.030+0.010
Average packet inter-arrival time ~ 0.129+0.019 0.027+0.015
Minimum packet inter-arrival time 0.085+0.027 0.042+0.009
Maximum packet inter-arrival time 0.180+0.023 0.038+0.015
Average payload size 0.152+0.010 0.018+0.006
Minimum payload size 0.000+0.000 0.351+0.004
Maximum payload size 0.304+0.008 0.029+0.010
Size of 1st packet in the flow 0.128+0.028 0.248+0.011
Size of 2nd packet in the flow 0.086+0.011 0.003+0.001
Size of 3rd packet in the flow 0.332+0.016 0.108+0.012
Size of 4th packet in the flow 0.301+0.018 0.242+0.018
Size of 5th packet in the flow 0.317+0.019 0.248+0.017

Weights of each feature fluctuate significantly from application to application.
For example, protocol has the lowest weight (0) when identifying functionalities of
Fileguri traffic while it has the highest weights (0.351) when identifying function-

alities of NateOn. Figure V.6 shows the different feature weights of two different
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applications. Every feature besides the protocol has different importance for dif-
ferent applications. Therefore, it is difficult to select features which are commonly
efficient for every dataset (application traffic).

We have selected a different feature set for each application to resolve this prob-

lem. We have removed features with a weight value of less than 0.1 (Table V.9).

Table V.9: Final feature set of each application

Fileguri NateOn
Protocol o
Number of packets
Flow size in bytes
Flow duration o o
Average packet size o o}
Minimum packet size o o
Maximum packet size o
Average packet inter-arrival time o
Minimum packet inter-arrival time o}
Maximum packet inter-arrival time o
Average payload size o)
Minimum payload size o
Maximum payload size o
Size of 1st packet in the flow o o
Size of 2nd packet in the flow
Size of 3rd packet in the flow o} o}
Size of 4th packet in the flow o o

Size of 5th packet in the flow o o
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5.2.2 Clustering Algorithms

Previous traffic classification works based on clustering algorithms have utilized
five different clustering algorithms; Expectation Maximization (EM), AutoClass,
SimpleKMeans, K-Means, and DBSCAN (Table V.6). The DBSCAN algorithm
was used in clustering for functional separation among these algorithms due to the
characteristics of the clustering algorithms and the functional separation problem.
Other clustering algorithms require the number of clusters to be clustered as an input
parameter. However, the functional separation starts without any information on
the number of clusters (functionalities in an application). Therefore, we compared

our method to the DBSCAN which automatically determine the number of clusters.

DBSCAN Algorithm DBSCAN algorithm [114] is a density-based clustering al-
gorithm. This algorithm finds a number of clusters starting from the estimated den-
sity distribution of corresponding nodes. DBSCAN is known as one of the most com-
mon clustering algorithms. In DBSCAN, an object p is directly density-reachable
from an object ¢ if both objects are located within a given distance e. If p is sur-
rounded by sufficiently many points objects which are closer than € in terms of
distance, p and those objects are considered as a cluster. An object p is density-
reachable from ¢ if the object p is within the e-neighborhood of an object » which is
directly density-reachable or density-reachable from ¢. As mentioned previously, the
main advantage of the DBSCAN algorithms is that this clustering algorithm does
not require a specific number of clusters in the data. It makes DBSCAN suitable

for clustering application traffic when the number of traffic type of is unknown.
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5.2.3 Clustering Results

DBSCAN has two input parameters; € and minPts. Each parameter denotes the
radius of the € distance and minimum number of data object required in an € distance
range respectively. We varied these parameters and the best combination of (e,
minPts). The values for minPts were tested between 3 and 15. The e distance was
tested from 0.1 to 0.9.

Before analyzing traditional accuracy metrics such as precision and recall, we
first examined the number of clusters. Figure V.7 shows the results of the DBSCAN
in terms of the number of output clusters. The numbers of labeled classes in input
data was seven for both applications. Because multiple clusters can be mapped to
a functional group, some cases that the number of clusters is more than the origi-
nal classes are acceptable considering the characteristic of the functional separation
problem. The DBSCAN algorithm determines the number of clusters automatically;
however it does not work well on discriminating different types of traffic within a
single application. The number of output clusters is less than the original num-
ber of classes in every execution with different parameters. These results imply
that the clustering algorithm cannot detect the clear boundaries of different traffic
characteristics using statistical features.

In the case of NateOn, we could get close values to the original number of classes
by adjusting the parameters. However, the overall accuracy was not acceptable.

Figure V.8 shows the overall accuracy (unclustered data instances were consid-
ered as mis-clustered) of clustering. The highest accuracy was about 80% in both

applications. The cause of such low accuracies was the unclustered data instances
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described in Figure V.9. The DBSCAN algorithm can label noise data. This is

one of the strengths of the DBSCAN algorithm when applied to general clustering

problems. However, these noise data instances can be considered as mis-clustered

data in functional separation. In the worst case, the ratio of the unclustered data
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Figure V.9: Unclustered data ratio

instances reached up to 61.22% and 67.21% for each application. It means that the
accuracy of clustering results is less than 40%.

We need to maximize the number of clusters close to the real number of classes
and minimize the mis-clustered ratio to apply clustering algorithms to functional
separation problem. However, we could not get any proper results. Experimental
results of this section show that the traditional clustering algorithm is not suitable

for identifying different traffic characteristics of a single application.

5.3 Use Cases of Fine-grained Traffic Classification

This section provides some use cases of fine-grained traffic classification. The fine-
grained traffic classification scheme can be utilized for user behavior analysis and
other analyses which are unable to be achieved by current traffic classification

schemes. Although use cases provided in this section are very simple and limited,
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Figure V.10: BitTorrent’s workloads according to functionality

we believe that the fine-grained traffic classification has a much wider application.

User behavior analysis As an example of user behavior analysis, we can analyze
the average search counts when a user initializes downloading using P2P applica-
tions. The ratio of searching to downloading in terms of transaction number was
56,392:1. We have empirically confirmed that the Fileguri client generated about
6,000 TCP transactions in a single keyword search. Thus, we conclude that a Fi-
leguri user performs about 9.398 searches on average before downloading from the
P2P network. The goal of this simple analysis is to provide the average searching

counts of users.

Workload analysis according to functions Most of wired Internet access ap-
plies flat rate billing. However, Internet access for smartphones applies usage-based

billing. According to a report, there are more than 200,000 Android and about
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300,000 iPhone applications available as of March 2011 and they are increasing con-
tinuously everyday [115]. In this situation, the amount of traffic generated by an
application is a crucial issue from the perspective of billing. As an example, we
have analyzed BitTorrent’s workloads when a user is downloading files. Figure V.10
illustrates BitTorrent’s workloads according its functionalities. About 10 to 15% of
traffic was not generated by actual downloading but by other functionalities. Al-
though such traffic is essential for downloading, it is undesired by users. If we analyze
different applications’ workloads and compare them, we can provide the proportion
of unwanted traffic of each application to users and this information is useful for

users to select an application considering their data plan or billing scheme.



Y

CONCLUSIONS AND FUTURE
WORK

This chapter summarizes the overall contents of the thesis and lists a set of contri-
butions this thesis achieved. Furthermore, suggested areas for future work are also

discussed.

6.1 Summary

The most critical and representative issue that exists in today’s Internet traffic
classification is achieving a high-level of accuracy and completeness. Accuracy in
this context is how correctly the fraction of traffic is classified according to its original
applications. There are many metrics such as False Positive (FP), False Negative
(FN), precision, and recall that can be used to evaluate the accuracy of classification

methodologies or systems. Completeness, on the other hand, is the percentage of



VI. CONCLUSIONS AND FUTURE WORK 109

the traffic classified by a certain classification methodology. Completeness of traffic
classification is mainly related to unknown traffic patterns and has correlation with
the FN ratio. It is highly desirable to maximize both accuracy and completeness
during traffic classification. However, it is extremely difficult for any method to
claim 100% of accuracy and completeness due to the fast-changing nature of Internet
traffic. There is still a lot of room for improvement in traffic classification

Another issue in traffic classification is the analysis of traffic classification results.
Many previous studies have suggested various classification methodologies (e.g., well-
known port number matching, payload contents analysis, machine learning, etc.),
from which even more variants have been derived. However, it is extremely difficult
for any method to claim 100% accuracy due to the fast-changing and dynamic nature
of Internet traffic. The classification accuracy is also questionable since there is often
no ground truth dataset available. In another respect, all research aims at different
levels of classification. Some only had a coarse classification goal such as classifying
traffic protocol or application type; while others had more detailed classification goal
such as identifying the exact application name. Therefore, it is often unfair to cross-
compare each classification method in terms of accuracy. To overcome this issue, it is
more important to investigate how we can provide more meaningful information with
such limited traffic classification results rather than to struggling to overimprove 1
or 2% of classification accuracy.

In regards to both problems, accuracy and completeness problem and lack of in-
formation problem, we have defined a new traffic classification scheme called a fine-
grained traffic classification based on the analysis of existing classification method-

ologies. This scheme allows classifying traffic according to the functionalities in an
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application. The main idea of this fine-grained traffic classification comes from the
fact that there exist some differences among flows belonging to a certain application
according to their functionalities. The key to the fine-grained traffic classification
is discriminating among network flows based on their original functions in an ap-
plication. To resolve this issue, we have developed a method called the functional
separation method, which classifies flows into several functional traffic groups.

The first step of functional separation, Port-Relation Grouping (PRG), identifies
the dependency on allocated port numbers and aggregates flows according to the
dependency. Then follows Contents-Relation Grouping (CRG) that measures the
content similarity among flows and assorts them again based on the results of their
content similarity. Finally, Contents-Relation Decomposition (CRD) divides the
flow groups composed in the previous steps. This decomposition step is essential
to eliminate any uncertainty caused by misclassified flow groups and discover more
detailed functions.

To validate the proposed methods, we have run tests by actually classifying
traffic from various types of real applications using fine-grained traffic classification
filters. We have also compared our algorithms with existing DPI-based classification
frameworks and a clustering algorithm to prove the higher accuracy and efficiency
acquired by the proposed methods. Our method have shown better performance
than other traffic classification approaches in terms of classification accuracy. In
comparison with the DBSCAN clustering algorithm, we have shown that the clus-
tering algorithm is not suitable for the functional separation problem.

Our unique traffic scheme can increase traffic classification accuracy and com-

pleteness by reducing the amount of undetected traffic and provide more in-depth
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classification results for various analyses which are unable to be achieved by cur-
rent traffic classification schemes and methods. The key to the fine-grained traffic
classification is classifying network flows into different functional groups based on
origin functions in an application. To achieve this, we also proposed the functional
separation method. By applying this method we are able to detect different types
of traffic generated by a single application according to their functionalities. The
fine-grained traffic classification based on functional separation will potentially in-
crease the amount of information that can be obtained by traffic classification and
lay a cornerstone in the foundation of applying traffic classification in user-behavior

analysis.

6.2 Contributions

The followings are key contributions that are expected from this thesis.

First, we provided an overview of the existing traffic classification approaches
and comprehensive survey of traffic classification studies from the perspective of
classification approaches and classification level. Although Internet traffic classifi-
cation has became one of the major research areas in network management fields,
there was no concrete taxonomy of traffic classification. We have categorized exist-
ing studies into different traffic classification levels. This survey is the first attempt
to developing a taxonomy of traffic classification based on classification levels.

Second, we proposed a new traffic classification scheme. The absence of an ad-
vanced classification scheme leads to the development of a new classification scheme

which can classify various types of traffic generated by a single application. The pro-
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posed traffic classification scheme and method for functional separation in a single
application improve traffic classification accuracy and completeness.

Third, our proposed traffic classification scheme can provide more in-depth clas-
sification results for analyzing user contexts. The fine-grained traffic classification
enriches the amount of information which can be obtained by traffic classification.
For the evaluation, we have provided use cases of the fine-grained traffic classifica-
tion in terms of user behavior analysis and other analyses which are unable to be
achieved by current traffic classification schemes and methods.

Finally, we validated the proposed methodologies by applying them to real-world
application traffic traces. We also compared the proposed method with conventional
traffic classification DPI-based traffic classification methods. In addition to this, we
showed that it is difficult to resolve the functional separation problem with tradi-
tional clustering algorithms even though the characteristics of functional separation

are similar to clustering problems.

6.3 Future Work

Improving accuracy and complete in traffic classification and applying traffic classi-
fication results into actual network management purposes are critical research chal-
lenges on current Internet traffic classification areas. In this thesis, we handled these
two problems and proposed solutions. The following are a list of future work.

Our functional separation method has a limitation. In our method, we discrimi-
nated different functionalities among traffic flows generated by a single application.

Fach discriminated traffic group is labeled with its functionality. The labeling pro-
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cess is achieved by manual inspections. We consider enhancing the labeling process
of the functional separation method. It will be impossible to identify the purposes
of network flows automatically; it has a lot of room for improvement.

Traffic classification filters applied in this thesis are based on payload signa-
tures which require deep packet inspection. We plan to analyze the flexibility of
our approach by applying different classification methodologies such as statistical
approaches instead of payload signatures.

In this thesis, we have focused on developing a method to increase traffic classi-
fication accuracy and completeness. The validation result shows that the proposed
method outperforms other traffic classification methods. A large collection of knowl-
edge base for traffic classification is crucial in order to building an accurate traffic
classification system. We plan to increase the number of applications and share the
classification filter database within the measurement research community in order
to verify further on the classification accuracy and completeness.

The number of mobile devices and the amount of mobile traffic are increas-
ing rapidly. Network traffic generated by mobile devices is increasing at this very
moment along with the number of smartphone users and mobile services (or applica-
tions). Characteristics of mobile traffic are known to be different from normal wired
traffic. Mobile traffic has smaller size in terms of flow duration and total bytes.
Furthermore, HT'TP protocol is the most used application layer protocol in mobile
traffic. Considering these characteristics, we plan to develop a lightweight functional
separation algorithm for mobile traffic.

Finally, we also plan to conduct further research on user behavior analysis based

on fine-grained traffic classification. User behavior has gained considerable atten-
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tions recently. Traffic classification can be utilized by service providers to compre-
hend the behavior of their customers so they can utilize the information to provide

personalized services to increase their customers’ satisfaction.
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