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ABSTRACT

Power Line Communication (PLC) is an evolving technology
which uses the existing power lines for data transmission. Like any other
communication networks, PLC networks need to be managed for
efficient use of resources and secure operations. Major PLC chipset
vendors are trying to provide network management solutions using
SNMP by defining their own management information, but it is not
sufficient to manage heterogeneous PLC networks comprised of PLC

devices from various chipset vendors.

This thesis proposes a method for integrated management of
heterogeneous PLC networks. It has focused on three aspects: 1) defining a
common PLC MIB, the common management information for all types of PLC
devices, by analyzing existing legacy PLC MIBs, 2) developing integrated PLC
network management system and buiding heterogeneous PLC networks testbed
to verify the proposed method, and 3) providing a PLC proxy agent for
managing legacy PLC devices which do not support the common PLC MIB.
This thesis can be a reference model for developing an integrated PLC network
management. Further, this work can be a basis for international standardization

for PLC network management.
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A2 d EAl(Power Line Communication, PLC)S A3 S 333}7]
flaf olm %—xﬂé}l U AHAde] 53 ol ASE dojA F
e £ YgeE UEYIE FEeE AS JMsshA dFE 7)ot
[1, 2]. #<to] 200 Mbps PLC 4n]7} 483l += & PLC 7|&=°] A%
ghol wal, FdolAoly ofxLEgtel o] FAl Q= FEEA

g2 ygdAe HAHEASE S ooz &83te AW (access
network) 7+ oluje} Wi 2wl (backbone network) 74l &3St = A 7F
& Folt}, o]9e] ¥4 7 A H] 2~ (Automatic Meter Reading, AMR),
WEYZ Mul2 2 TPS(Triple Play Service) 5 PLCE o]&3t =
7= S e B2 AT J&E A d [3, 4] ¢
o] PLCE ©] &3 t&gt H-7F An|27F /s PLC U E A9
li'7} Aol wel PLC WIEY A Aol digk 282 #e9 +
A2 Y5 AA L Y

PLC UIESA A= tiAld ez va 479 8 dAlse] Algst
= FAA(chipset) o2 WHE)X R ERE FAd o] o] glth: 1) DS2 [5],
2) Intellon [6], 3) Xeline [7], 4) Panasonic [8]. &A= Z+zte] A Ha A
2 F2lo]l Erbssty] witel, FA G4 HE AR UEY]ATF =
HA o2 FAE AuaTE AT vk 28y HIode 7159
AR PLC UES AT ofy e}, k=73 3AFS] U-PLC PowerlT [9]
aL, sdoAlotell A= PLCE
|3 oot MERS FEekear st vk ol¢h 2 iR
PLC Atg o= Qlgk HES A= tpefet JAe] PLC HHIE=E 44
o]ZF PLC U]E %] = (Heterogeneous PLC Networks)Z A= Z o=z o
dE d@A A4 Fa HAA JAES AAFoE PLC #HEABE
(Management Information Base, MIB [10])& % <]d}il, EMS(Element
Management System) =9 A AES AlFetal JAEH 2 A
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AA A AF3E PLC MIBEY #A|AERIO 2= o]F PLC HE
AAE SF Aget=d F5 do] Bk [11]. A, 7159 B A
Al ALY AERRS #E sk gk A QI (proprietary) o] Tk
= 71E9 #E A A= ALY PLC UES T EAT Hal Tz @A
Aolwo] ol7] wjiol] xALe] PLC HIEY A o]9]9] EFALY] PLC HE
Aol w2 HEe7)7F @, AFHE dEYSI YA
(Network Management System, NMS)%= A}ALS] AqfR U EL vk g
7hedt EMS 9] e Al z~ElT AlFshr] wEe] diatE UEY A
szl SgAde] "ojzith &4, 71E HA AAdA AE st
PLC MIBECl& 7|42 THYE HESo] woh wapx ofF
PLC d¥|= 4% PLC HMIESIAE &% #&s] 98 T5¥= 4
BH7F @& EE PLC MIBES AlFdlok st} wpgkx] NMSe] H 2]
Fiko]l HlEE Ao R o] &¥ 1, AAHR(MIB)S| A By B
7} bk Bk obyEr e )] #EAgRd s dA E @
2] 1 WS (translation)o]] W& =7} F7sY AR, ZE PLC &
HE #ed e 3% #ARI gloh kA PLC ] st
o] gl = AL AFS] HHAHEE Fsty] A A vE =

o o

AlZko] F7bekar, NMS 7R zte] oA = B PLC UIEH A 573
S 1EF 53 NMS e wE s 2=7) U3tk med &
T el F(view)E AlFsHE NMSE JHEetr] of Ht. of2ljh o]
o] dA /e PLC NMSE SW AR Aol ols] /fesr] ®mo
© PLC FHIGAZE AALe] AlEwES 9l AA A o2 Jfdste] AlE
shal Q= A Aol

et 22 EAHS A A= olF PLC UEHAE
T westr] 9 B9 weAAE 2astth AA, PLC UES A9
AR g FF87E o] FolAof gt = RE PLC M7 A
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PLC MIB [12]2 A A3}aL, Common PLC MIBS- ©]&-3}o] o] PLC Y|
EYAE T #ET F dE SF PLC NMS [13]5 /Esiqlct.
T oy 2}, Common PLC MIBS A YslA] &+ 7] PLC &AW 71#]

43171 918k &3k PLC Proxy Agent'= 7]|%3}Sitth [14]. &3 PLC
Proxy Agenti= Common PLC MIB©o] ®WFJ ¥ %] ¢k 7]&E9] PLC HH| =
=3 #Belsly] e A|~Eo @ 7]E PLC MIB 7]4Fe] SNMP [14, 15]
g B—(Interactlon)ﬂr Common PLC MIB 7]5+2] SNMP 4} & 2H8 A}o]
o] Mg FPsh= Gateway “FH| o]t}

H

B Aqto A= E3F PLC Proxy Agent”} 32 7} 3k SNMP of o]
AE(agent)®] 7M-E FH37] 98], SNMP o] E Al &E#HIH
(Agent Simulator) [16]Z ©]-&3}o] 7142 Bl A EH| = (testbed) S =3}

, SNMP ollo]AES] 45 S8/t AedES SHTOZHN, &
& PLC Proxy Agent®] =34 (scalability)s 7A5atoict Le]ar A¢kst
B3 #EAAY Ad reAdS Holr] 9l DS2 EHl, Xeline g,
Common MIB PLC Edlo =2 A ¥ A4 o]F PLC UEYA HEE

031 ﬂll

! Common PLC MIB& t}ekdt o] txo] BE PLC AH|So] 7|E¥ oz
A& Holt g e AEE, 54 A PLC Aulol] o&# <2l Aol ofg,
ZREA 2l PLC MEYZ #EE Sl #e] AR,



H=8 7533, F3 PLC NMSE o]&3te] o8 FF #HE]7]sl

R

2 =EdAE o]F PLC UMEH A T3 #gE A% 8 &
YAAE AAIFeH, & AT A= 0]% PLC UESZ9 T3 #
25 9% Fx 2 (reference model)o] 2 < Slth. T3 Common PLC

5 X33 & ¥ Al2" A= PLC HIEH A ¥
71w FF8e] 7lod = 3

=R AL e 2k 2ol E Byl A= PLC Y|
EL A9t SNMP 7Rkl A Aol disA A7)sch B PLC WES
Aol gt 715 7]1E PLC UEH A HElse sl AH
ghoh, 3ol A= 278l A vl #Ag 7]1E PLC VIEY = A AAE
gt o 2 A Common PLC MIBel ujs] Adwgich 4o =
Common PLC MIBE A|Y3}#] %2 7]& PLC AH|7HA] %= X -83}7]
$18] A3k =3+ PLC Proxy Agentol] thald Awstar, £3F PLC
Proxy Agente] &4 W9 s 54 AAE AASh 5784
Common PLC MIBS ©]&3}le] o]F PLC MESAE TF
A BYA=ER] T3 PLC NMSe tis] A3ttt 202 67l
= A48 2 g5 AT dis] Aot
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s Here] £H2ONOff & Gom= 3 okl Aol gl A

PLC HEYAE 28 29 o] 2
MV(Medium Voltage) PLCS} At vl A2 S o83 LV(Low Voltage)
PLCE hs 4 9T} [17].

i == MV/LV
= Gateway
W & clole 28/
DiAE 29 \
~

22.9kV =

AMHA
220V

at\ =T Hamas

PLC 2aaMEy | TTTTTTTT UTP #H 0| =

19 2.PLC Y EYA F+F

220ve] At A ML o] g3l PLC YES HE vlAE| (Master) &5,

<ol B (Slave) 24, 2] 3] E (Repeater) =5, MV/LV Gateway 52 &

HE=2 7490 v [18]. w2y B2 F vEL A, xDSLoly 7

olE UEA T MEdy pLC EYAE A YA ALE

fAct g9 2 PLC EHlE Alol9] AEE STHA77] S8A
]

AbgEt LYol el Haaw 5o oY dAZdsy] 9%

™



Arjel deds dds] AsiA AREEH. MVILV Gateway= LV
PLCSt MV PLCE <dHst7] fleiA AREHT flof 22 FH|=0]
PLC YEY AL & thgo] gt PLC M EYA &JAE A= QlE
S Eso] o9} o] 5 PLC UEYAZS A & glojof 3
=3

2.2 SNMP 7]5te] #AEAA &7

SNMP(Simple Network Management Protocol) [14, 15]== IETF(Internet
Engineering Task Force) [19]914] X3} & 71 4] 22ol= HEHYA
e ZREZoIY, dEFERe 17 33 o] vjyA-oo]HE dfe
telow sojgith. Bt Aol SNMP ol o] HEZ}F 4F¢) ¥ o
A B A Arle ARE 83k 28]l SNMP U A (manager)
= HMEYI &2 AulE #gT F U=EF SNMP oo]HE
(agen) Z5-E] AEZ Tt HHst= 7S Tk

HE WAz FHEE e
Wy} ool HEF WA 23

=
i
)
¥ 1o
~
ox!
=2

s oo wehs °l 58
she el slvh AAE FW(polling)olebar ohil FA-E E(trap)
olgfar ek T3 EHL oA FHOoR WA Aol o]Foix

S A3t Efe UDP X E 162913 ALE-3)]

9 34 B Hl Zo] SNMP Bl 2A 3747t EA)

gtk 3 HAlE wjU A7 ool HE A @ ste] BEFE e %
38k F2Q Get? GetNext o]z, F WA= Wy A7} o o] H Eof Al

=4

[e} 'l
e Bulo] cloldE e WAsks A<l Seto] SUnh mpAHo®E
o] dEA oWl EZE TSt 24 flo] MUAR FHs= EF



SNMP NMS SNMP agent

e [ Management resources
Management application -
( IlIIIIIIIIl'll'll'lIIlIllll)F[SNw managed Ob]ects
Application
- manages objects -
- Q @ e 4 @
0 =] 7 I 0 =] b h
£l 3| & 5| = S| 8| 5| 5| e
ol | T & & ol | T & &
) = D ) = @ - D @ =
| % z| 8 x| 3| g 2
G| z| ®| X G| z| B &
(U] 2 [7;] @ (U] = (7] @

o o o o
SNMPmanager CEERERERRRRRRREERERRERRERY) 2 SNMPagent
SNMP messages

UDP UDP
IP IP
Network-dependent protocols Network-dependent protocols
network or ‘
internet

3 3.SNMP 7]uke] YEQT #E T2

A2 ARE Yedle oz #Aelgdn HoE 93 Lol
gtar 3k 9= 9tk SNMP| A= SMiI(Structure of Management Information)
[20]°] °]& Aelata Ut} SMIE= SNMP A AL-g317] 913 Zhe] 4w
g "S- ASN.1(Abstract Syntax Notation One) [21]S.2 o3 =
< Ao=m wja=Eet doly EBYgs Agofsta vl SMIe gelo] w
A EE #ABEE ASAA EYTEE VAL o Eg ut
Aup werko] AA| HlolHE JHAl= kot HolH = w27
E R Hule

S M ALY ~ZEr 3k olxky wjgel wedk g ol

3153k OID(Object Identifier) o ]3] +&H ).



222 AFAR A9

AAdz e AR E AHodts Ao® SNMPoA = e
A X5 MIB(Management Information Base)= EFHTE < SNMP SMIE
ol-gste] oW e AT A7} st HEY ARE G A
o] MIBe|th. MIBx= EE HHlolA FEX o= g AMME EF0
2= 2% 3 MIB(Standard MIB)o] a1, Z+zke] &d] Al 2= Al ol A
AE el A E fla 53] Aog A2 MIB(Private MIB)©] 3l
t}. SNMPv19] ¥ MIBO.ZE RFC1213¢] Aol®l MIB-II [22]7F 9L,
SNMPv29] ¥+ MIBS Z+= RFC19079 A 2]® SNMPv2-MIB [23]%
ket ol 9l

23 PLC 7|& &% A}

ol Ao A= PLC 7| E%Oﬂ A A
H G EL PLC V& BEH }H]

Al Ay s 3
Intellon PLC 7]|%< % Ao
[32]¢} DS2 PLC 7]+
Association) [31]7} <At %xﬂ}{%gi{— IEEE P1901 WG(Working
Group) [27]1% TACo=E & F< 1% PLC 7= =8 A5 MAC
AZ2] 4 (specification)oll T3 =) E%Ohﬂ oATH 314 pLCO T
Sk oA BES 2008 12€] U Flo

AARSZ PLC 7= & 2 ®T3 s tia] oty 8, F
179 @AY A 54, 74 2 AHR=S FAbskar, HaidA g A

o).

PLC @AlE g 54 wet /W o3 2ok 2 94E
2 EF&EW, PLC Forum [24]3} OPERA [25]& FHS TAo=,

HPA(Homeplug Powerline Alliance)

10
O{NH”
>,
o fr
fu

Mo =2 3= UPA(Universal Powerline

10



HomePlug [32], UPLC [33], CABA [34]%

)

ZA o= PLC-) [26],

CEPCA [30]& ¥¢&S FT4lo= Hoglth. 1 99| IEEE®] WGE
UPA [31]& ZEwt AlAS H8l A AAXSRE oy dAEE 7445
o
E4¥R EF3HH, PLC Forum¥} UPAE PLC fAE9] 71+4
HuFE 9elA], OPERA, HomePlug, CEPCAX PLC 7]&d ¢t F5
SPECS wH&57] $18lA, IEEE WG A FoHS A3y flsiA =t
SolAth AEslE ERAEZE 717 GAEE Q. PLCIE 1%
PLCE 93&lM, CABAE &3 4 091 AsstE flaiA whEo AT
E ¥ (vision) ZA3}E-(output) -4
- s Alelel] PLC o510 Ao
- = = U——E—
% e -27)¢] WG: Marketing ' ©F 0T
PLC o : PLCEMIA, &&
Forum | -PLC 71 atA<t Al WG, Technical WG Nk = 50 7 o)A
4 2 %+ F3 | -1719] Project: OPERA v °
o] MW= T4
S B ER A I
- PLC Zlell Wi A, . e
- PLC 7% AT T AR oLe 4 ;ﬁ =
OPERA - PLC 7|%< #% ©l - OPERA Specification .
- - = 371 5 36 7 ]
I1"Oﬂ Z‘j,\)/]- 'H]X]q-{\— E1liE /\]_v/] tﬂ]tﬂi :F_/\_]
7% HAEE ST °
-4 PLC 7%= &
-PLCY] &% A & EA -QHES EA o7 5
- 2= 2= - = H—
hvi el s =0 -alsy PLC 713? O] ] % 3L3L 5] 3
SLE o 1 Ei?ﬂ 713; AT g B g ) 2o of fAlet &7
-l PLCE el o oA o] A, B ¥ E
12710 3% pPLC %o ©
demonstration &5
IEEE -4 PLCO Eg 7 -2008d 129 3 W|-DS2, Intellon 5 30
P1901 | =3 MAC Al=¢ | # draft specification| o 702l FA1% <l
WG | Fobks A4 o] & Zo& d4| PLC dAER T4
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Q. hya
P1675 | = EH~E 3 3 @A 3_.VI5 7 AAS2 A
WG | mzer A4 g3, A9 3 PLC SAIS= 7
- 7Hel PLC ¢
PP -PLCSl EMC A72 -EMC %S, Lst draft ;?jr llj:ﬂﬂfo;
we | Aol HiE 49 AR F I
T4
-tE EAX Z= =y _elrR O = o
e BL NN B e guiel se w0 T
CEPCA & 7bsd pPLC Aull 7l PLC A}t &
o A EEAY | T Tr|Bor 74
-AMAS] o2 PLC -200] PLC A=
B, ®Ere]l dA9F 1f-o]8] PLC  Specific T4
£ &% PLC 7]=¢] ation & -g= ;. OPERA
87 3 2 PLC Forum &
- HomePlug 1.0 o
_ ST ES FA 0 50
Home -7F4& 1% PLCS] - HomePlug AV 04]7}194 ?; A
Plu TETgFE At } Al
9  TExET MY HomePlug BPL PLC A= T4
- HomePlug C&C
- KR = Al o
-PLC 7% 3 -PLC & 83 & ijiywif;%
=
UPLC | -PLCS &8 H|=U 3} Z2AE - e
2 mel Ay -PLC T W& Buish e
B T4
-PLC 7|=& ©]&3}-i ildi .
cABA Tl =l sher vagazine ot a4 A9 PLC ¢
& A% SUAL-CABA AT Auls T
§7E AR AT | gYEdg A °

¥ 2.PLC & v &4

2.3.1 PLC Forum
1. ©AEH
PLC Forum [24] PLC 7]&o] #
Fate TAARD Belojt} o] wAle] Th F 5F

PLC #+el 7]%o] AraFolth o] folE T g Bl

12



PLC Forum& PLC 7|<9d] tjst Fﬁxﬂ?}% sl 1 A °F°ﬂ o=

2. SHATA
PLC forum=> 20001 ol 7]&9] 2719 Edo] A & At
T oo]FE WL AL SolA, AAE 50 o JHe] WM E T H o
ATt #WH = DS2, Intellon, Mitsubishi, Avisto Telecom¥} #-2 PLC “gH]
& Al (manufactures)©} EDF(Electricité de France), MOSENERGO, SENELEC
Jﬂr &2 F-& 7] F(utilities), CEPRI(China Electric Power Research Institute),
PLC-J, UPLC®} #& PLC #ATAZ T4 ¥ o] it

3. 43&
2711l Working Group(A Marketing WG, A Technical & Regulatory
WG)¥} 170¢] Project(OPERA)S Zl a3}l )

2.3.2 OPERA(Open PLC European Research Alliance)
1A 53

OPERA [25]F AZ& PLC &% UEHYAE 9 A+EY
(Research Alliance)©]t}. OPERAE 2004 1€ 58 Azt 4d 7]7He]
ZrAEolrt 27le] @AlR FAH UL, 7] o
= ZEE=TH OPERAY 7HE & 542 dAA PLC 719 SHAIE 553
| flsll 223 A& A, PLC 7les #+1 tF

S

Zlo]th, OPERAS AAM A AL &7 AWSdA AHHNS o] &3}

N



of gk & AEHl Mu|AE AlE sk Aol

He thgat g

« @A PLC A =H59

zp ol o wbx] ek

o AF8-2}7}

7N
i, PLC

o] ofel %= 7]

>
2
-

ua

YERAE °l87Fs

s 1L
* PLC 7|ES B3 AT &= = vkt An)x st
« PLC Al&=¥lE9 ®¥3}
ole] ¥ 3S OPERAZ} A A3+ Hof

OPERA®] 37} ofeff el z veht 9l
A AHH OPERA &%
&5 45 Mbps ©]7 200 Mbps ©]”
X plug &play 54
A|2H= Proprietary <54
ey &4
FEEeh 5182 oA BT
LV AX H]& aLH]-§ #|H)-§
MV AZEY 7| Capacitive Inductive
AREA A W9 80% - 90% 100%
EMC Standard & o = 0o w=
Compliance w7F RS TH BT
AV AH| A H2E o7 A&
AHLRF HeE Not user friendly User friendly
9y PLC 33 & v w7 =R
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ol
o
>
MN

¥ 3.0PERA ¢ 7|&E%

A A
OPERAE= PLC 7<% #d 9l 36709 o= A5 o] 9l

o frd dEE ol tE Yol 245 X3 Hol itk o
®249 W TAE thg 2t

 Disefio de Sistemas en Silicio, S.A. (DS2)

 Eichhoff GmbH

* Electricité De France

 Endesa Ingenieria de Telecomunicaciones, S.L.

* Endesa Net Factory

* ENEL Distribuzione SpA

» Mitsubishi Electric Information Technology

» PLCforum Association

» Power Plus Communications AG

* Yitran Communications S.A. Ltd

3. A=
OPERA A] ¥l F#<k(vl, v2), PLC A]2~¥lo] @ FA}3o] %3t

A, AU A HREE, Ve dEE T g THEe Aesta 9l
th o] €19] PLC 7=l Whall A3 AmEo] FHo]Add FA ¥of
ATH,

2.3.3 PLC-J

1. @A &4

PLC-J [26]¢] HA& 7]&9 AN=HEY &8 + U= 7IsH
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2. GA A
PLC-J&= 2003 3¢ 1de] A=Y, F FTFH @AW= 4
Hol dnt 13709 A Wi} 36709 B WH = o] Folx Utk A HIB =
PLC-Joll 74 om 38T & Q= WY o= Fixd Adet &
FHES B ZrhE 4 & W o]t FUJITSU, Hitachi, Mitsubishi
59 Ve FAHe otk B WW i PLCIQ] HAd Fesis §
?_] o

Z2A o7 ugo] Hrts 4= 9= Wi o]tl. POWEREDCOM, SEGA,
ALPS 59| 7oz FAd=o] 9l

3. A&

PLC-Jo] A¥=& 31 PLC 7]l 3k 4, 114 PLC 7=
S ol &gt FIUpAu|ze #E 4], 1E PLC 7]<=°] demonstration
g5 Fo] Arh

2.3.4 IEEE P1901 WG
1. SAEH

IEEE P1901 WG [27]¢] 22 Access PLCS} in-home PLCS] &&
I AEES A e e oe] 7HA 9 =Y AIS S MACAH S 9
FEehs AGske Flojth. =, 114 PLC “4H]o] MACH =159
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CEPCA, HomePlug Powerline

Current Technologies,
o] Ath.
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o

PLC 7|3 TdAZ T4 5o Ut 7]
Intellon,
M =

A

i
Alliance, Universal Powerline Association

0|
yal

OC}: S
DS2,
, &

o}
3

o]
2R

o

R

Ambient,
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o

=

1

IEEE P1901 WG

N =
Mitsubishi, Intel

o] PLC HHlo] 9
hsi)}

2. GATA

=

2
b
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vl
=
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e

2
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-

2 PLC #H]o AFE-%]

= 1

Xz

H A draft specificationo] 1}
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A

IEEE P1675 WG [28]2]

20081 124,
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3. A3&
IEEE P1675 WG] A& PLC AH|e] :x=¢tolt), o]l= A
3 V1574 ygkar, A& & Foltt,

2.3.6 IEEE P1775 WG
1. @A 54

IEEE  P1775 WG  [29]1¢] H#2  PLC  A]x=El9]
EMC(Electromagnetic Compatibility) A2 270 4 X s=A=5 EH2ES}
i, EMC ¢ SAd AAE Aoste= Aotk &
oe] 24 H7h59] FFEke F2T Zlola, A

84

2. THA A
IEEE P1775 WG 309 709 TA1& <2 PLC ¥A¢ F&7|¢e
2 FAE AT

m
<
O
ke
M
L
N9
=3

A draft & HAES= Folt}h

2.3.7 CEPCA(Consumer Electronics Powerline Communication

Alliance)
1. A 54

CEPCA [30]& 2005 5% 20¥o] Adg® u|ge|x7 ol
CEPCA®| H2& & Fu S AREstA| v

3= PLC Al2=#l Alolo] Wbl @42 A ASFAL, A



go BEakm AP 452 YHHE AL sl e e
BAZ BED EF8EHE glelth
2. AT

CEPCA+= Hitachi, Sony, Panasonic, Toshiba 2] X ZXE
(promoter) B¢} Delta Electronics, Mitsubishi, Xeline¥} 72 F&x}
(contributor) MH & A o] k.

3. An=

CEPCAY] A¥ES 20005 119 94 H 7% FFoh
2005'd 49 3% 3 Evaluation and field trials ¥4 ]t} 2007l &
IEEE P1901 WG} PLC-Joll CEPCAS] %3 AStME A &3}t

=)

2.3.8 UPA(Universal Powerline Association)
1 eHA =4

UPA [31]: 2004 5€0] A HE PLC IJAS Agtsle] dixste
A vgE Fo Fg3lolth, UPAE =4 - F<l PLC Al

AA EEe % el ANHES weska ok upae] BHe o
} ° i

2. GATA
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UPA+ AcBel Polytech, Ambient, Corinex, DS2, llevo2} 72 7|4
W 9} OPERA, UPLC, PLC Forum¥} 72 ¥ oAz Ao 9t}

3. A&

UPAE= 27F#]  PLC

i

H X9 EA1(Access/In-home &
In-home/In-home coexistence mechanism General specifications Version 1.0,
Digital Home Standard Market Requirements)E 23 3s}$ 3L, IEEE P1901
WGl 37}A] <= <4l (Coexistence Functional and Technical Requirements,

Access Functional and Technical Requirements, In-home Cluster Requirements)

& A=

2.3.9 HomePlug
1. @A 54
HomePlug [32]& &7 %]
gk PLC VIEY A s&x+ /IS 918 2000 39 ZAAE A

o]},

2. SHATFA

Homeplug+ Linksys, Intel, Motorola, Samsung, Sharp, Sony$} <
=X (sponsor) W<} Intellon, Arkados, Conexant®} 2 I3
(contributor) ¥} Current Technologies, Texas Instruments, Yitran
Communications, Ariane Controls &3} 72 ZF7}FA|(participant) =1H <}
CABA, UPLC®} #2 FEdAl 2 4 5o St

>

3. 2=

Homeplug= o1&]7}#] PLC #F&9he LRl 3 WA= &



YEAT FHES F HomePlug 1.0°]th.  ©]=  IntellonA}t2]
PowerPacket 7|=& 7IWH7]== MAAste] 500709 78S o=
M| 25 3 9, 2001 6ol FHF A S TESAT T HAE UL
AUl A thekgk AAZE "Er Yo F4le] $3ES & HomePlug AV
o]t} o]i= 200 Mbpse] HAFEEE ATt 7|& =, 20051 d 1290
HE A4S Busth Al HAl= 7]E Fd9 W3 PLC U E$

3 d4dsE= Ao $3HS ¥ HomePlug BPLo]T}E o] 20061 A7)
of S ggste] dA T Foll Ak wiA e zHo] /9%
s 7H WY Z4F 71719 AlolE HH o= s HomePlug Control &
Commando]t}. o] 2007 10¥€el #HF 7245 i3

2.3.10 UPLC(The United Power Line Council)

1 A =4

= U HiAIALE FAHC®E PLC s QIEM
wat7] 91gk GAolth UPLCE o] vl 3]

N~
>
mlm Mt =2

-

= A Fo o F2 I v 3
A5 Al 5 o]th, UPLCE AFg7] 3
(Busmess Opportunities) & 5 3+ (Technical Operability) 52| # gFi-of

of F4& T ek

>

2. SHATA

UPLC+= Ambient, Current Technologies, DS2, IBM, Mitsubishi -5 <]
<= (principal) #H 2} Austin Energy, BPL Global, Motorola, Broadband
Energy Networks %¢] 1 %(associate) W H 2 Ao it}

3. AyE
UPLC= PLCE o83 483 ZmAE

)
i
il
fz
e
g
o
N
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3Fal 91Tl FCC(Federal Communications Commission)ol] PLC #&

2.3.11 CABA(Continental Automated Building Association)

1. ©A =4

CABA [34]= =W A9fe] Fa} Wd Abestet ddd A4l
AEel W& V)35 ATets wge dARA, F UY AedE
Agsts FF AT 50 dd gas 3 AEE Avshs As
EHoR sa ek o5 3 & WY ATEel B FHuF
o BE2s 9% 2He Awstal, S WY Asset ¥d d 22
B2y #39] Aee8dE Asta X3

2. SAFA

CABA+= Bell Canada, Bell-Northern Research, Ontario Hydro,
Hydro-Québec, Consumers Gas & #-2 2091719 FUIELT AA <
PLC A= 4 5o ot

3. 23&
CABAT =3 WY A3t 7& Ao mE Freo} AT
A= )33t iHomes & Buildings MagazineS WH7+alal, CARA 11|

o] AE Mujx W FFOHS ¥ AE rYEd A Fskt)
24 PLC YEYH #AFr<E =3
ol oA = PLC WEY A #E7|& o thsia Ao}

712 PLC HA AA9F 4S9 PLC YMEYT A A A A =
A}alar vl B3l DS2(OPERA), Intellon(Homeplug) 2 Xeline] 3
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Mol PLC HA Aol el etz A RmMmIB) tlElA v

A AR 4% PLC HIES A BVl $FS Bo5al o

B T2EZ e AR e 7=
Xeline SNMP Xeline Private MIB SNMP Proxy Agent
D SNMP OPERA Private MIB SNMP Agent
(OPERA) g
Intellon .
(HomePlug) SNMP HomePlug Private MIB SNMP Proxy Agent
Panasonic SNMP In Progress In Progress

¥ 4 PLC VIEYZ AYV&E 5T

A PLC HWEYA+= A4 2 DS2, Intellon, Xeline, Panasonic,
4780l Fa JAlEo] ATt JAoRE el HHlER S H o
ATk 47fe] Al BT SNMP 7|¥ke] PLC WIES A #AAAE 75
AAY A&star At DS2(OPERA)S Xeline2 AFA| & © & Private
MIBS A olstqlal, AALS] PLC AR E 918 SNMP OﬂO]QE% =2t
Aow Jhete] #el7]e s AlFstil i, EMS T weA]2~H
= A AFsta 9lth ¥HA  Intellon(Homeplug) ¥} PanasonicS 1E 9]
PLC gHE A #HHARE HJetA AN, Private MIB ZEIZ& 74
ofetA] %3lqlar, AHAke] PLC JH]E $13F SNMP o] EE AlF3s)
71§18 A AT ol Ak

241 7]1¥& PLC M EY = #AYFZ v 4

% 4+ DS2(OPERA), Intellon(Homeplug), Xeline, 371 <A<
PLC AHZ T3 ® o]F PLC WEYAES HoZT}
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BPL-qp'E ' I

Homeplug | s B -riwn"-.L S Akl
Cell . T UTP H0lE
Lm |
Hsad End

7 Lveel

19 4. o]F PLC VIEY3a F+&

Xeline MIEY = vlag-EeolH T2 vl (master) 55
7 & olH(slave) Rl o & FAE gt [35]. At W A 9o
do]B wdlo] 23| E(repeater) =5 7] 57kA] & 4= 9t} Xelined]
gl 7%= 7} PLC Y7} SNMP ol o] A E(agent) S H A3 9%
7] wj¥oll, SNMP ®WjU A9} PLC E§ Alolo] EU 200B &= Z=
of o] 41 (proxy agent)& Fol A w7k o] Fojxith, T2 A] ool HE
el MyAZEE §E SNMP WA A E PLC ExlolA #l¥38hE A
Z <l (proprietary) WA A 2 WH3F A/ AFE IS =33

e > & i ) o

OPERA U EYAE 7|EHo=w 17] = 1 olAe pLC A
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(cel)= A ET} [36]. PLC A& MV A3 LV AR Uz 4 e,
MV AL FH(ring) 722 17} °]Ae] MV :=Z(node)= TAE o 2l
LV A& 1709 Head End(HE)S} 2] 7§2] Repeater(REP)S} Customer
Premises Equipment(CPE)Z T ¥t} OPERA PLC HIEY A+ & %
o] ¥&21(Optic Fiber)tk MV-PLCE o] &3}o], H& 48 +5 & 3l
LV A Yol maE-LeolB P22 YEHAZF AR LV
Al Aol 71E G97F "drh HEE PLC AL Alojstes A =

Eo]tr:] 7_\1'% 01731:4 rE L:E%/] ]./\1:/1 1:'1:41 Oﬂ—(sl-_o_ %L%‘rz; ] oﬂ
_o_
=

4

kY

= = R

HEY A $=38)stt}. REPE 21358 =713

m&*‘

9 QoS Ao

=
=
FE gt 2

) 7 T Yy 2E 92 99dei HEY bE
REPell =0} Stk olw) HEMA= vhaH 2¥) 9&S &L, o
REPII A= whAE EEl B SeojH BE s 33tk CPEx=
aze] Rl AAH= ’“aﬂow— Eelo]th. OPERA®] o] 7F= EE
PLC dul5o] IP oj=2]29k SNMP cllo]ES ®HAstal 9l7] wii

oll, SNMP T L] Aol ]3] PLC E‘ﬂ:‘,o w7t AHA R o] FofXin.

Homeplug WIES A= A 7|gto g gt 7 o] Aa G4 o
AT} [37]. A& Core A(cell), AV Sub 4 (cell), BPL Sub “(cel)Z= T4
Ho]lth. Core e 7S Encryption KeyZ Ab&3lE 18597 Head
End(HE), Repeater(RP), Network Terminal Unit(NTU)Z /4% o] Qlth
AV Sub A2 AV protocol 7]RFe] A= NTUE FalA EH59
AV-CPE(In-home CPE)%= Core Aol A= oltd. BPL Sub 4 BPL
protocol 7]¥ke] A2 NTUE GT3lA &H549 BPL-CPE(Access CPE)&=
Core Aol AAZA% o]t} Homeplugel #2]7%+ Head End H]7F A
o] FHlE A ZFA olo]dEE 7FA AL 9= SNMP A oo
AE  #elg-Folty. SNMP  EZFHA] do]dEx SNMP wWAA =
MME(Management Messae Entry)? = < s

ny

2 HES} StationAlo]ol F38-= Management Message Entry Data
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242 71¥& PLC MIB H|x 4

PLC HlE #3tr] faiae=
ojoF gttt FAl= PLC 7|9 ZFEQME oA &2 A
FHE 913 £F MIBS oA AYEX] kAT, PLC ¥ dAv
AEL AAEe AuE #Estr] fldl ZHAF Private MIBS
olth ol Ao A= 7]E PLC MIB 59 thalA A7)8ka, v wi
stk o] AoA =ol® 7|E PLC MIB £9¢ vl ¥4 ZAule=
Common PLC MIB& A A|sh=t] 7] 22571 €t

AR S

4

OPERA MIB [36]2 2#|¢l9] DS2AH7} F59 3¢ PLC %5

3} ¢A¢l OPERAYIA] OPERA %5<S WEX: PLC FH|E 93t ¢
HARE A3 Ao|t}, ROOT OIDE 1.3.6.1.4.1.6798.3 o3 & 10719

a9l agew FAHe vk AAH FxE W 59

pISystemS PLC A|~®lo] AutA el HHE ¥ ssl= 1§ 0] L, plBasic

< YAl dEd 4 ARl tigh 1Eolth plPhy> =2 AIS ol
B3 ARE, pIMACS MAC AlSol #3 ARE 71231 9t} plQoS
v €A ®=Z9 Qosdl #d HHE UM il plOVLANE

VLANe #3gt BRE 7FA i gt} plStatisticss s EAIHHS]
Counter X0l t]st 1iF0]aL, plTraps= Trapol #3F R =Z o] Fo]A
21T}, pIStpi= spanning tree protocolol] ¥#3F A X E plSecurtiy= H 9ol

A3 ARE 7R

OPERA MIB& SNMP 90| A E ]| F2E 714t 97 uF
o, TZA] Jo]HE Fx9 PLC WEYIAES #AHT F gvs= &4

Heol 3
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enterprise(1.3.6.1.4.1)

ds2(6798)

opera(3)
L plSystem(1)
L plBasic(2)
L plPhy(3)
______ pIMAC(4)
plQoS(5)
L plOVLAN(6)
| plStatistics(7)
L plTraps(8)
L pIStp(9)
plSecurity(10)

1% 5. OPERAMIB F+&

Xeline MIB [38]> SkellA] At LV-PLE ©]§
7F A A2~ '10] XPAS-200B Systeme] RElE-S ] &ly
o]t}. Root OID+ .3.6.1.4.1.107920] 3, A A A ¢l %= 19 63} 7t}
Xeline MIB] 542 7} AFTHEE SHE MIB trees 7HA 3L dthe

ot

X+ xelineXPAS200BModule 3} erineEUZOOBModuIeoﬂ o] & of 9}3}
xelineXPAS200BModule2 XPAS 200B SystemS A 3ti 9l PLC &

do] ARE E3stal 9lal, xelinefEU200BModule2 E=A] o o] HE Q]
EU- 200B Systeme] R & E3tslal §lt}. Xeline PLC UESZE 4
st AHIEE SNMP dlo|dEES "Alstal YA 7] wEol
EU-200B #}= B o] Z5A] do]dEE FafjA w7} o] Folx
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Uh Xeline MIB2 SNMPE F3a #e]=™d 33 Bk w el #pAle
AEel Sstd #eARE UF Bol EFsta da, el MIB
valueol] =22 AAR7F 23] Sl 5o =A%l 3
enterprise(1.3.6.1.4.1)
xeline(10792)
L XelineGenericObjects(1)

L xelineDot1BridgeObjects(2)

xelinelnterfaceObjects(3)

xelinePowerlineObjects(4))
L xelineXPAS100AModule(5)
L XelineXPAS200AModule(6)
L xelineXPAS200BModule(7)
L xelineEU200BModule(8)
xelineConfigiModule(9)

19 6. Xeline MIB F-%

Homeplug MIB [37]> "|=r9] Intellon A7} 5<% &Hv]¢] PLC
3} A1 Homeplugell 41 Homeplug ¥ +& W=+ PLC FH|&E
AYARE A3 Aolt}. o2& MIB Definition HEjE o] = X
7] Wi, OID ARE ¢ith. 1™ 7S Homeplug MIBS] T%=
HolFEt Homeplug MIBS UES D #E]7|s HE 67 2502
d=]o}d . Inventory Z15 PLC 4|9} PLC YE<$]= Topology <]
Discovery A B E X33t L, Alarm L5 s 4= &= Alarm
of ¥k JHZ Alarm MIB(RFC 3877)& ©]-&3}%l th. Configuration 13

2 PLC #H] A AHWE Eskslar a1, Service Provisioning L&

§& Ao
30 o AN
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e s ok

Provisioning traffic shaping parameters ©f T
H skalal 9lal, Security

Performance 152 v XM, B4 A

£ joinKey 3t e wotdd HwE ¥
Homeplug MIB

—— Inventory Management
e InvStaTatle
InvAvinTable
InvAvintembers Table

Alam WIS (RFC 3877
—— Configuration Management

ClgSlaGraup

L ClfgSta=YWGraup

| CfogStaPhyGroup

| CfgStaRouting Table

—— Alarm Management

—— Service Provisioning
L SnBasicSandcaGroup

L SrvAdvancedServiceTable
—— Performance Management
l—  PriChannslGroup

____ PriLinkTabla

L Security Management

a9 7. Homeplug MIB +%
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%5

OPERA MIB, Homeplug MIB, Xeline MIBS %, @&,

et x, #2715 (FCAPS) = nla 2243 Zlolt).

OPERA MIB Homeplug MIB Xeline MIB
& | OPERA #nH]7} AlFdloF | Homeplug@Hl 7} Al &aloF | 2HAL A3 (XPAS-200B)<
s o AYAHR Ao 3 A AR A9 #es7] 918 MIB A <]
-
10709 Sub L& 6782 Sub 1&F 9719l Sub 2%
=
T
1‘—;] LV-PLC ¢ MV-PLC LV-PLC ¢ MV-PLC LV-PLC & +A44%
- T-4¥ OPERA o] &E T4¥ PLC %o e XPAS-200B PLC %<
- ) e wE )
L)
T
PLC “gH]el SNMP PLC “H]el SNMP
= ®E PLC #H]o] SNMP
O] AETF FAEA &= | do|AET} GAHA Z+e=
5 o] HE gA)
ZEA dO]HE Fx ZEA YO]HE Fx
=
+ DevicelnfoTable2]
StationID
* plSystemTable 2]
= + Inventoryp Group®] | ¢ DevicelnfoTable]
plSysCard X
A InvStaTable®] K LinkedStationID
¢ pIMACConnected-Node
3} + Configuration Group9 ¢}EURegistration®]

]

sTable® X

* pIMACSlaveTable A X

CfgStaGroup®] AR

MACArray

+ EUManagementTable 2]

ManagementMAC
2} + XPAS200BTrapGroup9]
o] AR
¢ plTrapsGroups®] A X ¢ Alarm Group?] A X
3 + EU200BTrapGroup2]

Xéi
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¢ plStaticsTable A X ¢ Performance  Group® | ¢ NodelnfoTable®] X

¢ plPhyGroup®| A H. K + InterfaceTable] K.

| & oo ox

+ DevicelnfoTable2]

o

;l ¢ plSecurity Group?] AH | ¢ Security Groupd A X GrouplD (ME9 3 #s
= Key#t 93)

e

A | 97 dadel= A9 474 adel= A9 474 adel= A9

1 | +plSystemTable?] ¢+ Configuration Group?] | ¢+ RemoteUpgradeTable?]
& plSysUpgradeStatus$} CfgStaSWGroup9] A1 AH

°] plSysUpdate

I

¥ 5. 7]& PLCMIB HIaL £4

71ES] #HYAAE EF SNMP & ARESAINE #E 27 o=

, ZFARe] PLC ARINks wEshr] ffeiA Ao w7 wiol dd A

S A= vgE W& 725 7HAL dn dE 59, SNMP
FA] Aol HE FZE 7F Homeplug MIBZ} Xeline MIB=> System<]
2 JHE 717 Table2] Index”} MAC Address ©] A5, SNMP of o] A
7] %2 7172 OPERA MIBS Systemd] 7| EA B E 712 Tabled]
IndexZ IP Address® 7}A3ta 9Jth 18} PLC #H]e] 7] EA 1 9}
TAEE, AeAR, Fdr o HEYSA Bl SHA

TEAU AEE 7FA AL dTh

Mo M

ful
.

rr

PLC n]2] 7|21 ZwolA = MAC Address, NodeType(TH~H,
Zdelr, FIy), Hi(status) 5o FEHRIE Ak AR FWH
ol vhaE 2o MAC Address, AZ2E ==29] Ji4 5o AZAA
19} AGCGain %k, ToneMAP 59| PLC 7]& #d A4 AR So] 9l
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T 59 ZAAE S BPS(bits per symbol)® ¢ -2 PLC 7|3}

Al

5}
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|
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3 Common PLC MIB A A

71% PLC B AAZ o] &3dlo] o]F PLC MEYAZS #3}Y]
o= MEo] AAZ Be FAF] At} ol Aty Y #
Zgue] ®Esrh o] FolA ok @tk & BE PLC AM|7F AlEEoF
& AKX Common PLC MIBLZ A3lal, 1 9l AL E43

(specific) JR.= 7t JAE9] private MIBL.E2 A o] &foF i},

27] o, A2 & HEE 73 Jduh sHARE MIB =E=9] o]
=5 s ¥, PLC UIESIAE #2lshr] 913 7IeAHoR M= W%
St 3% AYAERE Bol x5 S & T AUk o] AHE vt
o 2 Common PLC MIBY] & 7AMES =&38tal A A g}
#E] A= Common PLC MIBS o]&3te] 138 49 22 A=
TAHozE #T 5 3l

2 A=
AT xS 71 o]F PLC MEYAE
t}

o
(03
o

o,

Common PLC MIB2 th&keh #eE]5-x9 & PLC FH[E°] 7
AR08 AFsior & #HHBERE o
LC drlo] &40 Flo] ofe} HykAQl PLC UES A #HHE 2
& ] Bt

o

3.1 S TAME

$27F 49 & Common PLC MIBS thFal HAl ¢1A)¢] PLC
vz A @ Az el pLC YEY A #YARE ¥ okgit
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of gtt}, = ZF PLC #H]o] SNMP ol o]z E

PLC MIB& EE PLC ?@H]Oﬂ HeE 2= 9 = Zqi‘j}—% 733
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Enterprise (1.3.6.1.4.1)
KEPCO (29408)

PLCCommonMIB (1)

— system(1)

sysConfTable

sysStatisticsTable

—— interface(2)
interfaceTable

—— plcinfo(3)

|— plcinfoTable

— trap(4)

13 8. Common PLC MIB F-%

3.2.1 system 1=

System “1&-2 MAC Address, NodeType, A]2~812] 4 E(status)
Alzaglel] oigh dubAQl BE HHE ©al th ZHA] ool E
272U 49, SNMP oo]HEE ¥ §slA] ek 59 PLC F]
HE X3sl7] 9130, table FE= Bolsiltt. £89 284S 57t
7171 $sked, BAQ Alz=®l HAAC #g FARE Hal 9
systemConfTable®} HZ<¢l Al EAHC AHBRE Hiu 9
systemStatisticsTable= U70] % 2] 5} 31 t}. systemConfTableo] =}A| &k
B 3 69, systemStatisticsTablee] =FAIgH AW = 31 79 2]t

3o 2 o

e e

o
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systemConf
Table
(1.3.6.1.4.1.29
408.1.1.1)
systemConfE
ntry
(1.3.6.1.4.1.29

408.1.1.1.1)

sysConfDevicelndexMB Unsigned32 Not System2| MAC
(Primary Key) accessible | AddressS &t 3
(1.3.6.1.4.1.29408.1.1.1.1.1) Byte
sysConfDevicelndexLB Unsigned32 Not System2| MAC
(Primary Key) accessible | Address 2| Gt
(1.3.6.1.4.1.29408.1.1.1.1.2) 3 Byte
sysDescr Display READ GHERIO], OSEHY
(1.3.6.1.4.1.29408.1.1.1.1.3) String ONLY | £ EIEIN Th&t
S
sysObjectID OBJECT READ AHEIEIS] ZEHE
(1.3.6.1.4.1.29408.1.1.1.1.4) IDENTIFIER ONLY = Mg 2|
ME AAE HS
el Ast 74
sysUptime TimeTicks READ ANAEO] M Ak
(1.3.6.1.4.1.29408.1.1.1.1.5) ONLY 22l 20| 0Kl
gez M =18
= 0I=2 Al
sysContact Display READ/ oael S8 4
(1.3.6.1.4.1.29408.1.1.1.1.6) String WRITE | ol E=& Aol
FED Ol AFRD
d=ot= gl
25 HE
sysName Display READ/ el SE 4
(1.3.6.1.4.1.29408.1.1.1.1.7) String WRITE o sole o2
sysLocation Display READ/ LEo =Z2lHQ
(1.3.6.1.4.1.29408.1.1.1.1.8) String WRITE 2
sysService Unsigned32 READ oflg YEIEIDE =
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(1.3.6.1.4.1.29408.1.1.1.1.9) ONLY 2 H33dte Ml
A9 HEE Jtel
Jle= Bt(ex
S/W=64)
sysNodeType Unsigned32 READ/ System Node 2|
(1.3.6.1.4.1.29408.1.1.1.1.10) WRITE Type (2 Digit 2
H 8 (1Digit=
Type, 1Digit=
RepeaterEnable &}
EH)
sysFW\Version Display READ System2|
(1.3.6.1.4.1.29408.1.1.1.1.11) String ONLY Firmware Version
sysReset Unsigned32 READ/ System Reset
(1.3.6.1.4.1.29408.1.1.1.1.12) WRITE
sysFactoryReset Unsigned32 READ/ System
(1.3.6.1.4.1.29408.1.1.1.1.13) WRITE FactoryReset
sysStatus INTEGER READ/ System2| AHEN
(1.3.6.1.4.1.29408.1.1.1.1.14) WRITE Type
(Active(0),
Pending(1),
Fault(2),
Unregistered(3),
UnregisteredFault(
4),
Unauthorized(5) )
sysRTSCTSEnable Unsigned32 READ/ RTS/CTS AI20
(1.3.6.1.4.1.29408.1.1.1.1.15) WRITE £
sysSerialRate Unsigned32 READ/ Serial Interface2
(1.3.6.1.4.1.29408.1.1.1.1.16) WRITE | = HIE2(bps)
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sysSerialWordBit Unsigned32 READ/ Serial Interface2
(1.3.6.1.4.1.29408.1.1.1.1.17) WRITE HOIH HIE=
sysSerialStopBit Unsigned32 READ/ Serial Interface2
(1.3.6.1.4.1.29408.1.1.1.1.18) WRITE X BIE=
sysSerialParity Type INTEGER READ/ Serial Interface2|
(1.3.6.1.4.1.29408.1.1.1.1.19) WRITE TH2IEl Type
( notUsed(0),
0dd(1), Even(2) )
sysUseDHCP INTEGER READ/ DHCP AtE0 £
(1.3.6.1.4.1.29408.1.1.1.1.20) WRITE ( notUsed(0),
used(1) )
sysIPAddr IpAddress READ/ P4
(1.3.6.1.4.1.29408.1.1.1.1.21) WRITE
sysNetmask IpAddress READ/ Netmask
(1.3.6.1.4.1.29408.1.1.1.1.22) WRITE
sysGWAddr IpAddress READ/ GW=F2
(1.3.6.1.4.1.29408.1.1.1.1.23) WRITE
sysDNSAddr IpAddress READ/ DNSF=2
(1.3.6.1.4.1.29408.1.1.1.1.24) WRITE
sysMemroyThreshold Unsigned32 READ/ Memory Threshold
(1.3.6.1.4.1.29408.1.1.1.1.25) WRITE 2t
sysCPUThreshold Unsigned32 READ/ CPU Threshold gt
(1.3.6.1.4.1.29408.1.1.1.1.26) WRITE
sysChannelState Threshold Unsigned32 READ/ Channel =<2
(1.3.6.1.4.1.29408.1.1.1.1.27) WRITE Threshold gt
sysServiceState Threshold Unsigned32 READ/ Master2 £ & A
(1.3.6.1.4.1.29408.1.1.1.1.28) WRITE HIA gh= BPS

Threshold 8¢

¥ 6. systemConfTable
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systemStatisticsTable
(1.3.6.1.4.1.29408.1.1.2)
systemStatisticsEntry

(1.3.6.1.4.1.29408.1.1.2.1)

sysStatisticsDevicelndexMB | Unsigned32 Not System2| MAC
(Primary Key) accessible | Address2 &<
(1.3.6.1.4.1.29408.1.1.2.1.1) 3 Byte
sysStatisticsDevicelndexLB | Unsigned32 Not System2| MAC
(Primary Key) accessible | Address 2| ot
(1.3.6.1.4.1.29408.1.1.2.1.2) 2| 3Byte
sysInBPS Counter32 READ Master Station 2t
(1.3.6.1.4.1.29408.1.1.2.1.3) ONLY o E0iREs
BPS gt
(bit/symbol)
sysOutBPS Counter32 READ Master Station 2t
(1.3.6.1.4.1.29408.1.1.2.1.4) ONLY 9| LiJt= BPS
a4 (bit/symbol)
sysFreeMemory Unsigned32 READ Free Memory &
(1.3.6.1.4.1.29408.1.1.2.1.5) ONLY
sysCPUUtilization Unsigned32 READ CPU AIEE
(1.3.6.1.4.1.29408.1.1.2.1.6) ONLY
sysparentMACAddr Physaddress READ a9 & 2E
(1.3.6.1.4.1.29408.1.1.2.1.7) ONLY 2| MACAddr

3 7. systemStatisticsTable

3.2.2 interface 1%

interface L&

Al ool HE ]

< Qg # o] x¢]
B, Qlg#o] 29 F54 SEHF F
HE @il Qlth = |

o] 2] ]
213 MIB-II interface L& 2]

o
24 oo HES

PL

index, 1B H o]~ HAA &
o Al2~®l9o] interfaces}t ¥ H
AHg8hE e Rl
C Y9 interface 7]+ JHE Ho]F7|
T3 #2HHE Common PLC MIBe]

2}t
A

o
Ag, IE




¥ 3319t} interfaceTable 2

Interface
Table
(1.3.6.1.4.1
.29408.1.2.
1
Interface
Entry
(1.36.1.4.1
.29408.1.2.

1.1)

AAT ARE E

8ol gl shltt.

ifDevicelndexMB Unsigned32 Not System2| MAC Address2| &<
(Primary Key) accessible | 3 Byte

(1.3.6.1.4.1.29408.1.2.1.

1.1)

ifDevicelndexLB Unsigned32 Not System2| MAC Address 2| ot
(Primary Key) accessible | €l 3 Byte
(1.3.6.1.4.1.29408.1.2.1.

1.2)

ifNumber INTEGER READ Index, System2| Interface Index
(Primary Key) ONLY

(1.3.6.1.4.1.29408.1.2.1.

1.3)

ifDescr DisplayStri READ OIEHHIOIAN 25 HEE &
(1.3.6.1.4.1.29408.1.2.1. | ng ONLY gote 2NE (MEX &F
1.4) g, )

ifType INTEGER READ | S21/¢iZ ZZE20 et 2
(1.3.6.1.4.1.29408.1.2.1. ONLY g5= AHHOIAL R
1.5)

ifMtu INTEGER READ CIHHOIANAM S8 =
(1.3.6.1.4.1.29408.1.2.1. ONLY e 8oz A" ItE
1.6) 2 diolel Qe 301
ifAdminstaus INTEGER READ/ QIEHOIAS &dt= &H
(1.3.6.1.4.1.29408.1.2.1. WRITE (up - 1, down - 2, testing - 3)

1.7)

ifLastChange TimeTicks READ QIEHHIOIADL S =& &M
(1.3.6.1.4.1.29408.1.2.1. ONLY of SHAS Wl sysUpTime
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1.8) o gt

ifOperstatus INTEGER READ QIEHIOIAL & S& AEH

(1.3.6.1.4.1.29408.1.2.1. ONLY | (up-1,down - 2, testing - 3)

1.9)

ifinSpeed INTEGER READ BPS(Bit/Symbol)at 22 F=H &

(1.3.6.1.4.1.29408.1.2.1. ONLY = 8 Jtse UE=

1.10)

ifinOctets Counter32 READ CIHHIOIANAM =8 & =

(1.3.6.1.4.1.29408.1.2.1. ONLY & Ji== (Serial Interface®! &

1.11) ?, =41 & Byte &)

ifiInUcastPkts Counter32 READ A2l HBS Z2ESN MY

(1.3.6.1.4.1.29408.1.2.1. ONLY Tl ANMEBUE=Z-RLIMAE

1.12) H3le JH==

ifinNUcastPkts Counter32 READ A2 HES9 ZEZ0 MY

(1.3.6.1.4.1.29408.1.2.1. ONLY = HISLIHAE W22l O

1.13) &

ifinDiscards Counter32 READ A2 HE9 ZEZ0 MY

(1.3.6.1.4.1.29408.1.2.1. ONLY = AE Y= 2FI d=

1.14) X gsSXeE HEHXe =
Z 2o b=

ifoutSpeed INTEGER READ | BPS(Bit/Symbo) at22 =Xg

(1.3.6.1.4.1.29408.1.2.1. ONLY = 8 Jtss HEE)

1.15)

ifOutOctets Counter32 READ CIEHHIOIAONAN HSESEHE &

(1.3.6.1.4.1.29408.1.2.1. ONLY =& OJH= (Serial Interface?!

1.16) g2, 85 & Byte &)

ifOutUcastPkts Counter32 READ MEUHERI-RLIHHAE =&

(1.3.6.1.4.1.29408.1.2.1. ONLY ol &%= W3l & i+

1.17)
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ifOutNUcastPkts Counter32 READ BISLIHAE FA0 &S
(1.3.6.1.4.1.29408.1.2.1. ONLY = 3o & =

1.18)

ifOutDiscards Counter32 READ LFMHE0 dSZX Rst I
(1.3.6.1.4.1.29408.1.2.1. ONLY 20| glEXlets HedAXle &
1.19) AL T2l D=

X 8. interfaceTable

3.2.3 plcinfo &

plcinfo L5-& A|~®l interface AH. o] 4341 BPS %, A
PLC S4le] AHEdEE HolF+= Tonemap 59 PLC #& A K
Attt o] 1E 2] plcOutBPSS} plcinBPS:E PLC UEH 2] A
S HolFE ifInSpeed$} ifOutSpeedS AlAMSH w), AlEEE HHZ,
Fte] T Q3% A olt) plcinfoTablee] AA|gh HH = 3 99

OIF (L)
2 o uXL 2
Rl

ol

2 st
| Tedlesenuy | Field | Type | Access | Description
plcinfoTable plcDevicelndexMB Unsigned32 Not System 2]
(1.3.6.1.4.1.29408.1.3.1) | (Primary Key) accessible | MAC Address
plcinfoEntry (1.3.6.1.4.1.29408.1.3.1.1.1) o A9 3
(1.3.6.1.4.1.29408.1.3.1.1) Byte
plcDevicelndexLB Unsigned32 Not System 2]
(Primary Key) accessible | MAC Address
(1.3.6.1.4.1.29408.1.3.1.1.2) o Gt 3
Byte
plcOutAGCGain INTEGER READ 2= AGC
(1.3.6.1.4.1.29408.1.3.1.1.3) ONLY Gain
INTEGER READ = AGC

plcInAGCGain

42



(1.3.6.1.4.1.29408.1.3.1.1.4) ONLY Gain
plcOutBPS INTEGER READ Total number
(1.3.6.1.4.1.29408.1.3.1.1.5) ONLY of  allocated
bits per symbol
for Tx
plcinBPS INTEGER READ Total number
(1.3.6.1.4.1.29408.1.3.1.1.6) ONLY of  allocated
bits per symbol
for Rx
plcRxToneMap Octet READ RXx tone map
(1.3.6.1.4.1.29408.1.3.1.1.7) | String ONLY
plcTxToneMap Octet READ TX tone map
(1.3.6.1.4.1.29408.1.3.1.1.8) | String ONLY

3 9. plcInfoTable

3.2.4 trap 1%

U ES] 29
DAL= trapd S Hal
PLC “gnlo] & 7]Fo]
Trap 159 AHAS AR =

trapStatusChange sysConfDevicelndexMB Unsigned32 | ol & System 2| MAC

Trap 15 TZ27F ey eyt TIPS
7} d&o ¥3SF ¥ table?] index™=
MAC AddressZ ©]-&3}%

g
R

(1.3.6.1.4.1.29408.1.4.1)

(1.3.6.1.4.1.29408.1.1.1.1.1)

Address2| &2 3 Byte

sysConfDevicelndexLB

Unsigned32

oHE System 2] MAC

(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| o<l 3 Byte
sysStatus INTEGER | oilE System2 AHEH Type
(1.3.6.1.4.1.29408.1.1.1.1.14) (Active(0), Pending(1),
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Falut(2),Unregistered(3),

UnregisteredFault(4),

Unauthorized(5) )
trapDetectedNewPeer sysConfDevicelndexMB Unsigned32 | il System 2| MAC
(1.3.6.1.4.1.29408.1.4.2) (1.3.6.1.4.1.29408.1.1.1.1.1) Address2| &< 3 Byte

sysConfDevicelndexLB Unsigned32 | oS System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| ot%l 3 Byte
trapDisappearedPeer sysConfDevicelndexMB Unsigned32 | ol System2| MAC
(1.3.6.1.4.1.29408.1.4.3) | (1.3.6.1.4.1.29408.1.1.1.1.1) Address®| &9l 3 Byte
sysConfDevicelndexLB Unsigned32 | oS System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| ot%l 3 Byte
trapCPUWarning sysConfDevicelndexMB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.4.4) (1.3.6.1.4.1.29408.1.1.1.1.1) Address2| &f?| 3 Byte
sysConfDevicelndexLB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| Gt<l 3 Byte
sysCPUUltilization Unsigned32 | ol S System2 CPU AIEE
(1.3.6.1.4.1.29408.1.1.2.1.6)
trapMemoryWarning sysConfDevicelndexMB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.4.5) (1.3.6.1.4.1.29408.1.1.1.1.1) Address2| &< 3 Byte
sysConfDevicelndexLB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| Gl 3 Byte
sysFreeMemory Unsigned32 | oS System2| Free Memory
(1.3.6.1.4.1.29408.1.1.2.1.5) =i
trapChannelStateWarning | sysConfDevicelndexMB Unsigned32 | il System 2| MAC
(1.3.6.1.4.1.29408.1.4.6) (1.3.6.1.4.1.29408.1.1.1.1.1) Address2| &<l 3 Byte
sysConfDevicelndexLB Unsigned32 | il System 2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| 52 3 Byte
ifNumber INTEGER | Index, System2| Interface
(1.3.6.1.4.1.29408.1.2.1.1.3) Index
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ifInSpeed INTEGER | diE System2| InSpeed
(1.3.6.1.4.1.29408.1.2.1.1.10)
ifOutSpeed INTEGER | SiE System 2| OutSpeed
(1.3.6.1.4.1.29408.1.2.1.1.15)
trapServiceStateWarning | sysConfDevicelndexMB Unsigned32 | oS System2| MAC
(1.36.1.4.1.29408.1.4.7) | (1.3.6.1.4.1.29408.1.1.1.1.1) Address®| At9| 3 Byte
sysConfDevicelndexLB Unsigned32 | ol System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| ot%l 3 Byte
sysInBPS Counter32 | oHE System2 InBPS 2t
(1.3.6.1.4.1.29408.1.1.2.1.3)
sysOutBPS Counter32 | ol & SystemZ| OutBPS gt
(1.3.6.1.4.1.29408.1.1.2.1.4)
trapUnauthorizedAccess | sysConfDevicelndexMB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.4.8) (1.3.6.1.4.1.29408.1.1.1.1.1) AddressS| &' 3 Byte
sysConfDevicelndexLB Unsigned32 | ol & System2| MAC
(1.3.6.1.4.1.29408.1.1.1.1.2) Address 2| Gt<l 3 Byte
sysparentMACAddr Physaddress | i System2| &< & 2
(1.3.6.1.4.1.29408.1.1.2.1.7) o] MACAddr

¥ 10. Trap 1%

Common PLC MIB 7]&
2549 SvelN mE
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= AR Ao & A7HY v &o] FAad

Common PLC MIB Definition

PLC MIB¥} &2 WEZ w9 7]
PLC IH|7} A|FsllofF & FFAH Kot
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4 F3 PLC Proxy Agent

o

| Aol A& Common PLC MIBS A 938}A] &= 7]F PLC A

&% PLC Proxy Agent== SNMP w1 #] ¢} Common PLC MIB-& ]

AsHA] Gz 71 PLC W] Atolol A & Tes St #EAEE
M3 &5 gateway o]t 1% 9% B3 PLC Proxy Agent®] &%t
= HolEh

SNMP Manager

Common
PLC MIB Common PLC MIB 2| &t

SNMP &S =& (interaction)

JI& PLC MIB J|Hke|
SNMP & 5 = EZ(interaction)

=& PLC
Proxy Agent

—
Common 7=
PLC MIB PLC MIB

SNMP Agent SNMP Agent

a9 9. 5% PLC Proxy Agent 53t

%3t PLC Proxy Agent:= Common PLC MIBS o]-&3lo] 24 &
SNMP HH A A=, Common PLC MIBS #|Y3&}# &+ PLC #H]7} o] &l
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& 4 Al & $1siA, 71E PLC MIB 7]¥Fe] SNMP 5 A&
(interaction) @} Common PLC MIB 7]%Fe] SNMP %< 2H-&-(interaction) At
ol o] W3S T3},

41 Q7N

%3} PLC Proxy Agent®] --AF3Fe t}S-3p 7o),
1. Common PLC MIBZ} 7]& PLC MIB Alo]e] el dn wWas 4
alof Fl.
« 7] PLC MIB9IA 3¢ Common PLC MIB A X E A3}
T A% e 79 AR did OID mapping<S
=3y 3o},
af) Xeline %42 Z-% Common PLC MIB-</ sysNodeType /%=
Xeline MIB </ xXPAS200BDeviceType &%= #3*
e 7] PLC MIBAIA 3¢ Common PLC MIB A X E A3}
A Fe A 7t e AR dEide T
PLC Proxy Agent”} 7}&3}o], SNMP wlj L Aol A] #)|-&-gtT},
o)) DS2 ZFH/ 2/ F - Common PLC MIB</ ifinSpeed &% += DS2
MIB </ plStatisticsPLCInputWords ##= A/7FC 2 L}FolA] A

oK

Xeline 34/¢] Z-f~ Common PLC MIB-¢/ sysMemroyThreshold
F H =, Xeline MIB 2/, XEU200BSetting Parameter 79/ 3}/
dbyte FHE Bit FES F IS F A
2. #Esh= PLC AHE9 55 2 JA AHE A &oF s},
3.SNMP HAAE Ae)e 4 glolof @k,
4, T3 PLC Proxy AgentE E3lo] 7| 4]
Common PLC MIBS. = #E]%+= AH| e} v
29 AuE e 45 wader .
5. dlitmel 7% PLC AW E BAE 4 dES BEH A
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42 T
&3 PLC Proxy Agent -3+
Common PLC MIB 2|2t
SNMP & & & E(Interaction)
- .- JIE PLC MIB 7|22y
SNMP &S & (Interaction)

a9 103 £

Manager System

SNMP
Manager

=& PLC
Proxy Agent

Information

Device Scanner

SNMP
Agent

PLC &l

9 10. 33 PLC Proxy Agent T
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&3 PLC Proxy Agent™= Msg Handler, Msg Translator, Repository,
Device Scanner 4719l E&E= FA %o v} Msg handler= Manager
System¥} PLC FH|Z ¥ SNMP HWAA S typed] A EFslo],
Msg Translatoroll Al AEa|5% 7|52 o). Request Handler= ¥2]A|
2~el(Manager System)©. 2 Y-E{2] SNMP request W A|A S =] g3},
Response Handleri= PLC H]ZX-E 23+ SNMP response " A A S #
2]3}aL, Trap Handler= PLC HH|ZXFE] 2+ SNMP trap2 * 2] 3ttt
Msg Translator= Common PLC MIB SNMP W A%<} 7]& PLC MIB
SNMP WA %] Alo]E WEla|F+= 7]5S 3l Msg Parser= SNMP |
MAE parsing 3Fe] 39 FH]e] 1P} OID AXE Selectorol] @A
= 71%5<S 3t} Selector= parserZ5-E] -2 [P} OIDS} Repository2]
3 YR E Msg Generatoroll Al &3l =T} Msg Generator= Selector=
= IP, W3l JHE o] g3sle], SNMP WA XS AAlsle] Msg Handler
A AdstE 755 3o} Repository B5-2 Common PLC MIB3} 7]
PLC MIB Alolo] W3l A H el £3F PLC Proxy Agent 7} #2]8t=
Hlo] JHE 7FA] Al 91t} Device Scanner= &3 PLC Proxy Agent 7}
ot Grle 5539 JHE FAsE 7l5S gk IP & Vendor
Checker= &3 PLC Proxy Agent’} ¥2]sh= ]| ¢ Al(vendor) B
= = Ria=

o N =2 oo

e

43 7N 37

%3 PLC Proxy Agent= AdventNetA}oll A A]&3l= SNMP Agent
Toolkit Java Edition 6.0 [39]5 ©]-8-3le] 7etdct. 7 3742 o
7} 2}

* Language: JDK 1.5.0 06

e OS: Windows XP Professional Service Pack 2
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e |IDE: AdventNet SNMP Agent Toolkit Java Edition 6.0

e Library: AdventNet SNMP API [40]

44 FFA4 4

olr
e

&

ol Ao A= 53 PLC Proxy Agentd] A A ¥z #e 7}
53 SNMP oflo] A E Jlgof gt g S dolrr] st A5 SH
2 Avte] djsl] Aot

e SAZ 2018 AWM E o] &eto] a1 o] A=
SNMP GetRequest -5 %+ (operation)S <=3 3} Test Manager¢} &3 PLC
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Common PLC MIB2] systemConfTable2] 10712 HHE 714
H(GetRequest) S =3 5} threadE AP A| 71t} o] o, thread 2]
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thread=S =3 5lo], & PLC Proxy Agent= &3l systemConfTable2] 10
Mol e EH iG] Xeline dlo]HER 7P Q=0 ZEE At
ojth, F WA= DS2 do]HEQ] 74 uw}E systemConfTable] 107
o ARE 7HAew=d Age FHAZHRT)OIH. whA 9 Common
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Proxy AgentE -S4 FobA, Tt Teans©l A - HAIZHRT ) ol A
7] wiEolth. Xeline o] E A7 DS2 oo]HE A-¢HH ¢
=& FHAIEe] Y2 o] Xeline MIBo = d}ut9] MIB valuedl &
o] AYABI) EgE o] 9= MIBX4E7} wWol Common PLC MIB3}
7] PLC MIB Atolo] #e|dH Wghs F3sh= Al3to] Aojxl7]
wolth dE 9, Xeline MIB] xXPAS200BInitialUARTConfig "4 H.&
t}&F3slk 7 B (Serial data transmission type, Word length, Stop bit selection ")
= bit 2 7Fxa Quk wEeF SNMP #lY A7} Common PLC MIB<2]
sysSerialRate  AHE Q- g, &% PLC  Proxy AgentT
xXPAS200BInitial UARTConfig A 2 & Xeline ol o] 1 E 2 F-F ukolXA] bit
ArS Fall 9l 11~12 bit gtS FE3ko] SerialRate RS doof

=

SNMP F2lol A dukzA 2l Timeout #ko] 5%t AL 1H IS
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C Proxy Agenti= Xeline ¢lo]dE 9] 7J-9-= 250, DS2

P
A9 500 E Belste glo] Ygsita & & ok

I Response Time (ms)

Agent 7H== . Common PLC
Xeline Agent DS2 Agent
MIB Agent

1 570 394 370

10 2550 1562 581

25 5418 3378 1511

50 10309 6090 3183

75 14656 9398 4543
100 20749 10925 6226

E 11. FA AA ¥ Get Request 2] Response Time
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vEA, B PLC NMSE AT ) olabel el gulg welsol

s Alzdlolr] W), 44 o] Au 28
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3+ PLC NMS2] -z A Ao 19 132 53 PLC NMS<]
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FolZit, o] B 2e AxY U EAT FE YL, e A2
of EAT = vk = FFe] <QIHIHAe]AE TCPE o] &3 &7
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Backend TCP/RMI Frontend
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l SMNMP

PLC Device |

19 13. % PLCNMS +%

Frontend Manager= Backend Communication Manager, Session
Component Manager, Data Manager, Client Communication Manager, Log
Handler2 G- = o]dt}. 218 14% Frontend Manager?] 7+-%& H o3
t}. Backend Communication Manager+= Backend Manager2} 41 ©9
k= K& o|t}. Session Component Manager+ Web Browser Client <]
requestE 7| %= DBO] F-(view)E #3374, Backend Manager=+4-F
501 9.+ commit requestE Web Browseroll Al A &3}= Frontend Manager
o] &4l EEo|t}. Data Manager= DB Operations *] 2|3} X &°|t}
Client Communication Manager== HTTP ProtocolS 534 Web Browser
Cliente} 21 993t 50|t Log Handler= 7 EEol| 4 28}

+ loge 7|53stal A2lsls EEolt
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‘ HTML client (Web Browser)

WS response WS reguest
Client Communication Manager
‘ Log Session Bean Response“ * Session Bean Request
L Session b Steidios
og Leg Bean ata
-— | SR
Handler Manager Manager
Statistics
data
[B=]
e
F 3 Log User response MOT 4 User request MO
Backend Communication Manager

1% 14. Frontend Manager T3

Backend Manager~= Communication Manager, Trap Manager,
Configuration Manager, Performance Manager, Fault Manager, Data Manager,
Frontend Communication Manager, Log Handler= A% ojdt}. 1% 15
+ Backend Manager®] +3& X o]t} Agent Communication Manager+
SNMP ollo]dE9} EA1S T3l Eo|tl Trap Manager:= SNMP
o] HEZRE WHAHE  trap A
Manager= T4 #8 7]s& ©9stc EE°|al, Performance Manager

= EEo|t}. Fault Manager= ol ¥
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Frontend Communication Manager

‘ Log
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Usar R

Log

&
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[==lulpi=) MOT
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Manager
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Manager
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Manager
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‘Uaar Reqguest MO

MO data

Data

MO data

Manager

Trap Manager I

Agent Communication Manager

9 15. Backend Manager T-%
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53 T3 =
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o] A2 53 PLC NMS9] 52 &E% Sequence Diagrams 53

A HolE
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\
!

/LH
|
|

:FrontendMa DataManag :BackendMa| | :Performanc| |:SnmpPoller| |:DBManage :Agent
nager nager eManager
‘ 1:initialize ?
‘ n 2: setPoller |
3t polling
‘ 4: result

7: getData

e

|
|
U
|
|
|

[ o

a3 16. A% Holg 3

1% 162 % PLC NMS7F 445 HlolElE S35k, A&t
Al BolFE 52S Eo £t} Backend Manager”} Performance Manager
£ AJ/d3hH, Performance Manager= A% HlolHE F7]4 o2 433t
= SnmpPoller 212 E A4t} SnmpPoller= o o] A EZHH F7]%
o2 AF dHolHE Wolotx  Performance Managerol Al T,
Performance Managert= DB Managers ©]&3le] A% dHolHZ
Database(DB) ©l 473t} Frontend Manager= Data Managers ©]-&3}
of A HloleE DBEY-E Wroloba ALgA}ol Al HofFr
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: ConfigurationManager | | : SnmpRequestServer

‘ : DBManager

‘FrontendMa|  |-Communicat ‘ : BackendManager
nager ionManager

T g
\
\
\
\

setParameter(SystemStath)

4: setSystemStatus( ) ‘
n 5: addResultListener( U

! u
|
|
|

‘ 6: setResult()

]

?
|
|
|
\
|

Iy 17.PLC FH|9] FAARFE HF

TE 172 PLC Mo FAARE AAse w4 55 B
o] =t}l. Client2 %8 AH] +A"AR A4 84S wom Frontend
Manager+= Communication Managers 3l ~] Backend Manageroll Al —-d
AR AAS 243l 245 -2 Backdend Manageri= Configuration
Manageroll Al 74" X AAHE QA3 Configuraton Manager=
SnmpRequestServer 24 3| S o]-&3}o] PLC AH]ol] FAARE HAH3Ia
DB ManagerE $314 DB T4 KT o] Estr],

% 182 F3 PLC NMSe] Ef A2 Ao 55 Kol
]g-°l Frontend Manageri= Backend Manager= -8 E 3 WA X & W7

3l listenerE s2FAlZIt}h. Trap Manager”’} SnmpTrapReceiver 74 A &
oj-gst] EF WAAE A HH, oW F{F EFYQAA FATT &

_

Fault Manageroll &3t} Fault Managere 319 fault 2 52HS =38
atar, ARzt Al 2] 7] 98] Frontend Managerol] Al E 3w Al A =

e,

2L
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: TrapManager

‘:FrontendManager ‘:TragListener ‘ : BackendManager

‘ : SnmpTrapReceiver

‘ : FaultManager

4: processTrap()
ﬁ

5: sendTrap()
P—

1: initialize ? ? ? ?
2:addTrapListener
uﬂ ‘ EJ receivedTrap(Trap Evenj)

6: receiveTrap()

7: processFault

‘ 8]receivedTrap(T rapEve%t) ‘
& 9: trap ‘ ‘
\ \ \

5.4 Database A7

o] HoH= =3 PLC NMS7} ©]% PLC Y EYIAE s}y
e A& DBO] Fxo & A3t} DB Table 47]2 -4 5 o]
th 18 19% DBO FRE HoFEu)
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Device il
PK |IndexNumber
e e P st
— collect [1:N] Timestamp
NodeType !oniitsms
LI;-‘;;I_I darsk InFails
Gatsiuny OutFails
DNSAddr = gt
InPkts i
OutPkts 1
InFails
OutFails
INAGCGain
OutAGCGain
InSpeed N s
OutSpeed T
ParentMac
LinkedNodeNum
monitar [1:N] #
Fault knais
PK | IndexNumber see [N:N] PK [ID
PK |MACaddr | '
Passwd
Timestamp Priority
Type

DeviceTableS &5t

¥

19. Database &

PLC #An]o] &3t AHE 717 table ©]

T}, Primary key+= indexNumber<} MACAddro] t,

Field Name Type Description
IndexNumber NUMBER Table Primary Key
MACADDR VARCHAR | MAC address X
NODETYPE NUMBER | System Type AX. (Master ,Slave =)
STATUS NUMBER | System®] ] 1
FWVERSION VARCHAR | System®] Fireware ®#
INPKTS NUMBER | Interface® &< Packet 4~
OUTPKTS NUMBER | Interface® 3t Packet <
INBPS NUMBER | Interface® £ 2% BPS %t
OUTBPS NUMBER | Interface® 7}= BPS %t
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INSPEED NUMBER | Interface® E°]2+ &% (Mbps)

OUTSPEED NUMBER | Interface® W7} &% (Mbps)
INFAILS NUMBE Interface@ £9°] ¢+ Fail Pakcet 4
OUTFAILS NUMBE Interface® Y7}+= Fail Pakcet
RTSCTSSTATUS | NUMBER | RTC/CTS Enable A+Ej

IPADDR VARCHAR | IP 54

NETMASK VARCHAR | Netmask 4 X

GATEWAY VARCHAR | Gateway F+24&

DNSADDR VARCHAR | DNS F2

SPEEDTHRESHOLD | NUMBER | Interface 4% 743 Threshold %t
CPUTHRESHOLD NUMBER | CPU A}-8-%& 73l Threshold %t

MEMTHRESHOLD NUMBER | Memory AF&%E 73 Threshold %t

CPUUTILIZATION NUMBER | CPU AM&-&

FREEMEMSIZE NUMBER | Memory AH&%&

INAGCGAIN NUMBER | Interface® £9¢]2%* AGC Gain &
OUTAGCGAIN NUMBER | Interface2 Y7}= AGC Gain %k
PARENTMAC VARCHAR | #-% n]¢] MAC Address

¥ 12. DeviceTable

StatisticsTable> 5 ##E {3 ARE 717 table®, ZTH S
B9 & AT A HRE A EZ V)53 Folt) Primary keyi:

IndexNumber2} MACAddro] t}.

Field Name Type Description
IndexNumber | NUMBER Table Primary Key
MACAddr VARCHARZ2 MAC address K
Timestamp TIMESTAMP | AXRE 7]=3F A7+
InPkts NUMBER interface 2458 9] 2+ Packet
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OutPkts NUMBER interface =58 17} Packet 4~
InSpeed NUMBER interface25-5 Eo]o:s &%
OutSpeed NUMBER interfaceZ2 58 Yrl+= &=

InFails NUMBER Interface® £°] 2+ Fail Pakcet
OutFails NUMBER Interface® W7} Fail Pakcet <7

¥ 13. StatisticsTable

FaultTable2 fault®] FHE EASE A|ZF HE 7] =3 tableo] U},

Primary key< IndexNumber<} MACAddro] t}.

Field Name Type Description
IndexNumber NUMBER Table Primary Key
MACaddr VARCHAR2 | MAC address X
Timestamp TIMESTAMP | Fault & A 7F
Type NUMBER Fault Type

¥ 14. FalutTable

UserTable> AF8-2F #E 9k B E 7HX table ©]T}. Primary
key+ ID©| T},

Field Name Type Description
ID VARCHAR2 | AH&-#Fe] ID

Passwd VARCHAR2 | AF-&-A}9] HUH S

Priority NUMBER Admin[0] , normal[1]

X 15. UserTable
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e Language : JDK 1.5.0_06

e OS: Windows XP Service Pack 2

* IDE: Eclipse 3.1

e Library : AdventNet SNMP API, Lomboz(JSP plugin)
e Web server engine for JSP : Apache Tomcat 5.5

*  Web Client : JSP(Java Server Pages)

e Database : Oracle database 10g

23 PLC NMSE JDK 1.5% eclipseE &-g&3te] T3t
Oracle 10g7} A A% o] A= AWE IJDBCE &3l Backend Managert
Frontend Manager’} % <*sto] A& = Al 3F3lth. H AdventNetol]
A A F-3k= SNMP APIE o] -8-3F 31 ). AdventNet SNMP API= SNMPE
stz fsiA Z8F SNMPE 7]EAQ0 sZH(dl: SNMPGET,
SNMPSET )%t oy}, 7w 52H(l: GetTable, SnmpTrapReceiver
)Y B2 uIgSt classet interfaceE A&l APIo|T}. Frontend
Manager®} Backend Manager®] S4lS 934 &= RMI & AR&31Slth
RMI= 7|4 02 JavaZl Al&dhe &4t AAe] WiAss &3t
T es Wde] AEAl aeetH] @i A AAS A
218 VMol 71A] AL I w7 A R AME S A RS EobErh

RMIE o] &3t #2412 Eclipse 3.19] #HA3}l o] Q= RMI plug-ing!

ey
rulo r

L ol

1
s

flo 3o
29

R8s p—

‘RMI Plugin for Eclipse’(ver 1.6.5.4) [42]& ©]-&3lo] F-d 33t
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56 HXEHZ +&

o] Ao Aekst T3 #EAAY Ad 7S Helr] 9
dl 7% ® o]F PLC WESA HZEW = (testbed)ol thallA] A3t
t} o]F PLC WE A HlAEH =% Xeline 4(cell), DS2 4, Common
PLCMIB A& A% Ach

Xeline 4> Xeline2] XPAS-200B Internet Access A|~El [43]= ©]
g3flo], Ao AX3FATE Xeline®] XPAS-200B] A =Bl A}k
ges 2.

o ulxE E¥: MM-200B 171

dlo

+ <&@ o]H Xl SU-2008 571

e X ER] oo]AE: EU-200B 17

DS2 A2 Corinex [44]4F2] AV200 Enterprise Powerline Ethernet
Adapter [45]5 ©]&3dto], AT FHFEH A AAEATE AV200
Enterprise Powerline Ethernet Adapter= vl2H Rl SJa 3} SHojH B
g 9% mF g gle Aotk A the 3 o

o wkA¥E Eg: AV200 Enterprise Powerline Ethernet Adapter 171]

e &do]H ®dl: AV200 Enterprise Powerline Ethernet Adapter 27}

Common PLC MIB YIEY X Xeline AollA] 7§23 Common
PLC MIB o] HEE A &s= PLC AHE, tide] =5t A
< o Zh
e IRM B (ml2E ER3 ZEA go]dEVE AR ) 1
7N

o utxgy B 17

o <dolH =2dl: 307
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a7 208 AAAR HAENES] FEE ndE.

Common PLC
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\\> Slave
Mod
Slaye e odem  _ _ _ _ mNem
Modéem
SNMP UTP 30lE
Y
(Proxy Agent)

Switching
Hub

Adapter
SNMP
Agent
Ethernet
Adapter P

S&PLC SNMP Switching
NMS Manager Hub

~< Eternet
snvp || Adapter
Agent

(Proxy Agent) DS2

Master Mogem Cell

S8 PLC ™ snvp
Proxy Agent

Switching
Hub

Xeline
Cell

odem

¥ 20. °]£ PLC YIE9 3 HAEWE F+%

57 HAE Ay}

o] Aol o]F PLC YEY A H2AEH =] =3 PLC NMS
& o|&ste] o2l 3 #E7ls s H2ES Ao oA At
g7t H2ES #8715 o|F PLC UES T HAEWE=S] 4
e, A el B2 el et
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I3 212 % PLC NMSE] HQl slo R 279218 %S uf A

wHol= shdoltt. o] stHe E(tree) = Y (frame), W (map) Zel
o, Edfli(trap) ZY, 3709 Zedor FAEUH. B ZHd>
o]F PLC UESZ HZEW=S AAZH AATxE EYIH=

FE gola, Y TP olF PLC HESD HaEw s A

= Fu2 HofFErh B Zogle A 1 =R

HE HT £o7 RoFT s W FHS EdA, #HEs)
PLC VM EY T HAEHWE9 AA AEHE & 4 9t}

ol 1 l-Ui

‘0,
re
iin)
=
BN
il

yu|

K
hoed
rir
o
o\

& - B ey sngome, pastach,ac ke SI00APLENMS indar. jsp ] (4] (3] [Live S=arch 228

- B &= [ TR - £ 500 -

S HOME

)=92900 0C 93 FE 08 94

E-2200 0C 93 31 00 77 -8 .~ g

~200 0C 93 81 18 B6 5 = _
—Joo0C938118B7 [00 0C 92 FE 0B 94] [00 0C 93 21 00 77]
900 0C 9381 1888

~/Z200 0C 93 81 18 B9
£J000C 9381 18BA
900 0C 93 81 18 BC

~/Z2000C 93 81 18 BD
2900 0C 93 81 18 BF
—000C938118C0

~Z2000C938118C3
J000C 938118 C4

~Z000C 9381 18C5

~Z2000C93 8118 C6
CJ000C 938118 C7

~Z2000C93 81 18C8
£J000C 938118 C9 i i
ZJ000C 93 8118 CA

900 0C 9381 18 CB L
£9000C 938118 CC H — . 2 |~ Incoming Packe
900 0C 93 81 18 CD ] | o P = . - Incoming BP:

Swcmame - e prcoming SELE s
£J000C 938118 CF i Inmmmg Uil

900 0C 9381 18 D0

~Z2000C 93 81 18 D1

900 0C 938118 D3 i

900 0C 93 81 18 D4 b5 R o £ SR L g

~£900 OC 93 81 18 D5 i = N H a3 ] M

£9000C 93 81 1C BE o0 0% e [0 0c93 8118

[u-:nu 110E]
. [uu:nzurm]
— by :
[w;cguzuru]'

"]
[000C 938118

900 0C 93 81 1C BF i R AR ¥ B e aaF e & e ~|
2300 0C 93 81 1C CO ke I ] >
7Tra|: Information - o
Index MACADDR TIME TYPE
00 0C 83 21 0D BD Sun Jun 22 17:27:47 KST 2008 error
00 0C 93 21 0D BD Sun Jun 22 17:27:37 KST 2008 connection is lost
00 0C 83 81 1C CO Sun Jun 22 17:27:23 KST 2008 not enough memory

a9 21. % PLCNMS H¢l 3hd

e e

L

nJlo

o, s &

PR shiolnh. o] ShuiolA
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+ Information, Settings, Statistics, & 37112 W& #|¥gtt}. Information
|75 NodeType, Status, IP 52 AdRFA Sl “d B In/Out Packet 5=, In/Out
Speed 59| interface " X, CPU threshold, Memory threshold 2] setting
AR T5 HolFErh

Integrated PLLC . Internet Explorer :
G+ [ ntmy/ngome postech,zc. ko SUILAPLCNME index, Jsn 9] (#2][5¢] [ive Search |28
& o Ig Intagrated PLE NS, DPMN Lab, POSTECH f— - e~ = HOIRIE) - G 230 - =
“ DEVICE [ 00 OC 93 FE 0B 94 ]
IHOME
=)E00 0C 93 FE 0B 94 i
52900 0C 02 31 00 77 I Information I I Settings I I Statistics I
~-9000C93 81 18 B Device Information
0000 93 1 168
2900 0C 93 81 18 B8 General Information Interface Information Parameter Setting Information
2900 0C 93 81 18 BY NodeType IRM INPKT 10 SPEEDTHRESHOLD 563
/00 0C 93 81 18 BA = | status Active OUTPKT 20 CPUTHRESHOLD 12222
£900 0C 93 81 18 BC .
2900 0C 93 81 18 BD Firmware Version code £109 INSPEED 15 MEMTHRESHOLD 2000
3900 0C93 81 18 BF RTS/CTS Status Enabled OUTSPEED 16
—'000C938118CO Agent 1P 211.60.74.77 INBPS 100
900 0C 93 81 18 C3
00 00 93 81 18 01 Network Mask 255.255.255.0 OUTBPS 200
900 0C 93 81 18 C5 | Defautt Gateway 211.60.74.99 INFAILS 12
00 0C 93 81 18 C& DNS Address 211.60.74.1 OUTFAILS 13
£9000C 93 81 18 C7 )
900 0C 93 81 18 C8 CPU Utilization 25% INAGCGAIN 10
..Z900 0C 03 81 18 CO MEMORYSIZE 31476 KBytes OUTAGCGAIN 10
~2900 0C 93 81 18 CA FREEMEMSIZE 14302 KBytes
~-2900 0C 93 81 18 CB Total Memory:
bocassLIBCC I
bocas8LIBCD [ —
-2900 0C 93 81 18 CE
2900 0C 93 §1 18 CF Free Memory : 45.44 % Free
~-2900 0C 93 81 18 DO 8
Trap Information

1 000C93210DBD Sun Jun 22 17:27:47 KST 2008 error
2 00 0C93 21 0D BD Sun Jun 22 17:27:37 KST 2008 connection is lost
3 000C93811CC0 Sun Jun 22 17:27:23 KST 2008 not enough memory

a9 22. 3 PLCNMS #u|A X 33
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a8 238 AuAR A2 22)ol A Settings WS e S
u HolFE Au|AdA ot} o] bWl SpeedThreshold,
CPUThreshold, MemoryThreshold &3 #2 A47ls3s #EAHRE B
o FiL, Hddte #gow F48F 5 Urh

Intenrated PLE M = Internet Explorer

&~ [E)ntoi//naoms. postech ac. i SU/IPLCHMSindes. jsp 49 [x¢] [Live Search [E28
) i - - P HOAE - G e - T

o & [g Integrated PLC NS, OPAN Lab,, POSTECH

#|DEVICE [ 00 0C 93 FE 0B 94 ]

—JHOME

=/&00 0C 93 FE 0B 94 I

E-J000C 93310077

~J000C 9381 1886
—J000C93 81 18 B7 Device Configuration

~J00 0C 93 81 18 BE
Z900 0C 92 81 18 BO SPEED THRESHOLD
—J000C93 81 18 BA CPU THRESHOLD

~J000C 9381 18BC

Information I I Settings I I Statistics I

il
I i

900 0C 93 81 18 BD MEMORY THRESHOLD |5
2300 0C 93 81 18 BF Oeran
2900 0C 93 81 18 CO RTS/CTS STATUS Enable
2900 0C 93 81 18 C3 ® Disable
~£9000C 938118 C4 =
000C938118C5 odly

~J00 0C93 81 18 C6
~CJ000C93 8118 C7
—JoooC938118C8
~J000C938118C9
00 0C93 8118 CA
~J000C93 81 18 CB
~J000C93 8118 CC
—Joo0C938118CD
~J000C9381 18 CE
00 0C93 81 18 CF
~2J00 0C 93 81 18 DO |

Trap Information

1 00 0C 93 21 0D BD Sun Jun 22 17:27:47 KST 2008 error
2 000C 93 21 0D BD Sun Jun 22 17:27:37 KST 2008 connection is lost
3 000C93811CCO Sun Jun 22 17:27:23 KST 2008 not enough memory

1Y 23. % PLCNMS #Au|AdA 344

71



a9 24% ANAR A E22)0 A Statistics S A S
W HolF= FAAFE spHelrt. of 32 In/Out Packet <, In/Out
Speed, InfOut BPS ¢} Z-& ASTAHARE 2 Fe= Aj7te] e 3
35 HojFr)

Lah., FOSTECH ternet Ex
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— P - & - HORE - =R - 7

& & [g Integrated PLC NS, OPAN Lab, POSTECH

A DEVICE [ 00 0C 93 31 00 77 ]

“IHOME
=990 0C 93 FE 0B 94

£ &900 0C 93 31 00 77 | fonmanon 1 1 Seifmp 11 Statistics |

~E3000C 93 8118 86 Index T macaooe | mme | e |
LJ000C 93 81 18 B7
—9000C9381188B8 no error.

£9000C 93811889 | |
9000C938118BA
~+—J00 0C 93 81 18 BC
£9000C 93 81 18 BD 00 0C 93 31 00 77: nPackets/OutPackets 00 0C 93 31 00 77: InBps/OutBps
~~=J00 0C 93 81 18 BF
£9000C 93 81 18 CO 125
~-=J00 0C 93 81 18 C3
Joo0C938118C4 il oo
—J000C938118C5
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Jooo0Cc938118C8
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--2200 0C 93 81 18 CC Minute Minute
£9000C 9381 18 CD
£9000C938118CF
9000C93811800
£9000C938118D1
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~+~=J00 0C 93 81 18 D4
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500
a0

300

BPSIsec

200

Packets/sec

100

I
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=200 0C 93 0A OC 5E L] 100 {1 1001

Trap Information

1 00 0C 93 21 0D BD Sun Jun 22 17:27:47 KST 2008 error
2 00 0C 93 21 0D BD Sun Jun 22 17:27:37 KST 2008 connection is lost
3 Qoo0cse3z el icco Sun Jun 22 17:27:23 KST 2008 not enough memory
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F-= A. Common PLC MIB Definition

PLC-COMMON-MIB DEFINITIONS ::= BEGIN
IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, NOTIFICATION-TYPE, TimeTicks, Counter32,
OBJECT-IDENTITY, enterprises
FROM SNMPv2-SMI
TEXTUAL-CONVENTION, DisplayString, TimeStamp, RowStatus, PhysAddress
FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP, NOTIFICATION-GROUP
FROM SNMPv2-CONF;

kepri MODULE-IDENTITY
LAST-UPDATED ''200704061530Z""
ORGANIZATION "DP&NM Lab., POSTECH"
CONTACT-INFO ""ChangKeun Park.
DP&NM Lab., PIRL, POSTECH
82-54-279-5641
pck1982@postech.ac.kr"
DESCRIPTION "The Common MIB for PLC Devices"
::= { enterprises 29408 }
-- OBJECT-TYPE OID tree
-- defining Object-Type
plccommonmib OBJECT IDENTIFIER ::= { kepri 1 }
-- There are three group of the plccommonmib
-- 1. System Group
-- 2. Interface Group
-- 3. PlIcinfo Group
-— 4. Trap Group

-- Root OBJECT IDENTIFIER for System group

system OBJECT IDENTIFIER ::= { plccommonmib 1 }
-- The folloiwng objects are member nodes of system group
———————————————————— SystemConfTable e e e e e e e e et

systemConfTable OBJECT-TYPE
SYNTAX SEQUENCE OF SystemConfEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION "Alz=®l Mo g AR (HA AH)"
:i= { system 1 }
systemConfEntry OBJECT-TYPE
SYNTAX SystemConfEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION ™"
INDEX { sysConfDevicelndexMB, sysConfDevicelndexLB }
::= { systemConfTable 1 }

SystemConfEntry ::= SEQUENCE {
sysConfDevicelndexMB Unsigned32,
sysConfDevicelndexLB Unsigned32,
sysDescr DisplayString,
sysObjectlID OBJECT IDENTIFIER,
sysUptime TimeTicks,
sysContact DisplayString,
sysName DisplayString,
sysLocation DisplayString,
sysService Unsigned32,
sysNodeType Unsigned32,
sysFWVersion DisplayString,
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sysReset Unsigned32,

sysFactoryReset Unsigned32,
sysStatus INTEGER,
SysRTSCTSEnable Unsigned32,
sysSerialRate Unsigned32,
sysSerialWordBit Unsigned32,
sysSerialStopBit Unsigned32,
sysSerialParityType Unsigned32,
sysUseDHCP Unsigned32,
sysIPAddr IpAddress,
sysNetmask IpAddress,
sysGWAddr IpAddress,
sysDNSAddr IpAddress,
sysMemroyThreshold Unsigned32,
sysCPUThreshold Unsigned32,
sysChannelStateThreshold Unsigned32,
sysServiceStateThreshold Unsigned32,
}
sysConfDevicelndexMB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Station identifier (MSB 3 bytes).

::= { systemConfEntry 1 }
sysConfDevicelndexLB OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "Station identifier (LSB 3 bytes).

::= { systemConfEntry 2 }
sysDescr OBJECT-TYPE

SYNTAX DisplayString
ACCESS read-only
STATUS current

DESCRIPTION "3}=9Jo], 0SE}YUS entity o thgh A=~
::= { systemConfEntry 3 }
sysObjectlID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER
ACCESS read-only
STATUS current

DESCRIPTION "<lEE¢] E3te]= 4% #e] A8 A28 Aleate] Ag 8
::= { systemConfEntry 4 }
sysUptime OBJECT-TYPE

SYNTAX TimeTicks
ACCESS read-only
STATUS current

DESCRIPTION  "A|Z=Fle] x4k #he] Fito] mpx|uto 2 Al %7]shgl o]Fof A"
::= { systemConfEntry 5 }
sysContact OBJECT-TYPE

SYNTAX DisplayString
ACCESS read-write
STATUS current

DESCRIPTION "9 #g ==5 93 45
wgh Aue
::= { systemConfEntry 6 }
sysName OBJECT-TYPE

2

Abgre] 3t oAbt A

i
ol
ol
i
oZ
i
=2

SYNTAX DisplayString
ACCESS read-write
STATUS current

DESCRIPTION "3|¥#2] w=E5 938 U o] 5"
::= { systemConfEntry 7 }
sysLocation OBJECT-TYPE

SYNTAX DisplayString
ACCESS read-write
STATUS current

(

DESCRIPTION ":=X9] %<l 9|
::= { systemConfEntry 8 }

]n
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sysService OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-only
STATUS current

DESCRIPTION "o] AEE|7} F2 Al&she Mujxe A&de 7le]7]E h(ex. S/W=64)"
::= { systemConfEntry 9 }
sysNodeType OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION "System Node 2] Type ( 2Digit & ¥ d(1Digit & Type, 1Digit &
RepeaterEnable A E)"
::= { systemConfEntry 10 }
sysFWVer5|on OBJECT-TYPE

SYNTAX DisplayString
ACCESS read-only
STATUS current

DESCRIPTION "System 2] Firmware Version"
::= { systemConfEntry 11 }
sysReset OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION *System Reset"
::= { systemConfEntry 12 }
sysFactoryReset OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION *System FactoryReset"
::= { systemConfEntry 13 }
sysStatus OBJECT-TYPE
SYNTAX INTEGER {
active(0), pending(1l), falut(2), unregistered(3),
unregisteredFault(4) }
ACCESS read-write
STATUS current
DESCRIPTION "System ¢] “J&] Type( Active(0), Pending(1), Falut(2),
Unregistered(3), UnregisteredFault(4) )"
::= { systemConfEntry 14 }
sysRTSCTSEnable OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION  "RTS/CTS A}-&-of
::= { systemConfEntry 15 }
sysSerialRate OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION "Serial Interface ¢ =49 HEZ(bps)"
::= { systemConfEntry 16 }
sysSerialWordBit OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION "Serial Interface o d©¢]g H|ES"
::= { systemConfEntry 17 }
sysSerlaIStopBlt OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION "Serial Interface ¢ A BH|ES"
::= { systemConfEntry 18 }
sysSerialParityType OBJECT-TYPE
SYNTAX Unsigned32 {
notUsed(0), odd(1l), even(2)}
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ACCESS read-write

STATUS current _
DESCRIPTION "Serial Interface 2 32/E] Type( AF&9re(0), 0dd(1),
Even(2) )"

::= { systemConfEntry 19 }
sysUseDHCP OBJECT-TYPE

SYNTAX Unsigned32 {
notUsed(0), used(1)}

ACCESS read-write

STATUS current

DESCRIPTION  "DHCP A}-§-of %
::= { systemConfEntry 20 }
syslIPAddr OBJECT-TYPE

SYNTAX IpAddress
ACCESS read-write
STATUS current

DESCRIPTION  "IP 4"
= { systemConfEntry 21 }
sysNetmask OBJECT-TYPE

SYNTAX IpAddress
ACCESS read-write
STATUS current

DESCRIPTION "Netmask"
::= { systemConfEntry 22 }
sysGWAddr OBJECT-TYPE

SYNTAX IpAddress
ACCESS read-write
STATUS current

DESCRIPTION  "GW T4
= { systemConfEntry 23 }
sysDNSAddr OBJECT-TYPE

SYNTAX IpAddress
ACCESS read-write
STATUS current

DESCRIPTION  "DNS F4&"
::= { systemConfEntry 24 }
sysMemroyThreshold OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION 'Memory Threshold 3t
::= { systemConfEntry 25 }
sysCPUThreshold OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION  "CPU Threshold 3"
::= { systemConfEntry 26 }
sysChannelStateThreshold OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION 'Channel %X%¢| Threshold 3"
::= { systemConfEntry 27 }
sysServiceStateThreshold OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-write
STATUS current

DESCRIPTION "Master ZY-E AH]2%= BPS Threshold &'
::= { systemConfEntry 28 }

----------------- SystemStatisticsTable —————— =
systemStatisticsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SystemStatisticsEntry

ACCESS not-accessible

STATUS mandatory

DESCRIPTION "Alz=8l FAA] AR (F2HA FH)”

82



= { system 2 }
systemStatisticsEntry OBJECT-TYPE
SYNTAX SystemStatisticsEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION ****
INDEX { sysStatisticsDevicelndexMB, sysStatisticsDevicelndexLB }
::= { systemStatisticsTable 1 }

SystemStatisticsEntry ::= SEQUENCE {
sysStatisticsDevicelndexVB Unsigned32,
sysStatisticsDevicelndexLB Unsigned32,
sysInBPS Counter32,
SysOutBPS Counter32,
sysFreeMemory Unsigned32,
sysCPUUtilization Unsigned32,
sysparentMACAddr PhysAddress, }

sysStatisticsDevicelndexMB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Station identifier (MSB 3 bytes).
::= { systemStatisticsEntry 1 }
sysStatisticsDevicelndexLB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Station identifier (LSB 3 bytes).
::= { systemStatisticsEntry 2 }
sysInBPS OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION “Master Station £}¢] £°] 2= BPS #t(bit/symbol)™
::= { systemStatisticsEntry 3 }
SysOutBPS OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION “Master Station £} 17} BPS #t(bit/symbol)"”
::= { systemStatisticsEntry 4 }
sysFreeMemory OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-only
STATUS current

DESCRIPTION "Free Memory '
::= { systemStatisticsEntry 5 }
sysCPUUti lization OBJECT-TYPE

SYNTAX Unsigned32
ACCESS read-only
STATUS current

DESCRIPTION "CPU A}&E"
::= { systemStatisticsEntry 6 }
sysparentMACAddr OBJECT-TYPE

SYNTAX PhysAddress
ACCESS read-only
STATUS current

DESCRIPTION "¢ b Eele] MACAddr™
::= { systemStatisticsEntry 7 }

-- The Interface group
-- PLC System 2] Interface %X
-- Root OBJECT IDENTIFIER for Interface group
interface OBJECT IDENTIFIER ::= { plccommonmib 2 }
-- The folloiwng objects are member nodes of interface group
------------------------ InterfaceTable --------- - - - - - - - - - —————
interfaceTable OBJECT-TYPE
SYNTAX SEQUENCE OF InterfaceEntry
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ACCESS not-accessible
STATUS mandatory -
DESCRIPTION "Al=8l FA2] AR (E3<A FH)"
::= { interface 1 }
interfaceEntry OBJECT-TYPE
SYNTAX InterfaceEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION """
INDEX { ifDevicelndexMB, ifDevicelndexLB, ifNumber }
tI= interfaceTable 1 }

T

InterfaceEntry ::= SEQUENCE {
ifDevicelndexVB Unsigned32,
ifDevicelndexLB Unsigned32,
ifNumber INTEGER,
ifDescr DisplayString,
ifType INTEGER,
ifMtu INTEGER,
ifAdminstaus INTEGER,
ifLastChange TimeTicks,
ifOperstatus INTEGER,
ifInSpeed INTEGER,
ifInOctets Counter32,
ifInUcastPkts Counter32,
ifInNUcastPkts Counter32,
ifInDiscards Counter32,
ifOutSpeed INTEGER,
ifOutOctets Counter32,
ifOutUcastPkts Counter32,
iTOutNUcastPkts Counter32,
ifOutDiscards Counter32, }

ifDevicelndexMB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "Station identifier (MSB 3 bytes).

::= { interfaceEntry 1 }

ifDevicelndexLB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "Station identifier (LSB 3 bytes).

::= { interfaceEntry 2 }
ifNumber OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current
DESCRIPTION

"Index, System 2| Interface Index"
::= { interfaceEntry 3 }
ifDescr OBJECT-TYPE

SYNTAX DisplayString

ACCESS read-only

STATUS current

DESCRIPTION  "?IE#o] 2ol et HRE Egste A9 (A4},

::= { interfaceEntry 4 }
ifType OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION "Eg/dZ Z2EZo| ule} FEEE Qe s A9
::= { interfaceEntry 5 }
ifMtu OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current
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DESCRIPTION “SlEjslo] o] 4184 sli= Sele2 WAle 44 2 dlole]
=R
II= interfaceEntry 6 }
ifAdminstaus OBJECT-TYPE

SYNTAX INTEGER {
up(1), -- ready to pass packets
down(2),
testing(3) -- in some test mode
ACCESS read-write
STATUS current

DESCRIPTION "SlEj#o]~e] 3l= Ael(up - 1, down - 2, testing - 3)"
1= { interfaceEntry 7 }
ifLastChange OBJECT-TYPE

SYNTAX TimeTicks
ACCESS read-only
STATUS current

DESCRIPTION "<E#Ho]2=7} &A| &2 AdHol %S sysUpTime 9 #k
1= { interfaceEntry 8 }
ifOperstatus OBJECT-TYPE

SYNTAX INTEGER {
up(d), -- ready to pass packets
down(2),
testing(3) -- in some test mode
ACCESS read-only
STATUS current

DESCRIPTION "<lEj#o]x9] & F= Ae] (up - 1, down - 2, testing - 3)"
::= { interfaceEntry 9 }

ifInSpeed OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION "BPS(Bit/Symbo) #o= FHI =
::= { interfaceEntry 10 }
iflnOctets OBJECT-TYPE

ol
2
N
N
olr
st
=
12
1

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "QlElFo] oA $al¥ % 28 /)4 ( Serial Interface ¢l A%
41 # Byte #)"
= { interfaceEntry 11 }
iflnUcastPkts OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "9 AF9 TREZ e MBUEY-FUMNEE 7o 75"
= { interfaceEntry 12 }
ifInNUcastPkts OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "9 A5 ZREZ AGHE BFUNE 719 7f5m
= { interfaceEntry 13 }
ifInDiscards OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "9 AT ZREZ AYHE AL ve 2{f7F AFHA
R EE L I M E N
::= { interfaceEntry 14 }
ifOutSpeed OBJECT-TYPE

il

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION "BPS(Bit/Symbo) #°o % FAHE Al 7153 Yy
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= { interfaceEntry 15 }
ifOutOctets OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "SlE|Fo]xoA HEE+= F S8 /i ( Serial Interface 9 7%
A% 2 Byte )"
::= { interfaceEntry 16 }
ifOutUcastPkts OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "AEUEI-FUMNAE Fio| AEHE= o = A5
::= { interfaceEntry 17 }
ifOutNUcastPkts OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION "H|FUNAE Fio AFE = AR F 5"
::= { interfaceEntry 18 }
ifOutDiscards OBJECT-TYPE

SYNTAX Counter32
ACCESS read-only
STATUS current

DESCRIPTION O fFuwjitol] AL =] %3k izle] ATt E WA= 24l szl A

::= { interfaceEntry 19 }

-- The PlIcinfo group
-- PLC Specific g ## Hn
-- Root OBJECT IDENTIFIER for Plcinfo group
plcinfo OBJECT IDENTIFIER ::= { plccommonmib 3 }
-- The folloiwng objects are member nodes of plcinfo group
—————————————————————— PLCInfoTable ------————-————————
plcinfoTable OBJECT-TYPE
SYNTAX SEQUENCE OF PlcinfoEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION *Al=8l Mo gk A (A Ax)™
= { plcinfo 1 }
plcinfoEntry OBJECT-TYPE
SYNTAX PlcinfoEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION ****
INDEX { plcDevicelndexMB, plcDevicelndexLB }
::= { plcinfoTable 1 }

PlcinfoEntry ::= SEQUENCE {
plcDevicelndexVB Unsigned32,
plcDevicelndexLB Unsigned32,
plcOutAGCGain INTEGER,
plcInAGCGain INTEGER,
plcOutBPS INTEGER,
plcInBPS INTEGER,
plcRxToneMap OCTET STRING,
plcTxToneMap OCTET STRING,}

plcDevicelndexMB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Station identifier (MSB 3 bytes).
::= { plcinfoEntry 1 }
plcDevicelndexLB OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "Station identifier (LSB 3 bytes).
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= { plcinfoEntry 2 }
pIcOutAGCGaln OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION "X U= AGC Gain"
::= { plcinfoEntry 3 }
plcInAGCGain OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION "®t&= AGC Gain™
= { pIC|nfoEntry 4 %}
pIcOutBPS OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION *"Total number of allocated bits per symbol for Tx"
::= { plcinfoEntry 5 }
pIcInBPS OBJECT-TYPE

SYNTAX INTEGER
ACCESS read-only
STATUS current

DESCRIPTION *"Total number of allocated bits per symbol for Rx"
::= { plcinfoEntry 6 }
plcRxToneMap OBJECT-TYPE

SYNTAX OCTET STRING
ACCESS read-only
STATUS current

DESCRIPTION "Rx tone map'
::= { plcinfoEntry 7}
pIchToneMap OBJECT-TYPE

SYNTAX OCTET STRING
ACCESS read-only
STATUS current

DESCRIPTION "Tx tone map'
= { plcinfoEntry 8 }

-- The trap group

-- Trap BX
-- Root OBJECT IDENTIFIER for Trap group
trap OBJECT IDENTIFIER ::= { plccommonmib 4 }

-- The folloiwng objects are member nodes of trap group
trapStatusChange NOTIFICATION-TYPE
OBJECTS { sysConfDevicelndexMB, sysConfDevicelndexLB, sysStatus }
STATUS current
DESCRIPTION "Device “d ®3l(Falut 217$-
i={ trap 1 }
trapDetectedNewPeer NOTIFICATION-TYPE
OBJECTS { sysConfDevicelndexMB, sysConfDevicelndexLB }
STATUS current .
DESCRIPTION "M 2% System©o] 57} ¥ A% &A= Trap”
= { trap 2
trapDisappearedPeer NOTIFICATION-TYPE
OBJECTS { sysConfDevicelndexMB, sysConfDevicelndexLB }
STATUS current
DESCRIPTION "System ©] A&}zl 29 HA3 = Trap”
= { trap 3 }
trapCPUWarning NOTIFICATION-TYPE
OBJECTS { sysStatisticsDevicelndexMB, sysStatisticsDevicelndexLB,
sysCPUUti lization }
STATUS current
DESCRIPTION “CPU Threshold #& {2 74~
= { trap 4 }
trapMemoryWarning NOTIFICATION-TYPE
OBJECTS { sysStatisticsDevicelndexMB, sysStatisticsDevicelndexMB,
sysFreeMemory }
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STATUS current
DESCRIPTION "'Memory Threshold #< @2 4%"
= { trap 5 }
trapChannelStateWarning NOTIFICATION-TYPE
OBJECTS { ifDevicelndexMB, ifDevicelndexLB, ifNumber, iflnSpeed,
ifOutSpeed }
STATUS current
DESCRIPTION "Channel ¢ %7} Threshold Ftitl @ojd 79
= { trap 6 }
trapServiceStateWarning NOTIFICATION-TYPE
OBJECTS { sysStatisticsDevicelndexMB, sysStatisticsDevicelndexLB, sysInBPS,
sysOutBPS }
STATUS current
DESCRIPTION ;‘Mgster ZRH Service Wiz BPS #°] Threshold #tx.th "ozl
ST
= { trap 7
trapUnauthorizedAccess NOTIFICATION-TYPE
OBJECTS { sysConfDevicelndexMB, sysConfDevicelndexLB, sysparentMACAddr }
STATUS current
DESCRIPTION "&7}itx|¢}2 Slave Edlo] H&alele 49"
= { trap 8 }
END
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