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“* Application Traffic Classification
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Network Security

¢ Traditional Approach

- Network Design, Network Management,

Approach Description Weak Point
Port number- |«  Well-Known Port NumberZ 0| E5t0{ Traffic |+ & M Application= Dynamic
based £ =& 0l= Traffic Classification Technique St Port HS E &6
analysis e JANAOIA Bt Port HE 2 AIR5H= Packets 2 > =52 &
Traditional Application T'__'rro‘“ =g 2o B3
Payload- « ApplicationO| JtXl= S8 &t SignatureE 0|& |« PayloadE &S 38t Packet
based ot Traffic= & Fol= Traffic Classification o7 =2ts
analysis Technique «  PayloadtXl X ZalOF & >
MES2H S0t
« Payload E8 €2 > =4 =+
et AlZ2H STt
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% ML (Machine Learning) & 12| &
- SHOR WSIS Pot HEo uH 1S OOl EHE 230 M2
— Payload L= 0| 2/ &otAl 21,6l 82 & Flow SH 82 0|=

SMLENCSS ESet )& EdiE &7 22 =HME
— OHE2IAHO0lE 27 Jl=: Port H 3
— ot8 & UlolyY et A2l &5 2 0t Ml Al (Cross validation)
— Flow J|8t2| & Z Bt M Al = Practical ot Xl %23 [1]
» Traffic Shaping, Usage Billing Policy, Network Planning
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% ML €12 &= & EZ8t Internet Link2| Real-time 0 =2l
HOlE ECh = et &ot Ml Al
— JIEMLATR =22 =M E MAl & oliZ 2ot Mot
— Internet Link2| OHZ 2| AH 0| & EciE 25 2| Overall AccuracyS
=2 = Q= EAHQ ML €112 &1 Feature Set M| Al

JEl

=
o
0

s POSTECH Internet Link2 Real-time ECiZ HIOIEHE CH
MOz MLEZ|ESE B2t =% 2102 NGMONE &
2StE=2 H)HW & 24
— Realtime EZE HIOIHS =5 2= =& 0otJ| ol A

NGMONS| 2% ZUtE Hlu Uiz A8

Thesis, 2007 -5- POSTELH DPNM Lab.



2t34 o1 (1/4)

“* ML Approach

— Flow &9 Statistics A2 E J|ete 2 HE2IAHO0E & E= QoS & E
cHE =F

« S &8 E2: Inter-Arrival Time Distribution, Flow Length, Packet Length
Distribution S

— &&: Unknown class (&0t X

clAHOIE)E Aot Xl £33

LS

I ot= OHZcIAH 01 &0l Ot CHE OH

K

< Supervised ML &€ 112| &
— 2H& HOIHE 0I&23dt Trainingst Model2 D82 2 2 XX £ 2
Test Datag EFol= 2 U2lS
— Neural Network: Multi-layer Perceptron, Radial Basis Function (RBF)
Network
— Decision Tree: J48, REPTree
— Baysian: NaiveBayes, BayesNet
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+» Estimator
— S8 IOIEHE (Hatez 2& 21 ot

TT

D TP of each Application

Overall Accuracy = Total ol "
otal elemen

¢ Testing Methodology

— Cross Validation

)

&
<

— Split Validation

i Set
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oll

o JIE& AR =20 A A= 8 ML al
— JI&o d ==0 A MAlot= 35&0 Nesol s > 2 =2
Al AF23H= 00| E{ 2 feature setO| ‘:*BPX'OH et = =ol & e
S22 LS
__I_l

— J|&E A= well-known port HS E AlE6t= OHE2IAHOIE S A
O 2R 2I|EALRL E2F Eille= EP%é AppllcatlonOﬂ/H =

A5t HIOIEH=0] B0l A= HEH G0l HEE0ot)| g
Mot HOIE=0] 0| A= UHERZA =4 Jl &=

Erman Zander Nguwen Parik Andrew Erman Willilams et Park
ML 2 nel= et al. [2] et al. [3] et al. [a] et al. [5] et al. [6] et al. [7] all[s] et al. [9]
K—Means (]
DBSC AN (@]
Autoclass | (] I
Expectation i I O I O
MMax<imization
Nailve Baves | ') I 'S 'S I o I O
NBKE ) | O | o
REFPTree (&) O
Jas O
4.5 O I
Bavesian &)
MNetwork
MNailwve Baves O
Tree
FCBF ] (]
G (&)
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S+ J|EMLETO HZ2H 0L EHT 28 I|F

Author Classification Description
Andrew et al. [6] BULK, DATABASE, INTERACTIVE, MAIL, | &8t Port HS E At&Edt= Of
SERVICE, WWW, P2P, ATTACK, E2|3H 0|4 Category E2 25

GAMES, MULTIMEDIA

Park et al. [5] INTERACTIVE, BULK, REAL TIME,
EMAIL, TRANSACTION
Erman et al. [2] DNS, FTP, HTTP, IRC, LIMEWIRE, NNTP, | &< &t Port HHS E AIE06t= S
POP3, SOCKS. HOE2AH0IE EZ2 EF
Williams et al. [8] FTP, TELNET, SMTP, DNS, HTTP, Half-
Life
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el A= 0HELHOIE 2&F )&= Port IS E M =9
— J|& 3= Well-known Port U*ga P%éPE OHEZ2AOIE S HAaLZeH E
cHE = 250t Training = Training 2 U E & &0t Testingst = 0 =2/
Ol 25 Z2UE MAlS
— J|& 9+ 5% Z = Port Number- based Analysis & 212 CIE2X &3
> J|&E AR ZUE SHOQI Port HS E AFE6H= Internet Link & 2| Real-

fine ONZ2IHO0IA S2=0) X250 =& 5K e

< Dynamicgt Port IS E A= L= X E s)1)] #off Well-known Port &1
S E A Eot= OHELAH0IE 2=
— NGMONZ| O ZE2AH0IE =7 2UE S
— 2 OHZ2I A 01 & 0] éﬁéﬂo%‘ EfE = 4
— P2PLt Web Disk O0H= 2| H 0] & 0] A4
Testing Set=2 Bt

_ MLYDZES M8 HZ2H0lA ET 22

oA 2 HAC OHEIAHOIE & H
Nl 2 capturect™d OIOIH =&
FOHIOIEH E =& > Training Set1t

0

0
F
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+ otd=E HOIH UM =7 Jl= MAl

(Cross validation)

— Cross Validation: Training Setdt Testing Set0| = Al 2H0fl 2O &
EcfE HOIHZ &= 21017| =0l Training Set1t Testing Set
Ol JbAl= Pattern0| &2 > &5 2| Overall accuracy )t ==

— Split Validation: Training Set1t Testing SetO| Ct& Al2H0] & O &
EHE GIOIEHZ 2HE 2012 H20l Training Set1t Testing Set

O] JIX|= Pattern0| &4 2 X &= - Internet Link&! 2] Real-time
Eciy HIO0IE 2 S44 Split validation=2 & =Z0H0F &

scounacy ()

13 all

=3 wwwithout I
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“ Flow J|Et2| =5 ZUtBF KAl

— Flow-based2 AccuracyE = X2 FlowOtCH A2 Ct=2 3| JtXl= Ot
SXIE BtHotAl 28 - Class Imbalance Problem [1] (e.g. 1,000-byte
flow vs. 10,000-byte flow)

0

< Byte J|Bt2| 2F & It Practicalet SHOAN 7S
(Erman et aI.)
— Traffic Shaping, Usage Billing Policy, Network Planning

; ; _ Eased on Flowwe
SEE S R E ISR SR ] s on BEyvtes

accurcy ()

FEFTres FMammwveBaye= EBayve=rrlat o e FEFHHletwvwork
AL mlgoarithim
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ML Z1cls 88 2ot

Trainingdt Testing= |8t EiE HIO0IEH =& & E&
o5 HE2AH0lE 88

Split Validation J| & &=

ML & 1)2| S 1 Feature Set &8 &

Z &2l ML & 1) 2| = 1t Feature Set

A e A
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HIOIE =& &8

» HostOll M =&¢et HI0IH=Z Bt= Training Set= Modeling
> OIeY AU A =&¢c U0l =2 Bt= 0 &l Testing Set

= =&ofe 28 0l

Host

(training set)
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=2 HOIME AN

“ POSTECHZ| Traffics £ A2 OS2 AH 0|8 = AL
— NGMONZ| OS2 0] & EfE 27 Z2UE 0[S
Category Application
Web Disk CLUBBOX, PARANDISK, TOTODISK, ENDISK
Web Traffic HTTP, HANGAME, SAYCLUB
FTP ALFTP
P2P FILEGURI, SORIBADA, GAMPLE, BITTORRENT
Game Traffic STARCRAFT
Remote Confroller | MSTC
BITTORRENT | FTP GLUBBOX DESKTOP FILEGURI GAMPLE ENDISK
Flow(Jl=:) | Byte(MB) | Flow(Jl=x) | Byte(MB) | Flow(Jl=x) | Byte(MB) | Flow(Jl=x) | Byte(MB) | Flow()l=:) | Byte(MB) | Flow(Jl=:) | Byte(MB) | Flow()=:) | Byte(MB)
Training | 11000 (708 (518  [1011 |23 165 |86 28 571 h06 10943 |989.9 |246 |44/
Testing 4000 256 |23l 342|165 102 |34 124 (408 407 |546.9 [4032
HANGAME HTTP PARANDISK SAYCLUB SORIBADA STARCRAFT | TOTODISK
Flow(Oll=:) | Byte(MB) | Flow(l<) | Byte(MB) | Flow(Jll%=) | Byte(MB) | Flow(Jli=) | Byte(MB) | Flow(l<) | Byte(MB) | Flow(Jll==) | Byte(MB) | Flow(Jl<:) | Byte(MB)
Training [998 235 (4263 (268 (223 27845 2870 |10.07 |8803 |339 15 0.244 526 367
Testing |47 / 2045 | 153 |148 145 85 3 5360 |27/3 |6 0.126 | 247 192




Split Validation J[ & &

-
< Split Validation@ = 0= 0|E EcE 2FE otJ| 7
ol S=gt UOIEHE J|B2 2 Training Set= ©

< Nguyen et al.2 & &8t Training Set=
OHZE I A Ol & OFCH 25JH 2] flowJt 2 26T & > Cross

Validation

v = ==zl A & &8 210 Split Validation= 0l HHl=
2 WS 2l AH Ol & 0FCH 20000 2] flowJt & L &
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— JI&EMLAA ==0|

— UE ZH0A 2Ol AFEot=E €12
“ Feature Set

1) All: 2= FeatureJt 88E H2

2) Without IP: Source 2t Destination2| IP AddressE M| 2/ &t &%

3) Without port: Source 2} Destination2| Port HS E HI2I8t 22

4) Without IP&Port: Source 2t Destination2| IP Address 2t Port &1

S o
o;|>2:>|_|_

IP address (source, destination)

Port number (source, destination)
Byte counts
Connection duration

Packet size statistics (minimum, maximum, mean, standard deviation)

Inter — packet arrival time statistics (minimum, maximum, mean, standard
deviation)

Thesis, 2007 -17- POSTELECH DPNM Lab.



Accuracy (%)

U

| S 1t Feature Set (1/2)

o ot |_I_C> MN=ZS E=2 A |.
ML 212 &= &HEst =F 2 4t (Flow-based & Byte-based)
Owerall Accuracy (Flow-based) Owerall Accuracy (Byte-based)
1':“:' T T T T T T T 1I:IE| T T T | T T T
5 50
: a0
o ; g
g0 B ................................ SR 3| & 60
i | | =4 | |
5|:| ........... ................................ ................................ il E 5E|
: i t = : i
; ; : 2l 3 .
AN [ ................................ P 2 E 40 :
pE e e e i o | 10 |
5 ; —— 3l : 5
:2|:| ........... ........... ............................ B without 1B [ & ED ........... ........... ............................ B without IR [ 2]
; —4&— without Part ; —4&— without Paort
1|:| ........... ....... W|th|:|l_|t|:'|:|r‘t&”:' ...... e ']D ........... ....... W|1h|:|l_|t|:'|:|r‘t&”:' ...... P
i i ; i ; ; | 1 i i ; i ; | i
J48 FEFTree MLF Bayeshlat J4B FEFTree MLF Bayeshlet
ML algarithms ML algarithm
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A2 &2l S i Feature Set (2/2)

*» Flow-based Accuracy
— J48 or Bayesian-Network & 1) Feature Set, 5 89%

“+ Byte-based Accuracy
— REPTree & (2) Feature Set, 2 86%

0 JA80| =AMl 212 |S
— J480| Flow-based 2} Byte-basedl A £2 &2 E/JCH &
Feature Setlfl (12 HXE &35

ot

 Byte-based AccuracyJt Flow-based Accuracy2CH &2 0l =
— FTPS 20| 2 byteZ Xl = flowSl 28 HEEIH 2| (HE
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Unknown G|0| & =5

< Hostll M =&t QI0IE =
A K

ot 1] Internet LinkO| A ==&

Set= =7 ¢

F= Training Set= Modeling
FOIOIEH 2 Bt=S O &l Testing

o B

.

1. I A0MN & 3AI12t SOHOIOIHE =& > AKX ZE=2
Gl Ol E
2. M0l gt &0 M AF= St Training set2 Modelingot ] 10l M &

4l A 0
2 HIOIE E 0| Z ¢t Testing Set=2 J48=2 HEZ0IH &

3. 10lA 22 UIOIHE NGMONLZ ==Fet ZUE 20 €22 2

& 212t 8l
— ZdAA E2 U0oIHS ML EL12&5= AEet =F 24 E b
wol)| ?IoHAH NGMONS| =& 20 E &L
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I
: ; : I+ of packets
: N - oountibyte)

OTHERS |

LR M O

ERDIS K

Ratin

SAYCLUB

|
SORIBADA

.
PARAMNDISK TOTODIS K
Application

GAMPLE

FILEGLIRI

BITTORRENT PD_CLUBEOX

® oS MES 22 2
% J48 st 22
* = o d . = 1
Classification using J48
0.25 T
] : i : : : : B -ount(bytes)
: : % : : I of packets
02 : .............. ................... ....... =
015 —cooioeeen..... L. .. DR . e .................. ................... TR P ERTRRTR: R =
2 : : :
] . :
o : ;
0.1 ;
0.05
& HTTF BITTORRENT PD_CLUBBO: FTF FILEGURI GAMPLE PARANDISK — TOTODISK SORIBADA HAMGAME SAYCLUB EMDISK
Application
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% MLZ} NGMONZ 20 2 0|2
— 2P 2HEUHAN ’SBIOPE OHZ2|HOoI&E 2 20|10t THE
e E.g. NGMONZ2| FTP vs. MLS| FTP

L)

0

FAI =

ol

— NGMONO| =l22| 0i=clAH 082 Her S B3
— 2 HEH Port 1SS 80% M= =2 2IAH0IE =SS =25 X0

= AtO

rir

Qli

— 2} 29 BITTORRENTE £8
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o PortHs = 80BH= AlE0ol= =21 H 0

& ==

HANGAME

Port 1= 80= ARS NGMON J48 (ML)
ol— Application

HTTP 16.9% 3.2%
LGAMPLE 22% 2353%

1% 2.9%

] S2THIP ALE E= B A 2410 &5t
= CEHe) 1P ALE

SAYCLUB

0.3% 0.7%

[ Ch=oHel M2l £3k= Ch=Hel 1P

16.9+22+0.4+0.9+0+1+0.3 = 41.5
16.9+0.4+0.9+0 = 18.2
3.2+23+6.7+7.9+6+2.9+0.7 = 50.4
3.2+6.7/+7.9+6 = 23.8

AE

2eE &3
Port HS & 8012 AIE6tD HHSHIP, L= 8t AEUS ChIi2l IPE ALE5HH
NGMON Application2 =& It Jtsol Xl 2 Th==JH 2l IPE AtEol= Application2 HTTPZ
222 (e.g. SORIBADA, TOTODISK)
J48 (ML) Port 1S 2 8021 = AtE0ot) Ch==JH2| IPE AFE0l= Application® 7 Jts
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“ BITTORRENT2| =& 4|

a) Perind | 1y} Period I €} Peried 111
"y (wtes Determined, bl (ries Determmed| 1 (Bvies Dedermined,

: , , Mavee :
72! 1. FRM vs. Signature matching [11] :
BITTORRENT
J48 (ML) 15.9%
NGMON 2%

E 1. NGMON vs. J48 (ML)
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Ct 2F 2~3HH It O E’:S ’é*%’%‘é Slgnature% OI%SFOZI

M HI

* JB 101N R0IE B2 S JOI2CHE 1A O &2 87
— NGI\/IONEI UNKNOWN £ = OTHERSA

BITTORRENT Y= BITTORRENTZS} Hl =
= IOl =0l sjl =

1

=0ol= Packet= &
FORS 2| H O] & Ul Al b2

on JF

.
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S ML 202I5S M6 OHY EYW 220 J|E o7
o 2HIA oz
— OfZc23ol& J[=0] Ot
Ol&E OOl =& &
EdfE =5 210 M Al

— ot&E O0IH eto M2l =& 2 M Al (Cross validation) > S &g [
OlE 2 BFE Training Set2 J|Bt2 2 Split validation= 0| Est 258 &
oF Al

— Flow J|Bte] &5 Z et KAl > Byte J|EtC)

mo &

Port 2= J|E=2 =F 24 MAl >0 =2l
A sclAOlEs Hale=

= Z b XAl

[l

< X & O] 22| S 1 Feature Set Ml Al
— Flow-based Accuracy: J48 or Bayesian-Network & 1) Feature Set
— Byte-based Accuracy: REPTree & 2) Feature Set

— J480| Flow-based 2t Byte-basedl Al E2 @ EE BULH &
Feature Set0f| (& HXIE &2 > J480] = EHC| 225

o
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eMLENCIS EE =7 242 NGMON & & 25 & 0t H]
9 =A

~ HTTP2I BITTORRENTS £&8 ZUE HI0dH 242 M, ML &
eSS Hget 25 2t H ZEs 20 E Oty

- MLE HE5 EgiE 28 SHHS J|E Eu 2

= 8o tho

based analysis, NGMON)O| JtX| = MHAlJIsE

% M Internet Link2| OIO/EE =% ot ™ _1 Internet Link
Ol IO HH OHZ=2IAHIOE A &= GIOIE LAl Ak
M LAtet = 1212 J|IBF2 & Training Set= 2= HO0F &
> Elot= 2= Application=2| HIOIHE DBt 2
Training Set= Bt=H AISE LS AFS OHA| 20t &

Thesis, 2007 -28- POSTELECH DPNM Lab.



515 01
o Z=tet =S 2IAHIOlE HIOIEE AtEot ML & 12| S 1t

NGMONS =& Z 4= Hl W
— POSTECH, 2 0ist W O Traffic DatagE &=

Ot

2SS 8ol 2= HE2IAHO0IE ENE E2F It

ot &= = Training Set= _a:o

FOHZ2I A Ol & 0l 2009H2] Flow 8 2 E
=)

Iset E=2 0H=c2IAH01& 2 TI0IH

o M
ot

N

[on OIF -

Al
T g
|Bt2 £ Training Set2 2t5%

J

% E| A9 Payload% = &1 0l = Signature Approach2t ML &
1el&2 €0 #Z0k= Hybrid ApproachE 0|0t 0 2
2| AHOIE EHE 2F Ml et

=
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&2 & 12| St Feature Set (2/2)

FPrecision Recall Precision Hecall
Applicat Applicat
Bittorrent 0975 0757 Bittorment 0,951 0637
Alftp o177 0051 Alftp 00045 0.oo03 am
Clubbox 0615 0. 508 Clubbox=x 0. 768 0 232
Deskiop 1 1 Desktop 1 1
Fileguri 0713 Q. Fileguri 035 0 z0z
Sample 0952 . SCample 0953 0. 921
Hangamea 0159 . Hangame I o102
Http 0917 . Http 0. 403 0 855
Parandisk 0185 . Parandisk 0133 0311
Saychub 0126 . Saychub 0. 0035 0, 02
Soribada 0. 591 Q. Soribada 0955 1
Starcraft 1 Q. Starcraft 1 0145
Totodisk 0 754 Q. Totodisk 097 0, 09

Bayesian-Network & all REPTree & without Port

o Starcraft: oY OHZ2IA 01 & 2] Training0l M 0|2 XXl 232 (B2 AL traffic &
M > training data £

e« Hangame & Sayclub: ol S OHZ 2| AH 0| &0 ot E2 EHEHO| HTTPZ 27 &

» Alftp & Parandisk: Alftp0ll =0ot= E{ = 0] Parandisk0il &£ = Parandisk0ll =0ol= EcCHH
Ol AlftpE M2 LZHM 2F=E
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2t3 o (1/4)

¢ Machine Learning Approach

— Flow &2 Statistics A2 E J|ete 2 HE2IAHOE & E= QoS & E

HeE 28

« S &8 E2: Inter-Arrival Time Distribution, Flow Length, Packet Length
Distribution
— S &: Unknown=2 2l £ 8l3
“ Supervised ML Algorithm

— 24 & OO0l E 0l E6tX training8t ModelS JIBICE AKX &2
test datas = Fol= 2 12S

— Neural Network: Multi-layer Perceptron, Radial Basis Function (RBF)
Network

— Decision Tree: J48, REPTree

— Baysian: NaiveBayes, BayesNet
* Unsupervised ML Algorithm

— UOIEHE2 RAdS VB = IEEHEL=EMN =
- gdd 18 20 8 UE A8l &F
Ol B&to| SAUQA & &= 8lS

— Expectation Maximization, K-Nearest Neighbor, DBSCAN, etc
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2t approach?ll =& H| 1

¢ Discussion

S ES A QO Z LIOIIIOF & BHsf
« C+2 Approach0il bl X 12902 S0 22 0U0IeHE 0I5t
ofl Intelligentst J| & OH = 2l Al 0l A ECH LI2 Training Set=2 &
S X250 22 OH &0l CH ol A 01O &
SclA0lE Bt G AE =M LS HEHOILN S
ML (J48) s g 4 QUT= JHHTHOr &
* 432 Header=| &t b2 OfZ 2/ 0l &0l CHE! Tl Ol
02 0|26l M = H A
S HITE 2
. 2 0E2IHolM 2EEtD X2 NZ2lH0IE Bl ME
ol &t e 0l= =2 Ol otoi OF 8t
NGMON |, a5y real timet = f?ﬁ'%@;
stsl A|AEHIZS = HolE &8
(FRM) =EAmes T 51K 2
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