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e Signature0ll 2/t Al ZE
— Misuse IDS (signature based detection)
« MZE=2F0 tHet EXlIJt IS0t
e Signature CHL W& 0| H2 X2lAlZtES K8t
e Snort, Bro
— Upgraded misuse IDS

e 2004, Bharath, “Design of a System for Real-Time Worm Detection”,
IEEE symposium of High Performance Interconnections 2004
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» 2003, C.C.Zou, “Monitoring and Early Warning for Internet Worms,”
ACM Conference on Computer and Communications Security (CCS

03)
e 2003, Chen, “Modeling the Spread of Active Worms” WORM 2003 on
Network Security
— ICMP type 3 HIAIXIE 0| =&t EEXI 2 E
» 2002,George Bakos, “Early Detection of Internet Worm Activity by

Metering ICMP Destination Unreachable Messages,” The International
Society for Optical Engineering (SPIE)
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e OUHIZZIO HERIAE ML Z ot= AIEHE
— Destination-Source Correlation € 12| &

o 2004, Gu, “Worm Detection, Early Warning and Response Based on
Local Victim Information”, Annual Computer Security Applications
Conference (ACSAC 2004)

— Honey-Pot2 0| E¢ct X2
o 2004, Christian Kreibich, Jon Crowcroft, “Honeycomb-Creating Intrusion
Detection Signatures Using Honeypots,” ACM SIGCOMM Computer
Communications 2004
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Suspicious List:

— Scanning RateO| & H X| at= & = 3-tuple flow
— 3-tuple flow: 2 = Destination Port, Source Host, Protocol= JtXl 12 U= THA! 2l HE
o =M FL2 ZL (HE/=XHE)
Sequential Worm:
- =x&: SHKX =201 =X =0l C
Random Worm:
- HE: YA Z=1P =2 ol st AJHE (IANA IPv4 Allocation Table AHE)
o =2 &= EHME
- ofled ZES SHL| =42 =4t =0
— Ingress EcHE 0l A ol A ZES SHXFA2 24T 0|2
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L | L 4
Read flow data from .|  Read Suspicious flow
Outhound flow list "|data from the Suspicious List

Are the
Dest_|IPs sequential?

End of the
Suspicious list?

Yes

End of the flow list?

Is any
unallocated IP address in
Dest IPs?

¥

No Change Suspicious

to Infected Host

# of packets
exceed threshold?

the # of Unallocated IF
n Dest_IPs are large?

Is#D_dst_IP
huge for Dst Port in
Inbound Traffic

Save the flow data to
Suspicious list

B o] = Q=9 o] A1 9] ST B A POSTECH #=%
(10) DP&NM Lab %2



Iyl & & Xl £1el&(3)

Real-Time Worm Detection System

Victim List Selector Worm Detector
#of Distinct DestinaﬁnncJ
Flow | Inbound Flow IF for Each Port
Generator Analyzer
i
LA
v
E thF" SYN&UDP Fluﬁ o E
= Packet Header Suspicious Worm £ <
T > ; _ o 4 »
e List spicious Lis Fene i E
o Packet (Generator o
= HH Packets =
o Capture
o
Suspicious Selection Worm Detection
Pammeters Pammeters )

Database '

Parameter Control Ul | Real-Time Presenter (Web Ul)
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« AN CHY & EcfE S 25| HET
e SimulateS Sgt &8 2| st}
— IDSLI} Firewall 9| A S0l 2 Lot
e MOttt IDS LIS &BS

» Penetration Testing

Worm Traffic Generator

User Friendly GUI
OUE l T e WEc

IHeH Ol & & =X

Parameter Aggregation Traffic Generation
C’J /\-ljzlg D:II-I;

ot izl =M doknl
ThreadS MA 30 XM
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o User Friendly Interface
Java Swing based

= Select Worms by parameters g@
By Worms  Parameters  Help
Destination Portz 443 1434
- |
: Scanning Policy? () Random (%) Random
= Select Worms by Majors E]@
(%) Sequential () Sequential
By Wiorms  Parameters  Hel
Y p Scanning Range? (%) Glokal (%) Glokal
() Local () Local
Majar Yarms Protocal? ) uCk (%) LDp
(¥) CodeRed (%) Slammer () Blaster @ TcP O TP
Interval Time(s)? 20 ]
Munber Of HOST 1 (1-1000) Worm Sizelbytes)y G4 404
Scanning Rate’? 300 ]
Mumber Of HOST1-100) 1
|
Major Worm 2| & & IHSHOIE Ol 2|8t & EX
JE] Z o] = Y EL Fo| A1) QlEj Yl Yol & (13) POSTECH ;%‘%%
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e Parameter Aggregation

— Major Worms

» Slammer Worm:
— {UDP 1434, Global Random, Bandwidth-limited, No interval time}

e CodeRed:
— {TCP 80, Global Random, 300 or 600 packets/interval , 21s interval}

» Blaster:
— {TCP 135, Local Sequential, Up to 300 packets/interval, 20s interval}

— Parameters

» Protocol (TCP/UDP)

» Destination Ports

» Scanning Rate

» Scanning Property (Random/Sequential)

» Scanning Targets (Global/Local)

* Number of host infected (Thread)

e Traffic Generation
— Destination IP Generation

— Packet manipulation
* IP header /TCP/ UDP Il 2!

— Send Packets (RAW Socket)
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- Worm Detection System

- Worm Traffic Generator

Linux Box
o Bridge

- Firewall o Firewall
o Snort

- Bridge .
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- Global-Random Scanning | D'=| | Q| ------ %
Tratfic ———
- Global-Sequential Scanning
Traffic DPNM S P&0) PEE e
— Local Random/Sequential
Scanning Traffic
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e Global-Random & E°¢
— UDP-1434-Random-Global-unlimited & E ¥

Prot
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

20054 123 17 12:23=
« WDS XAl Z 1t

Port DstIlP

1454 212180188.4
1454 221 232155.10
1454 215824737130
1454 2201924773
1454 13059140231
1454 6717321599
1454 222225253125
1454 55228 71.53

1454 22012945121
1454 55255228 44
1454 50.51.254 224
1454 215824737194
1454 521485750

1454 196205 63182

1434 215166176 207

1434 5316613324

WOSOIlA =& &

Srell
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
141 2255252
141 225 8252
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Srelror

JBE15
231352
33420
31056
&0l
43203
22425
26451
3T
33297
32448
a03a2
34195
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 Global-Sequential & 2| & X|

TCP-SYN-Sequential-Global-20s Interval Scanning
o 2005 12& 17 1Al 372

Prot  Port DistIP Sl SrelPort
& 445 53.01 46094 141223 8252 24383 300 + SGQUGHU&' Wormol E?&' xl 2'5_/'\_
& 445 88.91.658.95 141 223 83252 Zdg2d
] 445 65.91 6595 141 223 82 .52 24880
& 445 53,01 6597 141223 8252 25138 _r\Lﬁ 250 | P
& 445 88.91.658.93 141 223 83252 25592 O_\ 000 |
& 445 53.91 6599 1412258252 256458 6
& 445 68.91.68.100 141 223 8252 23904 '6'
a] 445 8591 65101 141 223 8252 26180 O 150 |
& 445 /3.91 658102 141223 8252 26418 'E'|'|' 100 -
& 445 889168103 141 223 83252 2Ee T2 ?
a] 445 85591 65104 141 223 8252 2E92E _EII_ 50 |-
& 445 /3.91 68105 141223 8252 27184 , .
6 445 65.91.66.106 141 223 52532 27440 R ETEREEEY _ /I
& 445 63.91 653107 1412258252 278948
& 445 68.91.68.103 141 223 8252 2752 1 101 201
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 Local Random/Sequential & EcHZ & X
— 20053 122 172 04:31, 04:33

24 Ay Yol 3,4 Octet =&

300
250 - o8
N

200 &

4HT Octete| 2=

YW XX Y
100 * ’A

4
0 L

®o 0% o0 o
. s ”z‘:o }Q.‘ ’0.0
150 To0e 0."’ ‘.
3 Py

274 Sequential 29| SHX|FA

—=—3id Octet
—=—4th Octet

(

0 50 i - 180 - 200 250 300 1101 201 301 401 501 601 701 801 901
3HH| Octete| = EH7|°| 7HA
A~ T
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. EPYTOl AF D A ELX| Al AE(WDS)

1Gbps
Optical Links

Optical Tap

Campus Core Switch

Network

Worm Detection
System
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— 20054 12& 20 21:000{l & Xl =! Suspicious List
— 209K 2] Suspicious hosts2t 6 2| Suspicious ports

- 2 3l 8= = AE

#of Suspicions Host 20
#of Sequental Worm 1
#of Other Worm 0

Analyzing Time <<200512.20 0900 =

UDP

0 5445 1965 0 1 1 0

1 TCF 25 2205 2205 1 0 0

2 TCF 80 BE6S GGG 15 0 0

3 UDP 3309 3495 0 1 0 0

4 UDP 10025 1987 0 1 0 0

5 UDP 54171 1495 0 1 0 0
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POSTECH WIEK AN ALl EFXIZ1H(2)

JHuel n
oHd I
Time Destinaiton Poxt Infected Host Protocol
20051220 2100 5445 141 223 5251 unr
Mo, Dest Address Bytes Packets | S¥M | ACK | Source Port
1] 149,230, 151.1 3 1 1] I 1027
| 1439,230,151.2 3 1 1] I 1027
2 149,230,151, 3 3 1 1] I 1027
3 1439,230,151.4 3 1 1] I 1027
d 149,230.151.5 3 1 1] I 1027
] 1439,230,151.6 3 1 1] I 1027
13519 143,230, 160, 241 8 1 1] 0 1027
1360 143,230, 160, 242 3 1 1] I 1027
1961 143,230,160, 243 8 1 1] 0 1027
1362 143,230, 160, 244 3 1 1] I 1027
1963 143,230, 160, 245 8 1 1] 0 1027
1364 149,230, 160, 24E 3 1 1] I 1027
el et = U E ) 0] A o] lE}vl g B e POSTECH (%%
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— 2005 12F 20 01:5801 A=l eiEd AJiE &

- 230702 e E SH A =20 8713002 AJHE TH3l= £

Time Destinaiton Poxt Infected Host Protocol
200512 200158 6444 141 2237361 TCP
Mo, Dest Address Bytes Packets | 5¥M | ACK | Source Port

1] 217,250, 255,107 a2 G I 1] 1027

1 8k 96,1026 a2 T I 1] 1027

2 52.11.84.91 a2 2 I 1] 1027

3 217.219.142.10 a2 G I 1] 1027

4 84 167, 219,62 a2 G I 1] 1027

] 143,230, 151.E a2 G I 1] 1027

are BO.237.174.120 Az a 0 1] 1027

2703 85, 97137132 a2 1 I 1] 1027

aro BOL 212 1E2.17 Az 4 0 1] 1027

artl 217,245 192,111 a2 ] I 1] 1027

anz2 219,95,15E,133 Az 4 0 1] 1027

arl3 8d,5.0,224 a2 3 I 1] 1027
EEES N EREE RS EFEEE 22) POSTECH (%%
DP&NM Lab &....%

1888



)

R

Ol
— UIHZIO0IA HIER AN Hest AAl2t CIHY o §A] & 1)2
S22 MAlotd €NelEs= Z2SoltCH
— OI4Yl & Ecl T GeneratorE JH oI LCE.
- OIHY & &X| AMAEIE AMEZ ot POSTECH U ER A
Hl & = ot Ch
o« AOZO| WA
- M2 80 tiSot= 280l tHet 3 22 A+ 2 Kot
- Ut B2 Al Z2t0lA UHIER AU AL &&0| & RotCh
— Ingress Network Ol Al & A2 & 2] AR2JF H 2 KLotL.
e Zelo]= Y EY A2 Qle ] E o] €4 POSTECH

(23) DP&NM Lab




AE| 2 2ho) = o = 5] o) A 9] Qe B9l A o OSTECH ()
DP&NM Lab &4

1



