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ABSTRACT

Two critical problems exist in traffic monitoring and analysis of today's
Internet traffic compared to the past network environment. The first is how to
capture and handle the huge amount of traffic data in a real-time manner
generated from high-speed network links, such as 2.5 Gbps and higher. The
second is how to analyze diverse and complex types of traffic generated by many
different types of network-based applications, such as streaming media, peer-to-
peer, and game applications.

Considering the first problem, this thesis presents the design of a network
traffic monitoring and analysis system, called NG-MON, for high-speed networks
such as 10 Gbps and above. Using distributed, pipelining and parallel processing
techniques, we have designed a flexible and scalable monitoring and analysis
system, which can run on off-the-shelf, cost-effective computers. The monitoring
and analysis task in NG-MON is divided into five phases; packet capture, flow
generation, flow store, traffic analysis, and presentation. Each phase can be
executed on separate computer system and cooperates with adjacent phases using
pipeline processing. Each phase can be composed of a cluster of computers
wherever the system load of the phase is higher than the performance of a single
computer system. In addition, we have defined efficient communication methods
and message formats between phases.

Another critical problem with recent Internet traffic monitoring and analysis
concerns the large number of newly emerging network-based applications which
possess more complicated communication structures and traffic patterns than



traditional applications. The amount of traffic generated by these newly emerging
applications is reported to be well over a half of total traffic. Characterizing these
new types of traffic is a challenging area of current traffic monitoring and analysis.
Moreover, the dynamic use of port numbers, the use of multiple sessions, and
other features of these applications complicate the characterization of Internet
traffic. Application-level traffic identification is a preliminary but essential step
toward traffic characterization, which this thesis mainly addresses. Traditional
traffic identification methods based on well-known port numbers is not
appropriate for the identification of the peer-to-peer, streaming, and other new
types of applications.

This thesis proposes a new method to identify current Internet traffic. We
categorized current network-based applications into several classes according to
their traffic patterns. Using this categorization, we developed a flow grouping
method that determines the application name of traffic flows. We have
incorporated our method into NG-MON to analyze Internet traffic between our
enterprise network and the Internet, and characterized all the traffic according to
their application types. This thesis presents the problems with the existing
application-level traffic identification methods and difficulties in the
characterization of recent Internet traffic. The methodologies to solve these
problems are given. Moreover, this thesis describes application-level traffic
characteristics of recent Internet traffic generated from POSTECH campus
network. Our experience with developing application traffic identification method
and analyzing Internet traffic from POSTECH provides guidelines for in-depth
understanding of Internet traffic.
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1. Introduction

This section gives an overview of IP traffic monitoring and analysis of current
network environment. The problems in current IP traffic monitoring and analysis
are listed and the approaches to solve these problems are mentioned in this thesis.

1.1 Backgrounds

Today, as the dependency of the individual users and enterprises on the
Internet is growing, the Internet service providers (ISPs) are trying to provide
stable, reliable, and better network services in many ways. The main concern of
ISPs has been to improve service quantity, such as the increase of link speed and
the number of available links. Consequently, the multi-gigabit networks are
becoming common within or between ISP networks. The bandwidth of ISP’s
backbone networks is evolving from OC-48 (2.5Gbps) to OC-192 (10Gbps) to
support rapidly rising Internet traffic [1, 2]. In addition, the importance of the
network service quality, such as availability and reliability, is growing. They give
a lot of interest in the Service Level Agreement (SLA) [3, 4, 5], Quality of Service
(QoS) [6, 7, 8], Customer Relationship Management (CRM) [9], and so on.

The network traffic monitoring and analysis provides basic and critical
information for improving network services, in terms of quality and quantity. In
addition to the fundamental and traditional purpose of traffic monitoring, such as
network planning, network problem detection, and network usage reporting, the
traffic monitoring and analysis is required in many new areas to improve network
service qualities, as illustrated in Figure 1. It is necessary to detect the abnormal
traffic, such as traffic generated by Internet worm (ex. SQL Slammer, MS Blaster,
Nimda) [10, 11] and DoS/DDoS attack (ex. Smurf, Flooding, Fraggle) [12, 13, 14].
The Internet billing system, shifting from flat-rate model to usage-based billing
model [15], critically depends on the result of the network traffic monitoring and
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analysis.

> Traditional
Area

Traffic
Monitoring
and
Analysis , Eierding
Area

Figure 1. Areas of Traffic Monitoring and Analysis

In addition, the SLA monitoring and QoS monitoring are highly dependent on
the IP traffic monitoring and analysis, which are essential parts of the SLA
enabled and QoS enabled network services. Moreover, the CRM requires the
traffic monitoring and analysis to comprehend the customers’ behaviors of
network usage. Beyond the areas which mentioned in this section, the network
monitoring and analysis is required in many other areas.

1.2 Problem Statements

To come up with the evolution of the Internet in terms of underlying
technologies and user services, the network traffic monitoring and analysis
techniques should be improved in terms of system architecture and analysis
methodology. Two critical problems exist in today’s Internet traffic monitoring
and analysis. The first is how to handle an increased and massive amount of traffic
data generated from high-speed network links, such as 2.5 Gbps and higher, in



real-time manner [1, 2, 16, 17, 18]. The other is how to analyze sophisticated
traffic data generated from various newly emerging network-based applications,
such as streaming media, peer-to-peer (P2P), and game applications [19, 20, 21].

Regarding the first issue, some excellent research results are reported. To
improve capturing performance, research institutions and companies developed
specialized network cards for traffic monitoring (for example, DAG card [22, 80]).
They also introduced various flow formats, such as Cisco NetFlow [23] and
InMon sFlow [24]. The majority of commercial routers are now fully equipped
with the functionality to export flow information in widely known formats (i.e.
Cisco NetFlow). The IETF working group IPFIX (IP Flow Information Export)
[53] is launched to define the notion of standard IP flow in 2001. In the aspect of
real-time traffic monitoring architecture, RTFM [25] influenced the development
of many traffic monitoring and analysis systems [1, 2, 26, 27]. However, most of
the previous and current research focused on a single dedicated part of monitoring
system rather than the whole system architecture for high-speed network link [22,
23, 24, 53]. Otherwise, they provided general system architecture [25], which
should be redesigned to handle high-volume of traffic data. Therefore, we have to
develop new system architecture suitable for the high-speed network links.

The other issue is caused by numerous numbers of network-based
applications. The types and patterns of current network traffic are more complex
than the past. In the past network environment, most Internet traffic was occupied
by HTTP, FTP, TELNET, SMTP, and NNTP. Today, the proportion of these well-
known ports based traffic is decreasing. Instead, P2P, streaming media, and game
traffic are increasing. Internet2 administrators report that about 16% of the traffic
carried by their network is P2P traffic while a further 54% of unidentified traffic is
most likely belonging to P2P applications [28]. The amount of P2P application
traffic in many ISPs is reported to be over 50% of total traffic [29, 30, 31]. The
difficulty with traffic analysis is that this newly emerging traffic is not as
straightforward as the well-known port based traffic. Therefore, we need a new
technique to analyze P2P application traffic.
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The features of current Internet-based applications are as follows:

A large number of different Internet-based applications are developed and
widely used. P2P, streaming media, and game applications are the best
examples of these newly emerging Internet-base applications. Moreover, the
number of these applications will increase continuously in future. It is
difficult to identify the origin application of captured individual packets.
Many new applications use proprietary application-layer protocols. These
proprietary protocols are complex and difficult to understand in terms of
format and operation. Some applications, such as KaZaA [32, 33] and VPN,
encrypt the data flowing into the network to hide their behavior and protect
their systems from potential security attacks.

The port numbers used by these applications are irregular. Most use
ephemeral port numbers as default application port, which are greater than
1024. The proportion of TCP traffic using ephemeral ports is more than 40%
of total TCP traffic at a large ISP backbone network as of January 2003 [30].
In our investigation, the number of TCP sessions using ephemeral ports as a
server port is more than 50% of total TCP sessions in the POSTECH campus
network.

The default port numbers for many applications are not registered at the
IANA port list [34]. The developers of applications for regional users usually
do not register their port numbers to IANA. It is impossible to regulate this
type of complex and unfettered use of port numbers, because no authorized
organization can regulate the use of port numbers in the current Internet
environment.

The topological application architecture is shifting from the traditional
client/server model to a P2P communication model. Most P2P applications
can directly transfer data to other peers. The overlay networks constructed by
these applications are complex. A single client program simultaneously
communicate with multiple peers, while in traditional client/server program a
client program usually communicates with a single server at a time. For
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example, a network game application communicates with a central server to
exchange information and at the same time transfer data to the other peers
playing together.

» Most newly emerging applications use multiple sessions to communicate with
each other. For example, streaming media applications such as Microsoft
windows media client/server [36] and QuickTime client/server [35, 49]
establish more than two sessions to transfer control data and multimedia data
like FTP application. Sometimes they use TCP and UDP simultaneously. Most
P2P applications also use multiple sessions.

» The traditional Internet-based applications use statically predefined port
numbers to communicate with each other. However, the current P2P and
streaming media applications use dynamically determined port numbers by
the negotiation between two peers. In case of streaming media traffic using
RTSP [35] and MMS [36], the port number and protocol for the delivery of
multimedia data is decided by the negotiation between client and server. The
port number for file transfer in MSN [50] instant messaging application is
also determined dynamically. The P2P file sharing applications use
dynamically generated port numbers to evade detection and control [43, 44].

All of the above features of current applications make it difficult to analyze
Internet traffic at the application level. The application-level traffic identification
is a fundamental and significant step towards the proper analysis of application-
layer traffic. The application-level traffic characterization is another challenging
area of traffic analysis. Thus, this paper focuses on application-level traffic
identification and characterization. We concentrated on the following two crucial
questions about the second problems in current traffic monitoring and analysis.
How can we identify individual applications from IP traffic? What are the
characteristics of the current IP traffic at the application level?



1.3 Research Approaches

Considering the two critical problems of current traffic monitoring and
analysis on IP network, which is mentioned in previous sections, we have
developed noble and efficient solutions. In this section, we present the research
approaches taken to solve these problems.

For the first problem, we have developed a network traffic monitoring and
analysis system, called NG-MON, suitable for high-speed networks such as 10
Gbps and above. Using distributed, pipelining and parallel processing techniques,
we have designed a flexible and scalable monitoring and analysis system, which
can run on off-the-shelf, cost-effective computers. The monitoring and analysis
task in NG-MON is divided into five phases; packet capture, flow generation,
flow store, traffic analysis, and presentation. Each phase can be executed on
separate computer systems and cooperates with adjacent phases using pipeline
processing. Each phase can be composed of a cluster of computers wherever the
system load of the phase is higher than the performance of a single computer
system. In addition, we have defined efficient communication methods and
message formats between phases.

Regarding the second problem which we mentioned before, the traditional
traffic identification methods, based on pre-defined port numbers and IANA port
list, cannot be used to analyze the P2P, streaming, and other new applications. We
provide a new method to identify the current Internet traffic. First, we categorize
Internet traffic from the traffic analysis point of view. We categorized most of the
current network-based applications into several classes according to the traffic
pattern generated by these applications. Using this categorization, we developed a
new method called a flow-grouping method, which determines the application
name of individual packets. The main idea of this flow grouping method comes
from the fact that there exist some dependencies among flows belonging to certain
applications.

This flow grouping method is composed of four crucial steps. The first step is



to make the Application Port Table (APT) by an exhaustive off-line search of
existing Internet-based applications. The second step is the Important Port
Number Selections (ISP) from each flow record, which determines the important
port among source and destination port numbers in each flow record in the
decision of individual application. The third step is the Flow Relationship Map
(FRM) which aggregate flows according to the dependency among them. The
final step is the decision of application name for each flow. To validate the
proposed algorithm, we have designed and implemented an Internet traffic
analysis system and presented the characteristic of current Internet traffic by
deploying this system in the Internet junction of our campus network. We have
applied our method to analyze Internet traffic, generated by our campus network,
and characterized them according to their application type. Our research result can
give basic and important information to characterize and control current and
future Internet traffic.

1.4 Organization of Thesis

The remainder of this thesis is organized as follows. Chapter 2 describes
some previous approaches on the current traffic monitoring and analysis.
Especially, we present several research results and industrial initiatives for traffic
monitoring on high-speed networks. We also summarize some related work on the
identification and characterization of Internet traffic and their good and bad
features. In Chapter 3, we present the proposed system architecture, called NG-
MON, which is a passive traffic monitoring and analysis system suitable for high-
speed network links. Chapter 4 describes our proposed traffic identification
method. The design and implementation issues are described in Chapter 5. In
Chapter 6, we describe the validation of the proposed method and the Internet
traffic characteristics found using our method. Finally, Chapter 7 summarizes our
work and contributions. Possible future research directions for further extension
of this research are also discussed.



2. Related Work

In this Chapter, we introduce related research work on traffic monitoring and
analysis in the current network environment. First, we present several research
results and industrial initiatives for traffic monitoring on high-speed network links.
Next, we mention some previous work on application-level traffic identification.
We also introduce some research results about recent Internet traffic
characteristics.

2.1 Traffic Monitoring on High-Speed Network Links

As the link speed of ISP and enterprise network is growing higher than Gbps,
the performance of existing traffic monitoring system became problematic. Using
a single off-the-shelf general-purpose computer system, it has become impossible
to handle the huge amount of packets generated from high-speed network links. In
this section, we summarize the previous research results to overcome the
difficulties in the monitoring of high-speed network links.

2.1.1 The Drawbacks of Exiting Traffic Monitoring Systems

Ntop [75] is a well-known on-line traffic monitoring system in passive mode
that provides in-depth protocol and throughput analysis, and reports the analysis
results using a web-based graphical user interface. Ntop is developed as an open
source by Luca Deri, et al. However, Ntop is not suitable for monitoring high-
speed network links, such as enterprise back-bone network. It cannot scale beyond
monitoring a fully-utilized 100 Mbps link, because all the monitoring functions
are implemented in a single system and use standard libpcap library [41] to
capture packets. The standard libpcap module over a general-purpose NIC cannot
capture more than 50,000 packets per second.



FlowScan [52], another open-source traffic monitoring system, analyzes and
reports on NetFlow format data [23] collected using CAIDA's cflowd flow tool
[76]. FlowScan examines flow data and maintains counters reflecting what was
found. Counter values are stored using RRDtool [77] that is a database system for
time-series data. Finally, FlowScan uses visualization capabilities of RRDtool,
arts++ [78], and other front-ends to report the processed flow data. However it
analyzes only NetFlow [23] data format and is not suitable for monitoring high-
speed networks either, because its performance is absolutely dependent on the
performance of connected network equipments. It is reported that the Cisco
NetFlow is often implemented very badly on modern network equipment. For
instance, popular network appliances produced by companies such as Juniper
Networks and Extreme Networks that can switch millions of packet/second, are
featured with NetFlow that can handle less than 10,000 packet/sec. For this reason,
network administrators cannot base their standard NetFlow-based monitoring
tools on the equipment they use for operating the network unless they want to
experience severe packet loss [17]. Ntop and FlowScan may be appropriate for
analyzing relatively low speed networks such as an underutilized backbone link or
a LAN segment.

The RTFM (Real-time Traffic Measurement) architecture was proposed by
the homonymous IETF Working Group and it is a logical monitoring structure for
different types of networks. It is composed by four entities that communicate by
means of a suitable protocol which is not explicitly specified in the definition:
Meter, Meter Reader, Manager, and Analysis Application.
® The meter is the component which has the task of accounting packets

according to some attributes such as their source and destination addresses.

For the traffic measurement, the meter follows a set of rules which specify the

attributes of the traffic flows to be observed; a packet is counted if all its

attributes values match.
® The manager is an application that configures and controls the activity of one
or more meters and meter readers; it works according to the requirements of
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the applications that make use of accounting data.

® The meter reader collects and transfers the registered data in a reliable way
between the other three applications.

® The analysis application is an application that handles accounting data for
different purposes such as the determination of a network performance or its
management.

NetraMet [26, 79] is an open-source implementation of the RTFM
architecture [25] for network traffic flow measurement, which is developed and
supported by Nevil Brownlee at the University of Auckland. In the reference
implementation of RTFM architecture, NeTraMet is the meter and NeMacC is both
the manager and meter reader; these two elements exchange information through
the SNMP protocol. A Rule Set, created by the user, contains the specifications of
the tests on packet attributes, in particular IP address and TCP/UDP port number
of source and destination. However, original NetraMet collects raw packets form
network links without consideration of the link speed. Moreover, the RTFM
architecture does not designed with the reflection of high-speed network links.
Therefore, many traffic monitoring systems influenced by the RTFM architecture
should be changed to get along with the high-speed network links.

2.1.2 Researches to handle high-speed networks links

To cope with the huge amount of traffic data form high-speed network links,
much research has been performed. As a result, many excellent outcomes are
reported.

First, specialized network interface cards with NPU (network process unit)
have been developed. The DAG card from Endace Inc. [22] is a good example of
this category. The performance degradation of general-purpose computer
equipment in traffic monitoring is mainly caused by the limitation of NIC
performance and PCI bus speed [73]. The DAG NIC transfers data at the full
speed of the network into the memory of the host PC, with few packet loss
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guaranteed in even worst-case conditions, by performing lots of CPU-consuming
jobs in the embedded NPUs. Recently, Endace Inc. has developed DAG6.1 NIC
supporting one direction of 10Gbps Ethernet Link, equipped in a system with
PCI-X 64-bit 133MHz Interface and Linux 2.4.x OS.

Many recent research projects and traffic monitoring systems are shifting
from normal NIC to these kinds of specialized NICs. For example, various
versions of NetraMet have been developed to support various kinds of traffic
sources (Cisco NetFlow and CoralReef data source) and NIC cards (DAG and
Apptel ATM interface cards) to support high-speed network links. The sprint
IPMON project uses Endace DAG cards to collect traffic data form Sprint
backbone network [80]. They perform an off-line analysis of the traffic data
collected from multiple sites, after putting them together.

CoralReef [27] is a comprehensive software suite developed by CAIDA to
collect and analyze data from passive Internet traffic monitors, in real time or
from trace files. Real-time monitoring can support various traffic gathering
devices or software to handle large range of network link speed. They support
general system network interfaces (via libpcap), FreeBSD drivers for Apptel
POINT (OC12 and OC3 ATM) and FORE ATM (OC3 ATM) cards, and support
for Linux drivers for WAND DAG (OC3 and OC12, POS and ATM) cards. The
package also includes programming APIs for C and perl, and applications for
capture, analysis, and web report generation. CoralReef is reported to be able to
monitor up to OC-48 network links. With respect to the load distribution, only
CoralReef suggests a separation of flow generation and traffic analysis, but
without consideration of clustering of processing systems in each stage.

Second, many studies investigate the performance limitations of existing
software components for traffic capturing and tried to improve their performance.
For example, Loris Degioanni, et al. [72] analyzed the widely used library for
traffic analysis (Winpcap), highlights its bottlenecks. In addition, they proposed
their own solution that almost doubles the overall speed, thus enabling the
deployment of software-based tool on high-speed networks.
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Third, Luca Deri [17] proposed a new traffic monitoring system architecture
to successfully monitor high-speed networks using commodity hardware and open
source software (Ntop), which is a two-layer architecture composed of a
preprocessor and the existing monitoring application (Ntop). This solution has the
advantage that the Ntop code does not need to be changed nor traffic analysis
facilities be removed in order to increase the application performance. A
preprocessor is responsible for reducing the amount of work that the monitoring
application has to carry out. The simplest preprocessor is a traffic sampler that
discards packets according to a specific rate similar to what sFlow-based probes
[24] do.

Another traffic monitoring system architecture for high-speed network links
are proposed by Ahang Shiyong, et al. [73]. The proposed system includes the
Flow Distribute module which generates flows from captured traffic data and then
distributes the flow data into multiple traffic analysis handler. Because the Flow
Distribute module can distribute the traffic data into as many as traffic handler,
the proposed architecture supports lossless packet capture in the high-speed
network. However, they proposed only system architecture with no system
implementation.

Fourth, the support from network devices for traffic monitoring is very
interesting. SNMP agent is a de-facto standard providing the in/out traffic count
from various protocol layer, which is embedded into most network equipments. To
support more comprehensive and detailed analysis, many network devices have a
function to export flow data. The Cisco NetFlow [23] and InMon sFlow [24] are
good examples of these flow data format. Among them, the Cisco NetFlow
exporting module is embedded in most backbone switches or routers. The
embedded flow exporting module makes the architecture of a traffic monitoring
system simple, and reduces the implementation overhead of a traffic monitoring
system. They also provide sampling and filtering rules in the generation of flow
data. This reduces the performance degradation in highly utilized network links
and provides user-selected traffic information. The IETF working group IPFIX
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[53] is trying to define standard notion of flow data on the basis of Cisco NetFlow
Vo.

Fifth, the sampling and filtering scheme is another way to cope with high-
speed network link using low-capacity traffic monitoring systems. The InMon
sFlow is working based on sampling mechanism. The sFlow monitoring system
consists of an sFlow Agent and a central sFlow Collector. The architecture and
sampling techniques used in the sFlow monitoring system were designed for
providing continuous site-wide (and enterprise-wide) traffic monitoring of high
speed switched and routed networks. The sFlow Agent uses sampling technology
to capture traffic statistics from the device it is monitoring. sFlow datagrams are
used to immediately forward the sampled traffic statistics to an sFlow Collector
for analysis. The IETF working group psamp [59] is chartered to define a standard
set of capabilities for network elements to sample subsets of packets by statistical
and other methods, which is launched in 2003. Many sampling and filtering
schemes were proposed form the psamp WG. C. Estan, et al. [74] also proposed a
sampling mechanism to select heavy flows from high-speed network links using
small amount of memory and low processing power.

All above efforts in various fields help to handle effectively the high volume
of traffic data generated by high-speed network links. However, we have lot of
challenging areas in the monitoring of high-speed network links.

2.2 Application-Level Traffic Identification

It is highly suspected that the peer-to-peer applications are accountable for a
large portion of Internet traffic in the ISP networks [29, 30]. (What distinguishes
the peer-to-peer applications from the traditional ones is that they acquire a
combination of ephemeral and dynamically allocated ports.) For the confirmation
of this assertion, we collected Internet traffic generated by our campus network
over a week using NG-MON [1, 2]. The NG-MON aggregates individual packets
into flows in the flow generation module. In the NG-MON system, the flow is
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defined as an aggregation of packets traveling from one host to another with the
same 5-tuple packet header values: source IP address, destination IP address,
source port number, destination port number, and transport protocol number. The
definition of flow in NG-MON is similar to the CISCO NetFlow [23] version 5
format. From the traffic trace collected, we discarded non-IP flows and flows with
spoofed IPs. The portion of traffic in this category was 0.5% in bytes, 3.3% in
packets, and 28% in flows of total traffic, respectively. Among the total captured
14TBytes of traffic data, the ratio of traffic data that use port numbers greater than
1024 was 77.9% in bytes, 73.8% in packets, and 89.5% in flows of total traffic,
respectively. Considering TCP traffic, which occupies 97% of total traffic, the
proportion of traffic with port numbers above 1024 was 78.0% of total traffic in
bytes. Recent studies [29, 30, 31, 32.] imply that most of this traffic is peer-to-
peer file sharing traffic. To precisely identify and characterize this large amount of
traffic is indispensable in the traffic monitoring and analysis of current network.

We consider two steps to determine the origin application name of individual
packets. The first step is to decide the important port number between source port
and destination port. Most traditional Internet-based applications, such as WWW,
FTP, Telnet, etc. use a well-known port that is below 1024. This simplifies
determining the important port of the packets with a port number below 1024.
However, most newly emerging Internet-based applications use ports greater than
1024 as a default port for communication. It is not straightforward to decide the
important port of the packets that have both ports above 1024 and belong to these
new applications. The second step is the actual decision of the application name
from the pool of selected important port numbers. In this step, the dynamically
negotiated port number of newly emerging applications and the large number of
Internet-based applications are two critical problems. The following is some
related work on the identification of application level traffic.
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2.2.1 Traditional Application-level Traffic Identification Method

The traditional method is based on the well-known ports registered to the
IANA port list [34]. For example, the Web traffic caused by web client/server
applications uses port numbers 80, 8080, or 443. In the traditional method, the
important port is the port less than 1024 or the port that appears in the IANA port
list. By this well-known port, we can easily determine the corresponding
application name. Just a few years ago, this technique was sufficient enough to
identify most Internet traffic. However, we cannot rely on this method any more
because of new features in recent Internet traffic. For example, this method cannot
detect the dynamic port numbers generated by streaming media applications, such
as Microsoft Window Media Server/Player [36]. Also, the traditional method
cannot distinguish the traffic between two different applications simultaneously
using the same port numbers. If the target port number is not present in the IANA
port number list, then this method is simply not applicable.

2.2.2 Payload Examination based Method

To detect the dynamically determined ports of streaming media applications
and P2P applications, the payload examination method is one possibility.
Mmdump [37] and SM-MON [20, 21] used this method to differentiate streaming
media traffic from other Internet traffic. In the streaming media service, two types
of session are established between the client and server: a control session and a
data session, as illustrated in Figure 2.

The control session is used to transfer control data for streaming media
service, such as the data session setup, media data profile, and start/stop/pause of
media data transfer. RTSP [35] and MMS [36] are the best examples of control
session protocols. These control session protocols usually use TCP with well-
known and fixed ports, like 554 for RTSP and 1755 for MMS, respectively. The
data session is responsible for the delivery of multimedia data from media server
to media player. For the data session protocol, many different protocols are
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introduced, including RDT (Real Networks Data Transfer) [38], RTP (Real time
Transfer Protocol) [39], and MMST/MMSU (MMS over TCP/UDP) [40]. Both
TCP and UDP can be used as data session protocols. More than two different data
sessions can be established to deliver audio data and video data, respectively. The
port number of the data session is determined dynamically by the negotiation
between client and server using the pre-established control session. In addition, it
is also useful to detect a data session of passive FTP traffic which shares a similar
fashion with streaming media.

Media Client Media Server
connect Well-Known Port
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session H MMS: 554
RTSP:1755
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Figure 2. Data Communication in Streaming Service

This method inspects all control session data to discover the dynamic port
numbers for the data session. Using the port numbers and IP address information
gathered from control session data, it is possible to determine streaming media
traffic from a considering amount of unknown traffic. This method provides high
accuracy for the identification of streaming traffic. However, it causes additional
system overhead for the inspection of payload data because the load of a capture
system is proportional to the number of captured packets and the snapshot size
copied into the user-level. When the port number of control session is changed,
this method is no longer effective. When the control session data is encrypted as
with the KaZaA P2P application, payload inspection is also not possible. To
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identity all Internet traffic using this method, we should know every single detail
of all application-layer protocols; nevertheless, we believe this is impossible.

2.2.3 Signature Mapping based Method

The port number based traffic identification method cannot absolutely
confirm that a packet using source port number 80 is WWW traffic, because any
other application can also use the same port number 80 to transfer data among
them. To increase identification accuracy, the signature mapping based method
[15] was introduced. In this method, a portion of payload data that is static, unique,
and distinguishable from other packets is examined for all applications, regardless
of the protocol they are using. These are decided as signatures of those
applications. By comparing every packet payload with pre-determined signatures,
this method can identify application traffic more accurately than the traditional
method.

However, it requires a large amount of offline work to discover the signatures
of individual applications. It may be easy to determine the signature of the
applications using standard and open protocols such as HTTP and FTP. Today, the
number of network-based applications is large and increasing rapidly, and many
use their own proprietary protocols. It is more difficult to examine the signature of
these proprietary applications. This method causes greater system overhead in the
process of packet capture and payload comparison. To apply this method to the
on-line and real-time traffic analysis system, it is necessary to refine and fine-tune
the basic algorithm for the target environment.

2.2.4 Methods used for P2P traffic identification.

A current outstanding tendency of Internet traffic is to shift from web traffic
to P2P traffic. Many studies focus on the characterization of P2P traffic [29, 30,
31, 32, 33]. The first step of all these studies is to determine the P2P application
traffic from the entire range of network traffic. The technique used in this first
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step was the traditional method using corresponding default port numbers for P2P
applications; such as TCP port 6346/6347 (Gnutella), 1214 (FastTrack), and
411/412 (DirectConnect), respectively [29]. A research on Internet content
delivery systems, including WWW, P2P, and CDN, also distinguished traffic type
by default port numbers of each application and server IPs providing
corresponding services [31]. However, new versions of the KaZaA system do not
use default port number (1214) any longer. They use dynamically assigned port
number to transfer data between peers. Furthermore, the port numbers used for
file transfer between peers in MSN messenger application changed from a fixed
port (6981) to a dynamic port. Recent research [30] finally gave up identifying the
traffic according to application. Instead, they proposed a new traffic type, called
TCP-Big, which is the aggregation of unknown flows that transmit more than
100KB in less than 30 minutes. They showed that the TCP-Big traffic had almost
the same properties as P2P traffic. The identification of P2P traffic is the most
challenging area in the traffic monitoring and analysis of current Internet traffic.

2.3 Traffic characterization of recent Internet Traffic

In this section, we present some related studies on traffic characterization.
Many recent studies addressed to the IP traffic characterization. They collected
and analyzed the IP traffic from an enterprise network [63] or a large ISP
backbone network [62]. They focused on traffic characteristics from various
perspectives, such as user perspective characteristics, packet-level and flow-level
features [61, 62], routing protocol-level behaviors [60], and so on. Concerning
application-layer traffic characterization, a sizable amount of recent studies
concentrates on P2P traffic. A number of recent studies [29, 42, 43, 44, 45, 46, 47,
48] contributed to ascertain the nature of P2P traffic, particularly the traffic
generated by FastTrack (KaZaA, KaZaA Lite), Gnutella (Morpheus, LimeWire,
etc), and Overnet (eDonkey) that generates a significant share of Internet traffic.
Other research [30, 31] focused on the comparison of P2P traffic with other
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traditional Internet traffic, such as WWW and FTP.

A study [29] used TCP flow-level data gathered from multiple routers across
a large Tier-1 ISP to analyze three P2P applications (KaZaA, Gnutella and
DirectConnect). While this data does not reveal application level details and
insights explaining the observed behavior, it is an important step in characterizing
these applications from a network engineering perspective. For example, the study
found that, although the distribution of generated P2P traffic volume is highly
skewed at the individual host level, the fraction of the traffic contributed by each
network prefix remains relatively unchanged over long time intervals.

Two recent studies [31, 32] considered that, although KaZaA’s protocol
(FastTrack) is proprietary, KaZaA uses HTTP to transfer data files, enabling this
traffic to be logged and cached. Both these studies monitor HTTP traffic on costly
links: traffic from a large Israeli ISP to US and Europe [32], or from the
University of Washington campus to ISP [31]. They reported that most Internet
traffic constitutes KaZaA traffic and a tiny number of files are generated in most
download activities. They also suggested the feasibility of traffic caching, and
empirically demonstrated its benefits. Furthermore, they compared KaZaA traffic
with traffic generated by traditional content distribution systems, such as Akamai
and Web traffic [32]. They quantified the rapidly increasing importance of P2P
traffic, characterized the behavior of these systems from the perspectives of
clients, objects, and servers, and derived implications for caching.

The characterization of current Internet traffic in this thesis is an expansion of
the results of the recent studies. While the basic characteristics of these previous
studies remain valid for our study, we investigate new aspects of the current traffic
in the application layer that is not previously explored.
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3. NG-MON

In this chapter, we describe the architecture of NG-MON, which is a passive
traffic monitoring and analysis system suitable for high-speed network. We have
considered many requirements in the design of NG-MON. With the distributed,
pipelining, and parallel processing techniques, we have designed a flexible and
scalable monitoring and analysis system, which can run on off-the-shelf, cost-
effective computers.

3.1 Requirements

The following are the requirements we have considered in designing NG-MON.

e Distributed architecture: With a single general purpose PC system, it is
hard to monitor and analyze all the packets on a multi-gigabit network. So it
is required to divide monitoring task into several functional units and
distribute processing loads. With respect to the distribution method, we
considered the pipelined and paralleled methods. And also considered the
packet distribution by using the functions which are provided by network
devices.

e Lossless packet capture: We need to capture all packets on the link without
any loss to provide required information to various applications.

e Flow-based Analysis: While analyzing, it is better to aggregate packet
information into flows for efficient processing. By doing this, packets can
be compressed without any loss of information.

e Consideration of limited storage: The amount of captured packets in high-
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speed networks is more than hundreds of megabytes per minute even though
aggregated into flows [64]. An efficient method is needed for storing these
large amounts of flows and analyzed data in the limited storage space.

e Support for various applications: It should be flexible enough to provide
data to various applications in diverse forms. When a new application needs
to use the system, it should be able to easily support the application without
changing the structure of the system.

3.2 Design of NG-MON

In the design of NG-MON, the key features we have employed are pipelined
distribution and load balancing techniques. In Figure 3, traffic monitoring and
analysis tasks are divided into five phases: packet capture, flow generation, flow
store, traffic analysis, and presentation of analyzed data.

Network Packet Flow Flow Traffic Presenter User Interface
Device Capturer Generator Store Analyzer Web Server Web browser
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Figure 3. Pipelined Architecture of NG-MON

These five phases are serially interconnected using a pipelined architecture.
One or more systems may be used in each phase to distribute and balance the
processing load. Each phase performs its defined role in the manner of a pipeline
system. This architecture can improve the overall performance. And each phase is
configured with cluster architecture for load distribution. This provides good
scalability. We have also defined a communication method between each phase.
Each phase can be replaced with more optimized modules as long as they provide
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and use the same defined interface. In the following sections, we describe each
phase in detail. This gives flexibility. Rather than using expensive server-level
computers, we use low-cast, off-the-shelf PC-level computers. Since our solution
is all software-based, as more processing power is needed one can simply replace
existing hardware or add more if needed. We believe this is a very cost-effective
and scalable approach.

3.2.1 Packet Capture

In the packet capture phase, one or more probe machines (or packet capturer)
collect the entire raw packets passing through the network link. By using the
mirroring function provided in network devices such as switches and routers, all
the packets on the link are directed toward probe systems as illustrated in Figure 4.
Each probe processes incoming packets and keeps the minimum packet header
information that we are interested in.
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Figure 4. Packet Distribution and Packet Capture

A single off-the-shelf PC cannot process all the packets coming from the
high-speed links such as 10 Gbps networks due to performance limitations [16, 17,
55]. It is essential to use multiple systems for capturing all the packets without
loss. In the use of multiple such systems as probes, we can use an L4 switch to
distribute packets over the probe systems. An L4 switch can distribute packets to
probes using a round-robin distribution algorithm [65, 66]. Although processing
loads are evenly distributed with the round-robin distribution, the packets in the
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same flow can be scattered. Each probe has as many export buffer-queues as
number of flow generators. One export buffer-queue is allocated for each flow
generators. The probe fills the buffers with header information using the source IP
based hashing over export buffer-queues. When this buffer-queue is full, the probe
constructs a UDP message and then sends it to the next phase, the flow generator.
The destination of the constructed UDP message is assigned among the flow
generators as to the buffer-queues. Therefore, temporally scattered packets in the
same flow would be gathered together into the same flow generator. One UDP
message is composed of up to 50 packet header information. The format of raw
packet header data is given in Figure 5.

0 8 16 24 31

Timestamp
Source Address
Destination Address

Source Port Destination Port
Packet Size Ether_Type
Flag and Offset IP Identification
Protocol # ToS TCP Flags | Capture ID

|Msgheader )| | | || |
N

Packet Header Message to Flow Generator

Figure 5. Packet Header Data Format

The size of packet header data kept is 24 bytes for each packet. All the fields
except Timestamp and Capture ID are extracted from IP and TCP/UDP headers of
each packet. The Timestamp indicates the time when a packet is captured by a
probe. The Capture ID indicates the machine which captured that packet for later
use.

3.2.2 Flow Generation

There are various definitions about the flow [64, 67, 68]. In this paper, we use
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the traditional one, which defines the flow as a sequence of packets with the same
5-tuple header values: source IP address, destination IP address, protocol number,
source port, and destination port.

In Figure 6, UDP messages from the packet capture phase are distributed over
flow generators by assigning their destinations to the corresponding flow
generators.
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Figure 6. Load Distribution in the Flow Generation Phase

A flow generator stores the flow data in its memory area for processing.
When a UDP message containing raw packet data arrives, the flow generator
searches the corresponding flow data from its flow table and then updates it, or
creates a new flow if one does not already exist. Packets in the same flow are
aggregated into the same entry of the table by increasing the packet count and
adding the length to the total packet size. The flow generator exports the flow data
to the flow store when one of the following conditions is satisfied: when the flow
is finished (if TCP, when a FIN packet received), the time has expired or the flow
table is filled.
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Figure 7. Flow Data Format

The flow data format is given in Figure 7. Besides the 5-tuple information,
the flow data has several other fields such as flow start time and flow end time.
The flow start time indicates the time when the first packet of a flow is captured
by a probe, and the flow end time means the capture time of the last packet of the
flow. The size of the flow data format is 32 bytes. For our flow generator, it can
send up to 40 flows in a single UDP message of approximately 1350 bytes.

3.2.3 Flow Store

In our earlier work [56, 69], we realized that one of the bottlenecks of the
monitoring process is a storing of flow data. Therefore, when the flow data is
stored to the flow store, the load balancing should be considered. In Figure 8, the
destination of the exported UDP messages is assigned among the flow stores in
turn by a round-robin algorithm. The assigning period is determined by the
transfer rate of export flow data, capabilities of the flow stores, and the number of
flow stores. In this way, the processing load to store the flow data is distributed
over the flow stores.
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Figure 8. Load Distribution in the Flow Store Phase

When several flow generators assign a destination flow store of the UDP
messages, there can be a time synchronization problem. But the components of
NG-MON would tend to be deployed in a local area network, thus the required
degree of time synchronization is not so high. Therefore, the time synchronization
protocol like NTP [57] can be used to synchronize the system clocks of the
components.

In our system, we separate write (i.e., insert) operations from database query
operations performed by the analyzers. Insertion does not occur at the same time
as other operations in a single flow store. Thus, traffic analyzers query databases
of flow stores when they are not receiving flow data. An example is illustrated in
Figure 8. At time t1, the flow store #1 receives flow data from flow generators and
the flow stores #2 and #3 process the query from traffic analyzers. That is, the
flow store concentrates on requests of one side at a time. Flow stores discard the
flow data table when they are finished with analysis by traffic analyzers. Only the
most recent flow data is stored in the flow store, so the flow store only requires a
small, fixed amount of disk space.

There can be various traffic analyzers for supporting various applications after
the flow store phase. This means that the flow store should provide an efficient
analysis API to analyzers.
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3.2.4 Traffic Analysis

In this phase, the traffic analyzer queries the flow data stored in the flow store
according to the various analysis scopes. It sends query messages to the flow
stores and makes various matrices and tables from the response. If all the scope of
analysis is put into one table, the size of a single table will be too large to manage.
Therefore, we place several reduced set of tables corresponding to each analysis
scope. For example, NG-MON Analyzer in Figure 9, provides the details on
network throughput with layered and temporal analysis. And in order to provide
temporal analysis, the analyzer has a set of tables according to every time-unit of
minute, hour, day, month, and year. It is impractical to store all the flow data into
the time-series tables because of voluminous data, and limitation of storage space.
To reduce the storage requirement, we preserve tables with only the most
significant N entries. Thus, the total size of database will have some degree of
boundary. The analyzer fills up the tables simultaneously in a pipelined manner. If
the reception time period of flow stores is 5 minutes, there can be 20 tables for
storing every 5 minutes’ analyzed flow data. After updating the 5-minute table, the
corresponding hour table gets updated. There should be these kinds of time-series
tables for each scope of analysis in the analyzer.
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Figure 9. Traffic Analyzer and Various Applications

The presentation phase provides traffic analysis results to users in various
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forms using Web interfaces. Before designing an analyzer, we have to determine
analysis items to be shown in this phase. Then the traffic analyzer can generate the
corresponding DB tables based on these items. That is, a different analyzer is
required to support different purpose presenters. Because tables contain analyzed
data which is ready to be shown, the time needed to create reports and HTML
pages is very short, typically less than a second.

3.2.5 Presentation

This phase provides analyzed data to corresponding applications. Because the
header information of all packets has been stored to the flow store being
compressed into flows, it can provide any information to applications in a flexible
and efficient way. NG-MON can provide necessary information to the billing
applications on IP networks, IDS systems, and so on.

3.3 Design Analysis

We have validated our design of NG-MON analytically for monitoring high-
speed networks, such as 10 Gbps. We already described the flexibility and the
scalability of our design. At each phase, we can assign a number of systems for
load distribution, or can merge some phases into one system. The appropriate
number of systems will be determined from this analysis.

3.3.1 Assumptions

The monitored network link speed is 10 Ghps, and our system captures all
inbound and outbound packets. The size of a single packet header data is 24 bytes,
and that of a single flow data is 32 bytes.

Link speed: L=10 Gbps
Full duplex link (in&out): multiplication factor = 2
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A single packet header data size: Hy, = 24 bytes
A ssingle flow data size: Hs = 32 bytes

Then we calculate the size of data to be processed in a second in a probe,
flow generator, and flow store.

3.3.2 The amount of data to be processed

The total raw packet (T,) in the packet capture phase, the total raw packet
header information (Ty) in the flow generation, and the total flow data (Ty) in the
flow store processed in one second are as follows:

Total raw packet (T,) = L(10) x in&out(2) / 8 = 2.5 Ghytes
Total raw packet header data (Ty,)

B Tp(2500)
average packet size(400)

x |:Hp(24) . MACheader(14) + IP header(20) + UDP header(8) }

the number of raw packet headers in an export UDP packet(50)

=363.5 Mbytes

Total flow data (T¢)
= Tp(2500) / average packet size(400) x H¢(32) / average number of packets
per flow(16)
= 12.5 Mbytes

The average number of packets per flow (Payg) is 16-20 for TCP [58]. As the
major portion of traffic is TCP (85-95 percent of total packets on the Internet), we
assumed it as the average number of whole packets per flow. Though Pay4 can be
different as flow timeout interval varies, it converges approximately on 16 as the
link speed and timeout interval increases.
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It seems meaningless to calculate the size of total flow data in a second (Ty)
because it is too short to be used as an assigning period in the flow generation
phase. So we observe the size of flow data in a minute (1 min-Ts), five minutes (5
mins-Ts), and an hour (1 hour-Ty):

1 min-Ts = 12.5(T¢) x 60 = 750 Mbytes
5 mins-T; = 3.75 Ghytes
1 hour-T; = 45 Ghytes

If we choose one minute as the assigning period, each flow store requires
only 750 Mbytes of disk space. In the same way, if we choose 5 minutes, 3.75
Ghbytes are required per flow store.

3.3.3 Allocation of systems to each phase

The amount of data to be processed at each phase is typically beyond the
processing capacity of a single off-the-shelf general-purpose PC system. For
example, a single probe cannot process all the raw packets of 2.5 Gbytes in one
second because of the limited network interface card (NIC) and PCI capacities in
a PC.

NIC PCl bus Memory CPU
(GE) (66MHz/64bit) | (RDRAM, 800MHz/16bit) | (P4, 2GHz)
ooy | s | =

Table 1. Selected System Configuration

During processing in a single system, there are several subsystems that affect
the monitoring capacity: NIC bandwidth, PCI bus bandwidth, memory, CPU
processing power, storage and so on. Let us consider a computer system with a
gigabit Ethernet NIC and 66MHz/64bit PCI bus and 1 Gbyte RDRAM
(800MHz/16bit) and 2GHz Pentium 4, like in Table 1. Then the theoretical max
transfer rate of a gigabit Ethernet NIC is 125 Mbytes/sec, PCI bus is 533
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Mbytes/sec, and dual channel RDRAM (800MHz/16bit) is 3.2 Ghbytes/sec [70, 71].
The probe can have multiple NICs, one for sending raw packet header information
to flow generators, the others for capturing. Then, there can be 4 NICs within the
bandwidth of a PCI bus so far as the number of PCI slots permits. Therefore, it
requires 7 probe machines to receive total raw packet of 2.5 Gbytes in a second.

In the flow generator phase, it receives 363.5 Mbytes of raw packet header
per second (Ty), so theoretically at least 3 flow generators are needed. In the flow
store phase, though it is sufficient for processing the rate of flow data with one
system, the execution time of queries affects required number of flow stores. Such
an execution time varies as to the kind of database system, DB schema, query
construction, and so on. Therefore, the number of flow stores is flexible regarding
to those kinds of factors. In our previous work [56, 69], it took about 4 seconds to
insert 20 Mbytes of raw packet headers into MySQL database running on an 800
MHz Pentium 3 with 256 Mbytes of memory. If we assume the runtime of an
insert is O(N), it will take 150 seconds to insert 1 min-T; data into the database.
Here we assume the analysis system takes about 2 minutes for querying. Then it
will take 4 minutes and 30 seconds to insert and analyze the 1 minute flow data.
As we have to finish all these operations within 1 minute, it requires 3 systems for
inserting, and 2 systems for analyzing in the flow store phase.

Packet Capture | Flow Generation | Flow Store Total
100 Mbps 1 1
1 Gbps 1 2 3
10 Gbps 7 | 1 5 13

Table 2. The required number of systems in each phase

Therefore, it requires approximately 15 systems (7 in the packet capture
phase, 3 in the flow generation phase, 5 in the flow store phase) to provide flow
data to analysis systems in a fully-utilized, full-duplex 10 Gbps network. Table 2
shows the other cases of 100 Mbps and 1 Gbps. In a 100 Mbps network, the
amount of flow data in a minute is less than 10 Mbytes. Thus, three phases can
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merge into one system. In a 1 Gbps network, packet capture and flow generation
phase can merge into one system which has 3 NICs. And the flow store phase can
be composed of 2 systems if the time to insert and query the 1min-T; of 1Gbps
network is less than a minute per each operation.

3.4 Comparison with Other Monitoring Systems

Table 3 compares NG-MON with other passive network monitoring systems.
Ntop [75] is a monitoring software system that provides detailed protocol analysis
and a graphical user interface. However, Ntop is not suitable for monitoring high-
speed networks from our experience in deploying in a real network. It cannot
scale beyond monitoring a fully-utilized 100 Mbps link.

Ntop

FlowScan

CoralReef

Sprint IPMon

NG-MON

Input
Data Format

raw packet
NetFlow

NetFlow

raw packet

raw packet

raw packet

Analysis
Purpose

Throughput
Protocol

Throughput
Protocol

Throughput
Protocol

Packet Trace

Throughput
Security
Protocol

Maximum
Link Speed

Less than
100Mbps

Less than
155Mbps

Less than
622Mbps

More than 10G

More than 10G

H/W or S/IW

Software

Software

Hardware +
Software

Hardware +
Software

Hardware +
Software

Sampling
Method

No

Yes
(Network Device)

Configurable

No

No
but Configurable

Analysis
Type

On-Line

On-Line

On-Line

Off-Line

On-Line

Table 3. Comparison of NG-MON with Other Monitoring Systems

FlowScan [52], a NetFlow analysis software system, can only process
NetFlow data format and is not suitable for monitoring high-speed networks either.
Ntop and FlowScan are appropriate for analyzing relatively low speed networks
such as a WAN-LAN junction or a LAN segment. The distributed and load-
balancing architecture of NG-MON may be applied to Ntop and FlowScan to
improve their processing capabilities. CoralReef [27] can monitor up to OC-48
network links (622Mbps of maximum link utilization). Considering the load

32



distribution, CoralReef only suggests a separation of flow generation and traffic
analysis, but without consideration of clustering of processing systems in each
stage. Sprint's IPMon project [60] developed a probe system for collecting traffic
traces, which is used for off-line analysis after transferring to a laboratory. Their
approach uses specialized NIC (DAG card) to assist the packet capturing and
processing.

Our NG-MON has been designed for monitoring high-speed IP networks. It
takes raw packets as input, and analyzes captured data online and then generates
various throughput related data. NG-MON is a software-based solution (i.e., does
not depend on any specific hardware), which can be easily installed and run on a
variety of UNIX and Linux platforms. NG-MON does not use sampling for
capturing packets without any loss. However, the system configuration user
interface allows the system to be configured to capture packets using sampling if
needed.
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4. Application-Level Traffic Identification

In this chapter, we propose a new method to identify Internet traffic type in
the application level, which suits sophisticated current Internet traffic. First, we
will investigate the communication behavior of current Internet applications and
classify them accordingly. Second, we will present the proposed method for
identifying Internet traffic based on this classification.

4.1 Communication Behavior of Internet Applications

The communication behavior of current Internet-based applications is very
complex. Traditional client/server based applications such as web, telnet, nntp,
and smtp applications, usually use a single TCP or UDP session with a fixed port
number to communicate with each other. However, newly emerging Internet-
based applications use multiple sessions with dynamic ports, which makes traffic
identification more difficult. In this section, we examine the communication
behavior of recent Internet-based applications and categorize them from this
perspective.

Type Applications / Application layer protocol

Traditional http, https, ftp, telnet, ssh, nntp, dns, smtp, pop3, timed, etc.

Streaming Media rtsp, sip, mms, rtp/rtcp, rdt, mmsu/mmst, q.931, h.245, etc.

P2P gnutella, fasttrack, overnet, directconnect, msn messenger, etc.
Game starcraft, warcraft, diablo, counter strike, etc.
Internet Disk popdesk, internetdisk, webhard, woorihard, coolhard, etc.

Table 4. Current Internet-based Applications

Table 4 shows a list of current Internet-based applications that generate most
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Internet traffic. We categorized these applications according to their service type
and protocol. Traditional applications use standard and open protocols that
simplify identification of the traffic generated by them. Other newly emerging
applications that began to be developed from few years back use application layer
protocols such as RTSP, SIP, Q.931, and H.245 to deliver control data between
streaming server and client. RTP/RTCP and MMSU/MMST are used to transfer
multimedia data from a server to client. The QuickTime streaming service and
Real Networks streaming service use open protocols called RTSP and RTP/RTCP
while Microsoft’s Windows Media service [36] uses a proprietary protocol called
MMS. Most popular peer-to-peer applications are file sharing applications, such
as FastTrack (KaZaA, KaZaA Lite) [32], Gnutella (BearShare, Bnucleus,
Morpheus, LimeWire) [48], and instant messaging applications (MSN messenger).
Many game applications use networks to make multi-user games interactive. In
addition, Internet disk service provides another type of file sharing method. A
service provider may construct a large amount of file server at Internet Data
Centers (IDC) and its users can use a portion of the provided disk space and share
it with other users by paying fees.

Type session Port Hosts Example
Type S-F-2 Single Fixed Betweentwo | Web, telnet, ssh, smtp, snmp, nntp
Type M-F-2 | Multiple Fixed Betweentwo | Active mode FTP

Passive mode FTP

Type M-D-2 | Multiple | Dynamic Between two ] L o
Streaming Applications (Quicktime,

Instant messaging p2p application (Soribada)
Type M-F-3 | Multiple Fixed Three or more | File sharing p2p (Gnutella, DirectConnect)
Game application (starcraft, Diablo)

Instant messaging p2p (MSN messenger)
File sharing p2p (Kazaa, Kazaa Lite)
Game application (Counter-Strike)
Internet Disk (popdisk, webhard)

Type M-D-3 | Multiple | Dynamic | Three or more

Table 5. Classification of Communication Behaviors

35



We investigated the communication behavior and the port numbers used by
these widely deployed applications from the traffic monitoring and analysis
perspective. We selected more than 100 popular applications on our campus
network and installed them in several systems. We captured all the packets
generated by these applications in each end systems using Ethereal [51] and
Tcpdump [41], and examined their behaviors, especially the source and
destination port numbers, peers’ IP addresses, the direction of transferred data,
and the number of established sessions. From the investigation of each
application, we categorized the communication behavior into five types as shown
in Table 5. We used three types of information to categorize the communication
behaviors: the number of sessions among the involved systems, the way of
selecting port number, and the number of involved systems to provide a service.
We describe the details of each type below.

411 Type S-F-2

This type is the communication behavior of most traditional Internet-based
applications such as web, telnet, ssh, smtp, and etc. The communication structure
is client/server architecture and uses a well-known fixed port number. A server
may simultaneously communicate to multiple clients. However, those
communications are independent of each other from the clients’ perspective; No
communication occurs between clients, but data is transferred only between a
client and the server. The traffic of this type can easily be determined. The port
number used by each application is the key for application identification: for
example, 80 for http, 23 for telnet, 22 for ssh, 25 for smtp.

In cases where the fixed port number of an application is above 1024 - for
example, port number of 3306 used for MySQL applications - we need to take a
preliminary step before applying this method. That is to decide which port
number should be considered between source and destination port numbers
because the randomly determined client port numbers by system are greater than
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1024. The selection method of important port numbers will be described in
Section 4.4.

412 Type M-F-2

The best example of this type of communication behavior is FTP
communication with active mode like Figure 10-(a). This type uses two different
sessions to perform FTP service; one is a control session and the other is a data
session. In an active mode FTP, well-known fixed port number of 21 is used for
control session. FTP servers open the port number 21 and wait for the connection
request from clients. The port number 20 is used to transfer data between client
and server as illustrated in Figure 10-(a).

client FTP Server client FTP Server
connect o1 21 connect 1 21
2834 accept 2834 < accept
active mode 2835 passive mode request
passive mode 3848
connect connect
2835 =~ == — == — = 20 2835 m T o = = -] 3848
data transfer data transfer
2835 — == === - 20 2835 — = m - == - - 3848
2834 disconnect N 2834 disconnect N
accept ~ accept
(a) Active Mode FTP (b) Passive Mode FTP

Figure 10. Two Types of FTP Communications

Identifying this type of application is straightforward like the previously
mentioned Type S-F-2. Packets with port number 21 are FTP control packets.
Packets with port number 20 are FTP data packets if and only if the traffic with
port number 21 between the two same hosts appears. We can use the IANA port
list to determine this type of applications. However, the same problem of the
Type M-F-1 is occurred in this type of traffic. For example, RealVNC application
use port number 5800 and 5900, MS-SQL applications use port number 1433 and

37



1434, respectively.

4.1.3 Type M-D-2

This type of communication behavior uses multiple sessions between two
hosts like the Type M-F-2. However, the port numbers for one or more sessions
are dynamically determined by the negotiation between the two involved hosts.
The best examples of this type of communication are the FTP service with passive
mode and the streaming media service.

As illustrated in Figure 10-(b), using the control session port number of 3848,
which is decided by the FTP Server, is delivered to the client, and the client makes
a TCP connection to the server using that port number. The dynamically generated
session can use TCP or UDP according to the applications. Most streaming media
applications use UDP sessions to deliver multimedia data from media server to
client. The Figure 11 illustrates a detail communication of streaming media
applications.

client server caller callee

connect well-known connect(Q.931) well-known

ort session ort
P negotiation1 J—— l P
L T

session
negotiation W—— | connect (H.245) dynamic
LI ‘
s | port 1

negotiation 2 >_l
LT A

—————————— = —_—— === ]
[T CCCToCCCCC 2 dynamic (C-CC-CC-CCCC 2
. = = == = = = = = - - - M= = = = e = == ->]
dynamic  JE” — ___— _____ - port 2 P -
port I - - = e e e == =
= = = = —— = = = = = = = = = - =
disconnect disconnect
Ii control
= == => data
RealMedia, QuickTime, WMT, SIP H.323

(a) (b)
Figure 11. Multimedia Service Control and Data Session

Figure 11 illustrates a process in which control sessions and a data session are
constructed and then multimedia data is transferred. To begin, the control session
is constructed through a well-known default port number: 1755 for MMS, 554 for
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RTSP, 5060 for SIP, 1720 for Q.931. As described in Figure 11-(a), streaming
media services (e.g. Real Networks, QuickTime) or applications based on SIP
have one control session. On the other hand, H.323 applications have two control
sessions: Q.931 and H.245 sessions. The control sessions create a new data
session by negotiating a transport protocol and port numbers. The data session
then transfers multimedia data through the dynamically assigned transport
protocol and port numbers. In this paper, we introduce a new term, dynamic
session. It makes a use of the transport protocol and port numbers that are
dynamically negotiated by the control session for data session and H.245 control
session in Figure 11, and data session in passive mode FTP service in Figure 10-
(b). Moreover, Type M-F-2 could be considered as a specific case of this type.

Identifying the dynamic session of this type is not simple. We may use the
payload examination method used in the mmdump [37] and SM-MON [20, 21];
when a control session negotiates a dynamic session, the packet payload of the
control session contains negotiation results such as a transport protocol and port
numbers used in the dynamic session. Otherwise, a heuristic method may be
considered; when a flow occurs with an unknown port number between two hosts
while an active control connection exists between them, it assumes that the flow
corresponds to a dynamic session. This method is adopted by FlowScan [52], a
flow-based traffic analysis system.

4.1.4 Type M-F-3

Many of new applications use multiple sessions and communicate with
multiple peers simultaneously. P2P file sharing application, P2P instant
messaging application, and game applications are good examples. Figure 12
illustrates two prevalent types of P2P communication architecture used by those
applications: the central arbiter type and the pure distributed type.

Most instant messaging P2P applications, game applications and Internet disk
services are based on the central arbiter type. In this communication type, one or
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more central servers exist and they contain all the information of each peer and
send the information to any requesting peers. This architecture is easier to
implement and maintain status information. However, the central server could be
a single point of failure and much of the traffic may be concentrated on the
central servers.

Some file sharing P2P applications such as Gnutella [48] uses the pure
distributed communication type where there is no centralized server. Thus,
possibility of service failure is less likely than in the central arbiter type and the
search and file transfer mechanism is efficient.

A hybrid type of these two critical types is considered in many P2P
applications: the concept of SuperNodes in KaZaA [32] and UltraPeers in
Gnutella [48].

a) Central Arbiter Type b) Pure Distributed Type

Figure 12. Peer-to-Peer Communication Architecture

As illustrated in Figure 12, a peer communicates with other peers or central
servers simultaneously, which establishes multiple sessions. Many P2P
applications and game applications use fixed port numbers for theses multiple
sessions and use both TCP and UDP protocol without any prejudice. This type of
communication type is derived from the behavior of these applications. The
multiple sessions with fixed port numbers among more than three systems are the
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features of this type of communications. Although multiple sessions are involved,
the use of fixed port numbers makes the determination of type M-F-3 traffic
straightforward

415 Type M-D-3

Early versions of the MSN messenger used a fixed port number to transfer
files between peers: TCP port number 6891. However, the latest version of MSN
messenger (version 6.1) uses a dynamically assigned port number for file transfer.
Also earlier versions of KaZaA [32] used port number 1214 for data transfer, but
the latest version of KaZaA can allocate the server port number dynamically as
needed. Figure 13 illustrates the communication behaviors of current versions of
KaZaA Lite K++ and MSN messenger applications.

peer MSN Server peer peer Super Node peer
randomL—Lmin—» 1863 Connect search
random &= = = = = = -
Connect Random
random | ¢=———>1 (from
Text Chatting Search the list)
random je=————>] 1863 random | ">
%1 File transfer random File transfer random
random IRC Server
random

Voice Chatting Chatting_f 6667

random

(a) MSN Messenger (b) KaZaA Lite K++ UDP

<+<—> TCP

Figure 13. Communication behaviors of MSN Messenger and KaZaA Lite K++

As seen in Figure 13-(a), a MSN peer logs on to one of the MSN servers,
using server port 1863, and talk with peers via another MSN server having the
same port number 1863. To transfer a file to a peer, the earlier version used a fixed
port number 6891, but the latest version uses a dynamically assigned port number
that is negotiated between the two peers via MSN server. MSN messenger
application also provides some other functions such as voice chatting, video
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chatting, application sharing, and etc. MSN messenger also uses other
dynamically allocated port numbers to perform these functions. Earlier versions of
MSN messenger traffic are of M-F-3 type and the latest version of MSN
messenger is of M-D-3 type. To determine the traffic of the latest version of MSN
messenger, we should develop a new method.

The latest version of KaZaA uses completely random port numbers with no
default port number like MSN messenger does. As illustrated in Figure 13-(b) a
user can configure the default port of his KaZaA client to anything. In addition,
the SuperNodes of KaZaA select the server port numbers randomly. A user may
use an IRC chat service to find out the IP addresses and listening port numbers of
SuperNodes. The port number for data transfer is also dynamically allocated by
the negotiation between peers.

The traffic type M-D-3 is the most difficult to identify. Therefore, we need an
efficient method to identify Internet traffic in application level. The
communication behavior of many current Internet-based applications is shifting
from the Type M-F-3 to the Type M-D-3. One of the reasons of this migration is
to evade the detection and control.

In the next section, we propose a method to identify current Internet traffic in
application level. The proposed method is based on the classification of
communication behaviors described in this section. We should also consider some
additional issues. First, two different applications may use same port numbers.
Second, we may not examine the protocol format and its operation on all
applications. Third, we cannot capture all packets flowing through the Internet.
Moreover, the capturing system may not be able to capture all packets passing
through a target link. Fourth, between source and destination port numbers in a
packet, we must select the ports that are significant in the decision of application
name.
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4.2 Notations for Flow Grouping Method

We define some basic notations to describe our proposed method, which is
illustrated in Table 6.

Notation Description
f(sip, dip, dip, dport, proto) | A flow with sip, sport, dip, dport, proto: a long form of a flow
fa A short form of a flow notation
fa(ip) The important port of a flow f,
fa (sip) The sip of a flow f,
fa (sport) The sport of a flow f,
fa (dip) The dip of a flow f,
fa (dport) The dport of a flow f,
fa (proto) The proto of a flow f,
£ The reverse flow of a flow fy: f,(sip)= rf,(dip), f. (sport)= rf, (dport), f, (dip)= rf, (sip),
fa (dport)= rf, (sport), f, (proto)= rf, (proto)
fa - fb :’he comp_lete equality: f, (sip)=_fh (sip), fa (sport)= f, (sport), f, (dip)= f, (dip),
2 (dport)= f,, (dport), f, (proto)= f, (proto)
fa="1o|(X,Y,..) The conditional equality: f, (X)= f, (x), f2 ()= o (¥), ..
A; An application
G(Aa) An application group, the elements of G(A,) are the flows generated by the application A,.

Table 6. Notations for FRM

We use two notations to describe a single flow: a long form and a short form.
The long form of flow notation is expressed by the flow definition; a
unidirectional series of IP packets of a given protocol traveling between source
and destination [P/port pair within a certain period of time, which is
distinguished by the 5-tuple values: source IP address, destination IP address,
source port, destination port, and protocol. The short form of flow notation
makes it easy to read the equations with many flows.

The reverse flow of a flow f, is denoted as, f,. The reverse flow, , f, ,isa
flow f, that satisfies the following five conditions; the protocol of f, is equal
to that of f,; the source port of f, is equal to the destination port of f,; the
source IP address of f, is equal to the destination IP address of f,; the
destination port of f, is equal to the source port of f,; and the destination IP
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address of f, isequal to the source IP address of f,.

Two flows, f, and f,, have complete equality if and only if all 5-tuple
values of f, are equal to those of f,. We denote the complete equality of the two
flows f, and f, with f,=1f, . f, and f, have conditional equality if and
only if some of the 5-tuple values of f, are equal to those of f,, respectively.
Generally, we use the following notation to describe the conditional
equality: f, = f,|(X,y,...). x and y can be any of the 5-tuple notations (sip, dip,
sport, dport, proto).

4.3 Traffic Identification Method using Flow Grouping

In this section, we present our proposed method for Internet traffic
identification. The main idea of the proposed method is as follows. We determine
dependencies among flows that are generated by same applications, and group the
flows according to their corresponding applications. For example, Web traffic
(Type S-F-2) typically uses port number 80 or 8080 for HTTP and 443 for HTTPS
as the default port number. Type M-F-2 traffic can easily be grouped according to
their default port numbers. However, in the case of Type M-D-3 traffic (e.g. P2P
traffic), flow grouping is not as simple as in the case of Web traffic, because they
use port numbers greater than 1024 and many port numbers are dynamically
assigned. If all Internet traffic could be grouped according to their applications,
Internet traffic analysis and characterization would be performed with higher
accuracy.

Our proposed method consists of three steps, as illustrated in Figure 14.
These steps are the Application Port Table (APT), Important Port Selection (IPS),
and Flow Relationship Map (FRM). In our proposed method, we do not examine
the payload of each packet. Instead, we only use the packet header information
after aggregating them into flows.
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Figure 14. Overall Process of Traffic Identification Method

The first step of the proposed method is to construct an Application Port
Table (APT). An APT is constructed by an exhaustive off-line search of each
application using packet analysis tools. It contains the application name,
frequently used port numbers excluding dynamically assigned port numbers, and
transport-layer protocol numbers. This information is used to decide the
application name of each flow in the FRM step.

The second step is to do Important Port Selection (IPS). The input of IPS may
be either a raw packet or flow data. The outputs of IPS are flow data and
important port information. In this step, the flow information is generated from
the captured packets according to their 5-tuple information: source IP address,
destination IP address, source port, destination port, and protocol. We then select
the important port number from the flow information of TCP flows. Because both
source and destination port numbers of most flows exceed 1024, it is necessary to
distinguish the important port to decide the corresponding application name
correctly.

The third step is to construct Flow Relation Map (FRM). The output of the
IPS, which is flow data, is the input of the FRM. The FRM groups flow according
to their relationships and marks flows with corresponding application name. Most
of newly emerging applications use multiple connections with one or multiple
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peers to perform various functions. Hence, it is possible to discover a relationship
among flows that belong to the same application. Using this dependency
information, we classify flows into a number of groups. For example, the flows
caused by MSN messenger applications are grouped into a single group by the
FRM. After this grouping process, the FRM determines the application name of
each flow group using APT information.

4.4 Application Port Table

As mentioned above, the first step of the proposed method is to construct an
Application Port Table (APT). To decide the application name from captured flow
information, we perform preliminary examinations of the communication
behaviors for widely-used applications. We determine the name, default port
number, transport protocol, and communication type of these applications. For an
exhaustive search of applications, we used packet analysis tools such as Tcpdump
and Ethereal. Based on this investigation, we construct an APT that contains the
information about each application. An APT contains the application name,
frequently used TCP/UDP port numbers, one representative port number, and
communication type. It is also an extension of the IANA port list, including some
additional information.

We examined more than 100 popular applications and constructed APT. Table
7 is a small portion of our Application Port Table. As demonstrated in Table 7,
most P2P applications use multiple port numbers. Most port numbers are not
registered in IANA port list [34], especially the port numbers used by the
applications targeting regional users; for example, only for Korean users. Some
P2P applications such as Soribada [83] and ShareShare [54] simultaneously use
both TCP and UDP. Nevertheless, most of applications use TCP only.

46



Application Representative TCP UDP Communication
Name Port well-known ports well-known ports Type

WWW 80 80, 8080, 443 Type S-F-2
Telnet 23 23 Type S-F-2
FTP 21 20,21 Type M-D-2
MSN

Messenger 1863 1863, 6981-6990, 14594 Type M-D-3
:AZZZaner 5101 5101, 5050 Type M-F-3
\,\’A\'ieré?;’ws 1755 1755 Type M-D-2
Real Media 554 554 Type M-D-2
KazZaA 1214 1214 Type M-D-3
Soribada* 22322 22322, 7675, 7676, 7677 22321, 7674 Type M-F-3
eDonkey 4661 4661, 4662, 6667 Type M-D-3
Guruguru* 9292 9292, 9999 Type M-D-3
V-share* 8404 8403, 8404 Type M-D-3
Shareshare* 6399 6399 6388, 6733, 6777 Type M-D-3

* Applications targeting regional users (e.g., users in Korea)

Table 7. An Example of Application Port Table

We also record the communication type of each application according to the
classification in Table 7. We use this communication type information in the FRM
process to finalize the grouping of flows. We select one port number as the
representative port of each application among the frequently used port numbers.
Even though an application may use both TCP and UDP and many port numbers,
only one representative port number is assigned to one application. This
representative port number is used to indicate the application name of flows.

4.5 Important Port Selection

In this section, we describe the proposed algorithm to select an important port
number among source and destination port numbers in each flow data. The
important port number is the port number that is necessary for traffic
identification. The proposed Important Port Selection (IPS) algorithm considers
only TCP flows. Figure 15 demonstrates a normal TCP communication sequence.
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To establish a connection between a client and a server, a 3-way handshaking
mechanism is applied. To terminate the connection, FIN packets are sent to each
other.

In TCP communication, the server opens a port and waits for a client
connection request. The server listening port is an important port for identifying
TCP traffic; then how can we select the server listening port from the captured
flow information?

First, we utilize SYN and SYN-ACK packets taken from the 3-way
handshaking operation. The destination port in a SYN packet and the source port
in a SYN-ACK packet are the server listening port. Using this information, we
can determine the important port number from all TCP flows. It is important to
check both SYN packet and SYN-ACK packet because the SYN packets without
SYN-ACK packets are captured frequently in a real Internet environment.
Therefore, the preliminary step of IPS is to determine whether a flow has a
corresponding reverse flow. In deciding the important port number, we exclude
flows that do not have corresponding reverse flows.

client random port server listening port
(active oper) SYN | (pasan open)
- SYN Kk, ACK j+1 SYN_RCVD connection establishment
ESTABLISHED ALE ESTABLISHED | 3"Way handshaking
[ === == - - — -
[ == = === -
R R ey p—
¢ - m e — - - : data transfer
€ = = e = = ——— -,
= — == ——— - -
(active close)
FIN_WAIT 1 EINm CLOSE_WAIT
FIN WAIT 2 ACKm+1 (passive close)
- - EIN n close connection termination
TIME_WAIT ACK n+1 LAST_ACK
CLOSED

Figure 15. TCP Communication Sequence
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To improve the performance of the IPS algorithm, we use the fact that no
system uses port number less than 1024 as random client port number; randomly
system generated port numbers are always greater than 1024. We choose an
important port by checking port numbers less than 1024, before we apply the
proposed SYN/SYN-ACK packet based method.

In case of UDP flows, we cannot apply this kind of method because it does
not use 3-way handshaking mechanism like TCP does. Instead, we may use the
flow dependencies between UDP packets to choose an important port number. We
know by experiments that patterns of UDP flows are simple compared to those of
TCP flows. Therefore, finding a relationship among UDP flows is not very
difficult.

We should also consider various cases that could arise in a real-world
environment. First, we may not be able to capture entire packets (SYN and SYN-
ACK packets) needed for the IPS algorithm in a high-speed network link.
Sometimes, intentional packet drops occur, especially when sampling is needed.
Sometimes, unintentional packet drops may occur due to asymmetric routing and
performance limitations of a capturing system. Secondly, we should consider long
lasting TCP sessions; a streaming media service, VoIP service, or network game
connections may last for a long period (e.g., more than 30 minutes). SYN and
SYN-ACK packets appear only at the beginning of a TCP connection. In a case
that an IPS module starts capturing packets from the middle of these connections,
we cannot determine the important port for these flows. Thirdly, we should
consider the flow data, such as Cisco NetFlow data, as an input to our IPS module
to extend our method to various environments. In this case, the flow information
may not have TCP flag information that is the key to identify an important port;
for example, Cisco NetFlow V5 data does not have this information. To solve this
problem in our IPS, we use the following five facts of Fact 1.
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Fact 1:
@ If the important port of a TCP flow f, is determined, then the important

port of its reverse flow _f_ is also determined.

r-a

@ If the important port of a TCP flow f, is the source port, then the

important port of a TCP flow f, with the same source port and source IP
address as those of f, is the source port:
If f,(ip) = f,(dport)and f, = f, | (dip,dport, proto), then f,(ip) = f, (dport)

@ If the important port of a TCP flow f, is the destination port, then the

important port of a TCP flow f, with same destination port and
destination IP address as those of f, is the destination port:
If f,(ip) = f,(sport)and f, = f, | (sip, sport, proto), then f,(ip) = f, (sport)

@ If a TCP flow f, and a TCP flow f, are different and both have the

same source port and same source IP address, then the important ports of
f, and f, are the source port:
If f, = f,|(sip,sport, proto), then f,(ip) = f,(sport)and f,(ip) = f,(sport)

® If a TCP flow f, and a TCP flow f, are different and both have the

same destination port and same destination IP address, then the important
portsof f, and f, are the destination port:
If f, = f,|(dip,dport, proto), then f,(ip) = f,(dport) and f,(ip) = f, (dport)
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the flow whose important port is determined is flow f, only.
The import port number of f,is p which is destination port of f,.

Figure 16. An Example of Important Port Selection using Fact 1.

Figure 16 illustrates an example of the facts we found. A TCP server opens a
server port number p and waits for client connection requests. Multiple clients can

simultaneously connect to the server using server listening port p. Suppose that
the important port number is determined only for the flow f, and those of the

other flows are not determined because of the three reasons mentioned above.
Using the above five facts, we can determine the important port numbers of other
flows. These facts will increase the success ratio of the IPS and we can effectively
apply our method to real network environment.

By Fact 1-(D, the important port of flow f, can be determined because f,

is the reverse of f . By Fact 1-@, the important port of flow f, can be
determined, because f, has the same source port and same source IP address as

f, does, and the important port of f, is determined by the Fact 1-(. By Fact
1-®), the important port of flow f_ can be determined, because f. has the same

destination port and same destination IP address as f, does. By Fact 1-@, the
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important port of flow f, and that of flow f, can be determined, because f,
and f, have the same source port and source IP address. By Fact 1-®, the

important port of flow f, and flow f, can be determined, because f, and
f,  have the same destination port and destination IP address.

For the first problem stated above, we can use all of the five facts. For the
second problem, we can use the Fact 1-@ and Fact 1-®. However, the Fact 1-@
and Fact 1-® are not enough to determine the important port of all TCP flows.
For example, in a case where a TCP server allows only a single connection from a
specific client and closes the server port after finishing the communication, then
we cannot apply the Fact 1-@ and Fact 1-®. Dynamically generated TCP
sessions may be the main cause for this kind of situation; for example, a TCP
session for file transfer of MSN messenger. However, it needs to be verified that
how often this kind of single TCP session occurs in real network environment.

To realize the proposed IPS method, we construct a TCP Server Port Table,
which contains the information of server listening port. If a SYN or SYN-ACK
packet is captured, the server listening port and server IP address is added to the
TCP server port table. Using the TCP Server Port Table, we can realize the Fact
1-D, Fact 1-®@), and Fact 1-Q. After applying the TCP server port table, we
compare the remaining flows whose important port is not determined with the
Fact 1-@ and the Fact 1-®.

52



[ START ]

l raw packet
| extract Packet Header Info.
packet header info

server IP and server port info.

update TCP Server Port Tablel

packet header info

generate Flows

lﬂow info

flow info Y N undetermined flow info
have reverse flow?

lookup TCP Server Port Table
(facts ©,@,®)

Y

Y If no TCP Server Port Table

N
found ? compare flows using facts @ and ®
flow info

determined flow infg

N undetermined flow info

Y determined flow info

|update TCP Server Port Table|

determined flow info

» e
gl STOP I

Figure 17. A Flow Chart Diagram for IPS

Figure 17 illustrates the overall algorithm for the important port selection
method. The first step of the IPS algorithm is to find SYN and SYN-ACK packets.
Moreover, the server port and server IP address are stored in the TCP Server Port
Table. The second step is to generate flow information from packet header
information, which is extracted form each raw packet. The third step is to check
whether the flow is a normal flow or not. If the flow is unidirectional (no reverse
flow) with small number of packets and small flow size then we consider the flow
as abnormal flow. For normal flows, we search the TCP Server Port Table to find
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corresponding server port of each flow in the fourth step. In the fifth step, we

apply the Fact 1-@ and the Fact 1-® to any remaining flows.
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Figure 18. Important Port Determination Ratio (Feb. 1, 2004)

Using the combination of SYN-packet based IPS algorithm and the Fact 1,
we could determine the important port of most TCP flows from POSTECH
Internet Junction, as shown in Figure 18. The average number of TCP flows for
one minute was 40,762. Among them, we could determine the important port of
99.9% of TCP flows. The remaining 0.1% of TCP flows was considered as
abnormal traffic caused by DoS/DDoS attacks or Internet Worms. In the case of
UDP flows, we could not apply this type of method because it does not use the 3-
way handshaking mechanism like TCP does and both source port and destination
port are important equally. Therefore, we used FRM algorithm directly to group
UDP flows, as described next.

4.6 Flow Relationship Map

The Application Port Table (APT) and Important Port Selection (IPS) cannot
identify Internet traffic with 100% accuracy. We may think of three reasons for
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this. First, an enormous number of applications exist around the world to examine.
In addition, complete investigation of all used port numbers for all existing
applications may not be possible. Second, application traffic of dynamic sessions
may not be identified, because the APT maintains only the fixed port numbers.
Third, it may happen that two different applications use the same important port
number. In this case, without additional information, we cannot correctly decide
which application generates the flow. Therefore, we propose the third step to
increase analysis accuracy: the Flow Relationship Map (FRM).

Using the Flow Relationship Map (FRM), we can group TCP and UDP flows
according to the corresponding applications, and we can discover unidentified
port numbers used by applications. In addition, the FRM can easily discover
newly emerging applications in the future. Finally, we can increase the accuracy
of application-layer traffic identification.

The main idea of the FRM reflects the fact that there exist dependencies
among flows belonging to the same application. According to the dependencies,
the FRM groups the individual flows into a number of sets. The flows belonging
to a set are the flows generated from the same application. The FRM algorithm
consists of two consecutive processes: Property Dependency Grouping (PDG) and
Location Dependency Grouping (LDG).

4.6.1 Property Dependency Grouping

The Property Dependency Grouping (PDG) classifies individual flows
according to the flow property dependencies. We define the property
dependencies as the relationship between two individual flows belonging to the
same applications in terms of protocols, port numbers, and IP addresses, which are
described in Fact 2. The three facts in Fact 2 are the general property
dependencies that are commonly applied to UDP and TCP flows. We use them to
make the flows into groups in PDG.
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Fact 2:
@ Ifaflow f, belongs to an application groupG(A,), then the reverse flow,

f,, of the flow f, also belongs to the same application group, G(A,):

r a’

If andonlyif f, € G(A,),then .f, eG(A))

@ If a flow f, belongs to an application groupG(A,) and a flow f, has a

conditional equality to f, with sport, sip, and proto, then the flow f,
also belongs to the same application group, G(A,)
If f,eG(A,)and f, = f, |(sip,sport, proto), then f, e G(A,)

@ If a flow f, belongs to an application groupG(A,) and a flow f, has a

conditional equality to f, with dport, dip, and proto, then f, also
belongs to the same application group, G(A)
If f,eG(A,)and f, = f, |(dip,dport, proto), then f, e G(A,)

Figure 19 illustrates Fact 2 as a diagram of flows. Fact 2-(D is obvious like
Figure 19-(a). Because a flow is unidirectional, the reverse flow of the original
flow always exists and belongs to the same application. If two flows have the
same source port number, source IP address, and protocol number, then two
flows belong to the same application by Fact 2-@), as illustrated in Figure 19-
(b). In addition, flows with the same destination port number, destination IP
address, and protocol number belong to the same application by Fact 1-@ that
is illustrated in Figure 19-(c).
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Figure 19. Flow Diagram for Fact 2

Fact 2 is obvious and provides accurate grouping of flows. The flows
grouped by the PDG algorithm are generated by the same applications. The
process of flow grouping by PDG is as follows. First, we select one flow among
the captured flows. Second, we select the reverse flow of the selected flow. Third,
we select the flows with conditional equality to the selected flow in sip, sport, and
proto. Fourth, we select the flows with conditional equality to the selected flow in
dip, dport, and proto. Fifth, we repeat the process from the second step to the
fourth step for the flows selected in the third and fourth step. This recursive flow
selecting process continues until no flow is selected any further. After finishing
grouping flows from the first selected flow, we select another flow from the
remaining flows and continue the same steps until no flow remains.

Pseudo algorithm for the proposed PDG is described in Figure 20. To
remember the flows selected by the Fact 2 in the PDG process, we defined a stack
in this pseudo algorithm. The stack temporarily stores the flows, which does not
apply to the three steps of Fact 2 in the PDG process. We pop flows one by one
from the stack and select flows by applying the Fact 2 for the popped flow from
the captured flow pool. The selected flows are inserted to the stack for the next
recursive step. This iterative algorithm using stack reduces the PDG grouping
time comparing to any recursive algorithm.
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1 Procedure FlowGroupingByPDG ( captured flow pool )

2{

3 while (any unselected flow exist in the captured flow pool )

4 {

5 prepare an empty flow group G for a new application;

6 select one flow f, from the captured flow pool;

7 push the selected flow f, in the stack;

8 while (the stack is not empty )

9 {

10 pop one flow f, form the stack;

11 insert the poped flow f,, into the group G;

12 select the reverse flow from the captured flow pool by the Fact 2-1 of the popped flow;
13 push the reverse flow in the stack;

14 select the flows from the captured flow pool by the Fact 2-2 of the popped flow;
15 push the selected flows in the stack;

16 select the flows from the captured flow pool by the Fact 2-3 of the popped flow;
17 push the selected flows in the stack;

18 }

19 }

20}

Figure 20. Pseudo Algorithm for Property Dependency Grouping

We can apply this general PDG algorithm without any modifications to the
UDP flows. Any applications using a UDP port p can send packets to multiple
hosts and receive packets from multiple hosts using p simultaneously. Therefore,
Fact 2-1, Fact 2-2, and Fact 2-3 can be used for any single UDP flow. The
grouping of UDP flows is more extensive and effective. However, we cannot use
all three facts of Fact 2 in TCP flows because of the difference between UDP
flows and TCP flows that is illustrated in Figure 21. As illustrated in Figure 21-(b),
the server application can communicate with multiple hosts with his opening TCP
port x. Client applications establish only two flows with corresponding TCP
server host with a single TCP port; one is upward flow and another is
corresponding reverse downward flow. Usually the client port is dynamically
generated by the system where the client application is running. Even though
many of the same application entities using TCP connections are widely running,
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the PDG algorithm cannot group the corresponding TCP flows together since we
cannot apply the three facts of Fact 2 for each TCP flow as it is. We can only use
the two among the three facts of Fact 2: Fact 2-1 and one of Fact 2-2 and Fact 2-3.

(a) UDP flows (b) TCP flows
Figure 21. Difference between TCP and UDP flows

To overcome this problem of PDG algorithm, we use the result of the IPS
algorithm, which is described in the previous Section. For all TCP flows, we can
select the important port by IPS algorithm, which is the server listening port. To
apply our proposed PDG algorithm, we ignore the client’s dynamic port by setting
it to NULL (0) from every TCP flow. Therefore, one side of all TCP flow has the
port number 0 and the other side has non-zero port number, the server port. In
addition, we modified the original PDG algorithm for these manipulated TCP
flows as follows:

Fact 2’:
@ IfaTCP flow f, belongs to an application groupG(A,), then the reverse

TCPflow, |, f,, of f, also belongs to the same application group,G(A,):

v or las

If andonlyif f, € G(A,),then .f, eG(A))

@ If a TCP flow f, belongs to an application groupG(A,), f,(sport)=0,

and a TCP flow f, has a conditional equality to f, with sip, sport, dport,
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and proto, then the TCP flow f, also belongs to the same application
group, G(A,):

If f,eG(A), f,(sport)=0,and f, = f, | (sip,sport,dport, proto),

then f, e G(A)

@ IfaTCPflow f, belongs to an application group G(A,), f,(sport)=0,

and a TCP flow f, has a conditional equality to f, with sport, dip, dport,
and proto, then f, also belongs to the same application group, G(A,):

If f,eG(A), f,(sport)=0,and f, = f, | (sport,dip, dport, proto),

then f, e G(A)

@ IfaTCP flow f, belongs to an application groupG(A,), f,(dport)=0,

and a TCP flow f, has a conditional equality to f, with sip, sport, dport,
and proto, then f, also belongs to the same application group G(A,):

If f,eG(A), f,(dport)=0,and f, = f, | (sip, sport, dport, proto),

then f, e G(A)

® If aTCP flow f, belongs to an application groupG(A,), f,(dport)=0,

and a TCP flow f, has a conditional equality to f, with sport, dip, dport,
and proto, then f, also belongs to the same application group, G(A,):

If f,eG(A), f,(dport)=0,and f, = f, | (sport,dip, dport, proto),

then f, e G(A)

Fact 2°-1 is same as Fact 2-1. Fact 2’-2 and fact 2’-4 are the variation of the

original Fact 2-1. In addition, Fact 2’-3 and Fact 2’-5 are the variations of the
original Fact 2-2. Figure 22 illustrates the Fact 2’ as a flow diagram.
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Figure 22. A Flow Diagram for the Fact 2’

Using the Fact 2°, we can group the TCP flows more efficiently. By applying
the IPS algorithm, the Fact 2’-2 and 2’-5 can be additional facts we can use to
group TCP flows. For a TCP flow having its destination port same as the
important port, a flow with the same destination port from the same host can be
grouped by the Fact 2’-4. Moreover, for a TCP flow having its source port same as
the important port, a flow with the same source port and the same destination IP
address can be grouped by the Fact 2’-5. These two additional facts can group
TCP flows more efficiently then the original Fact 2.

When we applied our proposed PDG algorithm to IP traffic in POSTECH
Internet junction, we were able to reduce about 100,000 of concurrent flows into
500 of PDG groups.

4.6.2 Location Dependency Grouping

With the PDG algorithm, we can classify all TCP and UDP flows into a
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number of PDG groups. The flows belonging to the same group have a higher
probability that they have been originated from the same application. However,
we cannot guarantee that the flows generated by a single application will be
grouped into the same group by the PDG algorithm. Many applications, such as
P2P applications, use multiple port numbers, and sometimes they use TCP and
UDP protocols together. The problem occurs when the PDG algorithm is unable to
group TCP flows and UDP flows into a single group. In addition, the PDG
algorithm cannot group two TCP flows with different port numbers into a single
group even though the same application generated them. This situation frequently
occurs because many of current applications use multiple TCP port numbers or
dynamically assigned TCP port numbers.

To solve this shortfall of the PDG algorithm, we have developed a method
called Location Dependency Grouping (LDG). The main role of LDG is to
connect the preliminary PDG groups according to their inter-dependencies, as
illustrated in Figure 23. By the PDG algorithm, flows are classified into a number
of groups. Then, by the LDG algorithm, the PDG groups generated by the same
application are grouped into one single group.

@
it

—
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— — _
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[  m— | —
:I:I —|:| s Y —
S, |:||:||:|
Original Flows PDG Groups LDG Groups

Figure 23. Flow Grouping with PDG and LDG

To combine inter-related PDG groups, we use the weight concept between
PDG groups, as illustrated in Figure 24. We calculate the weight values of every
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PDG group pair and we merge the PDG groups by their inter-relationship. If the
weight value of two PDG groups is larger than a specified threshold value, then
the two PDG groups are joined into a single group. For example, as illustrated in
Figure 23, the eight different PDG groups are merged into the final three LDG
groups by the LDG algorithm.

PDG Gro< . W(Ga,GD) % Group Gs

weight between groups

\j w(fa, b)

Individual flow
Figure 24. Weight between PDG Groups

To obtain the weight value W(G,,G,) between every two PDG groups G,
and G, , we define a weight value w(f,, f,) between two flows f, and f, fora
preliminary step. We do not consider the weight value between the two flows that
belong to the same PDG group. The weight value w(f,, f,) of two flows f,
and f, is calculated by the following equation:

100 if (f,(sip) = f,(sip)) and (f,(dip) = f,(dip)),
100 if (f,(sip) = f,(dip)) and (f,(dip) = f,(sip)),
w(f,, f,) =110 if (f,(sip) = f,(sip)) or (f,(dip) = f,(dip)),
10 if (f,(sip) = f,(dip)) or (f,(dip) = f,(sip)),
0 otherwise,

where f, e G, and f, e G, and G, =G,.
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The weight value is 100 when the two flows are located between two
different hosts; the two different flows between two hosts have a high possibility
of being the same application traffic. The conditions for the value 100 cover the
Type M-F-2 and Type M-D-2 cases of APT. The weight value is 10 when two
flows are located among three different hosts. In this case, two flows have a small
possibility of having been generated by a single application. The cases of value 10
cover the Type M-F-3 and Type M-D-3 of APT. Otherwise, the weight value
between any two flows is 0. Using the weight value between two flows, we
calculate the weight value between two different PDG groups as follows:

W(G,.G,) =Y w(f,, f,) , where f, eG, and f, €G, and G, #G, .

The weight value W(G,,G,) of two PDG groups G, and G, is the sum

of the weight values of each pair of flows that belong to two different PDG groups
G, and G,. After calculating the weight value among the PDG groups, we

merge them by the following rules:

W(G..Gy) ,W(Ga’Gb)) >threshold, where n(G,) is the number of flowsin G,,
n(G,) n(G,)

then G, and G, can be merged into a single group.

If max(

Currently we are using 50 as a threshold value, which was determined by
many experiments with IP traffic from the POSTECH Internet junction. To get
suitable threshold value, we have setup a traffic source host where more than 10
Internet applications using dynamic ports are running and generating various
traffic flows simultaneously. In addition, we have setup the proposed flow
grouping system at the Internet junction. By applying various threshold values, we
have found the best values which distinguished the flows from the traffic source
host according to the corresponding applications. We may have to use a different
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threshold value to apply the LDG algorithm to other network environments.
However, this equation works efficiently in current network environment of
POSTECH and may not be changed in different network environment. By the
LDG algorithm, we can merge all PDG groups into LDG groups, as in Figure 23.
When we applied our proposed algorithm to POSTECH Internet traffic, we could
classify about 100,000 concurrent flows into 500 concurrent LDG groups on
average, as illustrated in Figure 25.

FRM Result (1/Feb./2004 (10003
2500 ¢ ) 200
—— LDG Group
——PDG Group 4 180
—— PDG Group (TCP)
—— PDG Group (UDP)
2000 H_ Total Flow

o 160

MI 140
||I

i

)

a1
o]
o

.

|| e Mnﬁm ‘
00 W"M 'w ‘ ‘u, |} MMWMM“, |

’\ "

ps

Number of Grou
oo
(=)
Number of Flows

é =
E

oooooooooooooooooooooooo
Time (Minutes)

Figure 25. The Result of Flow Grouping Method

Considering the Figure 25, we calculated the number of Groups in each
process of our proposed flow grouping method. The average number of flows for
a minute during one day (Feb. 1, 2004) was 81,679. (Minimum was 45,344 and
Maximum was 188,808). The average number of PDG groups after PDG grouping
was 1,677. (UDP Flow Groups: 294, TCP Flow Groups: 1383). Finally, the
average number of LDG groups after LDG grouping was 533. This mean that the
81,679 flows are generated less than 533 Internet applications.

During the LDG process, we use the information of APT to decide the
application name of each flow. Before the LDG algorithm is applied to PDG
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groups, we select PDG groups of Type S-F-2, Type M-F-2, and Type M-F-3 using
APT information. The PDG groups of these types can easily be picked up,
because they use fixed port numbers. For the remaining PDG groups, we apply
our LDG algorithm. The flows in the remaining LDG groups are the flows of the
Type M-D-2 and Type M-D-3. The flows in the selected LDG groups are tagged
with the representative port numbers of corresponding applications. We can use
the tagged port number to recognize the corresponding application name in the
subsequent phases of traffic analysis.

The application name of all LDG groups may not be determined if the APT
does not have a corresponding application name in the list. In this case, the flows
in the undetermined LDG groups are marked with minus values. This makes it
easy to find new applications because we have many hits in the undetermined
LDG groups. The newly investigated application information is added to the APT,
and from that time the undetermined LDG group can be determined and tagged
with its corresponding representative port number. By the proposed flow-grouping
algorithms, we can accurately identify Internet traffic at the application level and
easily find new applications.
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5. Design and Implementation of Application-Level

Traffic Analysis System

In this chapter, we describe the design and implementation details of the
application-level traffic identification system using the proposed method in the
previous chapter. The application-level traffic identification system is
implemented as embedded in the general NG-MON architecture. In addition, we
deployed our NG-MON prototype system in our campus Internet junction and
analyzed the Internet traffic generated from our campus network. All the details of
this analysis are described in this chapter.

5.1 Design of Application-Level Traffic Identification System

Figure 26 illustrates the overall design of the application-level traffic
identification system (ATIS), which consists of three main modules; Important
Port Selector (IPS) module, Application Port Table (APT) module, and Flow
Relations Mapper (FRM) module.

The IPS module consists of a Packet Capturer, a Flow Generator, and a TCP
Server Port Table. The Packet Capturer receives raw packets from a network link
and extracts packet header information from each raw packet and the packet
header information is sent to the Flow Generator. If a packet is a SYN or SYN-
ACK packet, it is stored in the TCP Server Port Table. The SYN Packet Table
keeps the TCP listening port information. To select the important port number
from each flow, the Flow Generator looks up the TCP Server Port Table. We used
hash tables to store flow information and server listening port information in the
Flow Generator to improve the search operation.
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Figure 26. Overall Architecture of Application-Level Traffic Analysis System

The IPS module can be implemented in a single system or multiple systems
depending on the network links we monitor. When the capacity of a single system
is sufficient to handle the entire raw packets, the IPS module can be implemented
in a single system. However, multiple capture systems are necessary occasionally;
for example, when the target link speed is high or when we have a large number
of target links to be captured. In that case, the IPS module should be separated
into two levels: the first-level IPS and the second-level IPS, as illustrated in the
Figure 27-(b). While the first-level IPS’s are only responsible for their assigned
links, the second-level IPS collects the results of first-level IPS’s and merges them.

i ey | |- - J——

Important Port Selector (IPS) =

(a) Single Capturer System (b) Multiple Capturer System

Figure 27. Variance of IPS Module depending on the Target Links
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The important port determined that flows are sent from the IPS module to the
Flow Relationship Mapper (FRM) module. The PDG module of FRM first
receives the flows, and classifies them into a number of PDG groups using the
proposed PDG algorithm. The next LDG module merges the incoming PDG
groups using APT information and the proposed LDG algorithm. The result of the
LDG module may be stored in a file system or a database, or sent to the other
analysis system for subsequent analysis.

<?xml version="1.0" encoding="ISO-8859-1"?>
<apt-config>
<app appName="MSN Messenger" repPort="1863" type="M-D-3" class="p2p">
<session protocol="tcp" port="1863" />
</app>

<app appName="WWW" repPort="80" type="S-F-2" class="traditional">
<session protocol="tcp" port="80" />
<session protocol="tcp" port="8080" />
<session protocol="tcp" port="443" />

</app>

<app appName="WMedia" repPort="1755" type="M-D-2" class="streaming">
<session protocol="tcp" port="1755" />
</app>

<app appName="FTP" repPort="21" type="M-D-2" class="traditional">
<session protocol="tcp" port="21" />
</app>
</apt-config>

Figure 28. An Example of Application Port Configuration File

Through the off-line search of each application, we built an application port
configuration file with XML. We used XML because it is easy to use and many
XML-related libraries are provided in various languages such as C/C++ and Java.
Figure 28 shows an example of an application port configuration file. The APT
manager reads this configuration file and retains port group information. When a
LDG module receives PDG groups from the PDG module, it looks up APT to
decide the corresponding application name of each LDG group. Finally, the LDG
module determines the application name of flows by tagging the flows with the
corresponding representative port number.
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5.2 Integration of ATIS with NG-MON

As mentioned previously, the application-level traffic analysis module is
implemented as a plug-in module to NG-MON. Figure 29 illustrates the
integration of the application-level traffic analysis module with the current NG-
MON system.

raw packet \_[m\ck}theader info. ‘ LH<V|nfo flow info.
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Figure 29. Integration of ATIS with NG-MON

The components of IPS module are separated into the Packet Capturer, Flow
Generator, and Flow Store phases. We use the Packet Capturer module and Flow
Generator module of NG-MON without any modification. The TCP Server Port
Table and first-level IPS module are added to the Flow Generator, and the second-
level IPS module is added to the Flow Store, as described in Figure 29. The
important port number determined that flows are stored as a raw file format in the
Flow Store. For the traffic analysis at the application-level, we developed a
specialized analyzer where the APT manager, FRM module is running. The
Analyzer receives the flow data from the Flow Store using the same approach as
the other analyzers do. The result of the application-level traffic analyzer and the
tagged flow information with the representative port number are stored in the
Database, which may be used by the Presenter or other analyzers. The presenter
and other analyzer determine the corresponding application name of each flow by
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the representative port number. We integrated the additional IPS components to
the existing NG-MON architecture without changing the philosophy of NG-
MON: scalability and extendibility.

We implemented the application-level traffic analysis system using C
language, libpcap library, and xml libraries in a Linux environment. To store the
analysis result, we used MySQL Database because it is quick in data storing and
retrieving among several freely available Database systems. We designed the
packet capture system with multi-threaded architecture to handle multiple NICs in
a single capture system. We used a semaphore for each capture thread to send the
captured data to the exporting module without conflict. We designed the
communication protocols between each phases over TCP. We used TCP rather
than UDP in order to eliminate the possibility of data loss in the data delivery
between phases. We used a number of hash tables to effectively perform the PDG
and LDG algorithms and reduce their processing time.

5.3 Implementation of NG-MON with ATIS

We implemented the NG-MON on Linux Operating Systems. We used
RedHat Linux 7.3 or higher, which use Linux Kernel version 2.4.18 or higher, as
illustrated in Table 8.

As a packet capturing module, the standard pcap library with BPF (Berkeley
Packet Filter) [41] was used. The performance of standard libpcap module was
tested to capture as much as 50,000 packets per seconds in our experimentation.
The CPU load of packet capture is determined by the byte size to be copied from
Kernel to an analysis application and the number of packets to be captured. All the
remaining processing modules of Packet Capture phase are implemented using C
languages. We selected C languages because of its high performance and its
ability to program low-level. For the communication between the Flow Generator
phase and the Packet Capture phase, we used the standard socket functions,
especially TCP sockets.
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In regarding to the Flow Generator, we implemented it using C language. To
reduce processing time of flow data generation, we used open hashing scheme
with 0x100 numbers of buckets. The maximum number of inserted items in a
bucket during the specified exporting interval (we are using 1 minute as static
exporting interval) was less than 10 with more than 10,0000 numbers of total flow
records. We use the 5-tuple packet header values (source IP, source port,
destination IP, destination port, and protocol number) for the generation of
hashing key. To export the flow data from the Flow Generator to the Flow Store,
we defined our own protocols over TCP. We used TCP because of its reliable data
delivery mechanism; an absolute reliability in data delivery is more important
than fast delivery from the Flow Generator to the Flow Store in our case.

Phase Packet Flow Flow Store | Analyzer Presenter
Capture Generator

xml library . . xml library | PHP
Development . xml library xml library i )
Tool pcap library Clanguage | C lanquage C language | jpgraph library
C language guag guag MySQL Apache Server
oS Redhat Linux 7.3/8.0/9.0

Table 8. Hardware and Software Specification for NG-MON

We implemented the Flow Store phase using C language. The flow data is
stored in the local file system as a binary format. The flow data is stored with
different file name every minute (e.g. flow_2004 03 15 09 00). Therefore, we
can distinguish what time flow data file has been created. Each flow record is 48
bytes long. The average file size of flow data is about 6Mbytes in our network
environments. The Flow Store keeps the binary flow data for a short period of
time. Currently, we are using one hour as our store time period. After an hour
from the time a flow data has been created, the Flow Store deletes the flow data.
By this storing mechanism, the Flow Store requires small size of disk space (In
our case, we needed less than 500Mbytes). Before a flow data file is deleted, the
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analyzer should query the flow data to see if it is required.

We implemented the Traffic analyzer using C language. The analysis results
are stored in MySQL DB. The analyzer queries the flow data file at the start of
every minute and analyzes the file according to some predefined rules. The
analyzer should finish each analysis task within a minute, because NG-MON is a
real-time traffic analysis system. In our implementation of NG-MON, we
developed three kinds of analyzer: host analyzer, security analyzer, and protocol
analyzer. All these three analyzers are running in different systems and doing
assigned analysis tasks. MySQL DB is running in the same analysis system.

The Presenter module was implemented using PHP and jpgraph php library to
provide the analysis results in the form of Web pages. We used Apache server as
the front-end web server. Therefore, the user can access the NG-MON system
from any computer connected to the Internet and get the latest analysis results.
Whenever a user browses a NG-MON webpage, the Presenter queries the MySQL
DB and organizes the data into fine-looking reports. The jpgraph library generates
various graph data, such as a pie-chart showing the distribution of transport layer
protocols or a time-series graph showing the variation of total flows, total packets,
and total bytes.

5.4 Deployment of NG-MON

We have deployed the NG-MON with the application-level traffic analysis
module in the Internet junction of our campus network. Our campus Internet link
is composed of two 100 Mbps Metro Ethernet. There are two core-switches and
two Internet routers connected with six 1-Gbps Ethernet links in a full mash
structure, as shown in Figure 30. The maximum utilization of a single Gbps
Ethernet link is about 200Mbps, and the maximum utilization of the four Gbps
Ethernet links is about 300Mbps. The average utilization of a single Ghbps
Ethernet link and four Gbps Ethernet link are 50Mbp and 200Mbps, respectively.
The under-utilization of these Gbps Ethernet links are caused by the two
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100Mbps Metro Ethernet links on the Internet side.
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Figure 30. Internet Connection Structure of POSTECH

We set up four optical taps at the four 1-Gbps Ethernet links between core-
switches and Internet routers. Through these four optical taps, we could copy all
infout Internet traffic flowing between our campus network and Internet.

Packet Ao
Phase Generato | Flow Store | Analyzer Presenter
Capture .
CPU Xeon Pentium-Ill Pentium-4 Pentium-llI
2.4 GHz 2 CPUs 800 MHz 2.6 GHz 800 MHz
Memory 1 Ghytes 256 Mbytes 1 Ghytes 256 Mbytes
Hardware
System 2-100 Mbps 2-100 Mbps 2-100 Mbps
NIC 2-1000 Mbps Ethernet
Ethernet Ethernet Ethernet
Hard
Disk 80 GBbytes 20 GBbytes 120 GBbytes | 20 GBbytes
Number of Systems 4 2 3 1

Table 9. Hardware Specification of NG-MON

To monitor the Internet traffic generated from our campus network, we used
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four Flow Generators, two Flow Stores, Three Analyzers, and one Presenter: total
10 Linux machines, as illustrated in Figure 30. The hardware specifications of
these 10 Linux machines are described in Table 9.

Each Flow Generator systems have two 1-Gbps optical Ethernet NIC to
capture both directions of traffic flows from each 1-Gbps Ethernet link between
two core switches and two Internet routers. We put the Packet Capture module and
the Flow Generator module into a single system with Xeon 2.4GHz 2 CPUs.
Because the average utilization of each target link is low enough to be handled by
the specified system. As the Flow Store system and the Presenter, we used two
general-purpose computer systems with Pentium-I111 800 MHz one CPU and 20
Gbytes of hard disk. We used the Pentium-4 2.6GHz single CPU machine with
120Gbytes hard disk as a Traffic Analyzer. Each Traffic Analyzer handles about
100,000 flows of traffic data every minute. With this hardware specification, the
processing time of each Traffic Analyzer takes about 20 seconds. The hardware
specification illustrated in Table 9 is enough to cope with the amount of traffic
data generated from our campus network.

Three Analyzers (Host Analyzer, Security Analyzer, and Protocol Analyzer)
are running on three different machines which are composed of the same
hardware specifications. The Host Analyzer analyzes the bandwidth usage of each
host. The Security Analyzer detects any abnormal flows in the network, which is
generated from DoS/DDoS attack, Internet Worm, or Scanning. The Protocol
Analyzer performs the task of application-level traffic identification. Moreover,
we can easily add a new analyzer to this flexible NG-MON architecture.

5.5 NG-MON Presenter

The NG-MON Presenter provides the real-time analysis results of IP traffic
from these three different analyzers to the network administrators via Web user
interface. The Presenter also consists of three categories - Host view, Security
view, and Protocol view - according to the three different analyzers.
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NG-MON captures all the in/out Internet traffic and analyzes them from
various points of view. The analysis granularity of current NG-MON is one
minute, although it can be configured to other values. During each minute, each
phase of NG-MON performs its assigned task. The application-level traffic
analyzer also works with one-minute granularities; the analysis result is stored in
the DB every minute.

We can notice the result of application-level traffic analysis in the protocol
view pages of the NG-MON Presenter. Figure 31 shows an example of the
application-level traffic analysis results.

=10l
a
| J’U-U‘; (J‘ J NG-Mon Host Security Protocol Time 24410 PM
PROTOCOL INFD, Application Layer Analysis Main View Al
B0 Network.Layir 2004.04.07 - 1667 Minute Total Throughput: 2004.04.07 - 15:57
HEy Transport Layer Total TCP | UDP 280 3.2
5@ Application_Layer |Flows 93,119 45.46% | 54.54% 260 3.0
o[ Minute View  |Packets |2.734,520 B | 4E7% 240 08
[ Hourview Bytes  |1,857,791,460 5.97% | 203% 20 Lol
- o[ Day-View Bandwidth| 247,705,528,.00 bps 0 5 10 15 20 5 30 [ 40 45 G0 5
. a Minut
[ Month_iew Lprews mm Show ‘ SER = EEEEE e
D OPHATLAB Overall Statistics of Application Layer Traffic Analysis
click_for_detail
Flows Packets Bytes
Total Determined Total Determined Total Determined
98,590 2,609,564 1,767,147,443
93119 (393.47%) 2,734,520 (S.47%) 1,857,791,460 (35 17%)
Top 10 List of Determined Applications
click_for_detail
Index |Rep. Port Application Name Flows Pkts Bytes Detaill
1 4681 eDONKEY 33310 3361% 946418 | 3457%  B39682541 Wi B
2 a0 HTTP-WEB 16,682 1665% GoR015 | 2400% 301847040 | 205% | @ | -
3 9493 FREECHAL 813 082% | 209409 | 7.E6% 193,168,724 104% | B
4 A FTP oA 00%% | 16850 | 427% 103,839,384 BEX% | B
5 22321 SORIBADA /442 J/EM 113128 414% 72,178,533 5% | B
i 8404 V_SHARE 8,027 B.1% 74,582 273% 61,111,158 %% B
7 1863 MEN 3606 384% | 73787 27% 47,159,180 25% | B
] 10020 KT_IM&N 108 011% | 46463 1.7% 34,670,727 6% | B
9 1755 Vihledia 143 014% | 33583 1.23% 34,656,417 18% | B
10 gag1 BITTORENT 215 0.22% | 35,000 1.32% 30,042,514 162% | B
TOTAL 90433 91.28% 2306285  84.34%  1,588,364,303 | BAO4% s
& [ErE=E

Figure 31. Application Protocol View Page of NG-MON
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Figure 31 is the front page of the application-layer traffic analysis. From the
left menu, we can select 4 different analysis time scales: minute, hour, day or
month. The minimum analysis time granularity is minute, which can be changed.
The hour data is a summary of minute analysis results, and the day data is a
summary of hour analysis results. In the same manner, the month data is a
summary of day analysis results.

Inside the main result page, the upper left table shows the summary of
analyzed traffic data at the specified time scale. The upper-right time-series graph
shows the variation of bandwidth and number of packets during a specified time
interval. We can see the proportion of determined traffic at specified minutes in
terms of bytes, packets, and flows in the middle table. We can see the top 10 list of
application traffic and the top 10 list of undetermined flow groups. The bottom
table shows the top-10 list of determined flows according to the application name.
In addition, the undermined flows are listed on the front page of application-level
traffic analysis.

application/minute/determined_flows _detail php?arget_time=1081321034 - Microsoft Internet Explorer
List of Determined Applications
<<Pray-30-min> <<Prey-1-min> 2004.04.07 - 1857 <Mext-1-minz> <Next-30-min: >
[top10] [top20] [topd0] [topB0] [topB0] [top!00] [top1000] [all
Index |Rep. Port Application Name Flows Pkts Bytes Detail

1 AE61 eDONKEY 33310 |33.B1%| 045,418 34.57% 539,682,641 34.43% | B
2 80 HTTP-WEB 18,682 18.85%  B57.015 24,03% 381,847,040 2085% | B
3| 9493 FREECHAL 813 0.82% 203,409 7.66% 193,168,724 10.4% | B
4 21 FTP ais] 0.09% 116,830 4.27% 103,839,384 5E¥% | B
5 22321 SORIBADA 25442 2RE%| 113128 4.14% 72,178,533 389% | &=
B 3404 W_SHARE 8,027 8.1% 74,582 2.73% B1,111,168 329% | B
7 1863 MSN 3,605 3.64% 73,787 27% 47,159,165 284% | B
8 10020 KT_IM&N 108 011% 46,463 1.7% 34,678,727 1.87% | B
9 1755 Whiedia 143 0.14% 33,583 1.23% 34,656,417 1.87% | B
10 6851 BITTORENT 215 0.22% 36,000 1.32% 30,042,614 162% B

TOTAL 90,433  91.24% 2,305,285 | B4.34%  1,598,364,303 | BE.04% =

Figure 32. Top 10 list of determined Applications

Figure 32 shows the sorted list of determined application traffic with the
proportion of them in flows, packets, and bytes. The top-10 list based on flows,
packets, and bytes could be different. In this page, we can understand how many
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flows, packets, and bytes have been generated by a specified application and their
proportions.

repPor - Microsoft Internet Explorer

cted_application, php?target_time

A hittp /7141,

plication/minute/s

Flow Information of Selected Application ™
<<prey-30-min> <<prev-1-min> 2004.04.07 - 1557 <next>> <next-30-min>>
Application Name=eDONKEY, repPor=4661
[top!0] [top20] [topd0] [topBD] [topB0] [top100] [top1000] [all]
Index srclP dstlP srcPort | dstPort | protocol 945"“';:%54_ 57%) BSQ,BBZ?;I;E(Sﬂd. 43%)
1 141,223,92.55 - 2206531125 - 4662 0 TCP 12,893 1.36% 18,060,824 282%
2 B6.55.133.62 - 141.2253126.165 - a 2280 TCP 12,729 1.35% 11,512,605 1.8%
3 141,223,73.24 - E7.121.5.E5 - a 1024 TCP B,254 0.B6% 0,212,834 1.44%
4 14,2253 210.64 - 210.106.42.107 - 4662 0 TCP 5,484 0.58% 7.491,5378 1.17%
5 218.232.163.25 - 141,223, 168,858 - 4662 0 TCP 5,497 0.58% 6,382,792 1%
g 220.86.218.62 - 141,223126.75 - 4662 0 TCP 4,404 0.47% 5,071,892 0.79%
7 110017312 - 141,223171.245 - 0212 0 TCP 3,520 0.37% 5,013,636 0.78%
g 141,223,205,39 - B1.106.75.132 - 4662 0 TCP 3,694 0.39% 4,881,277 0.76%
g 61.111.238.253 - 141,223, 168,85 - a 4662 TCP 3,633 0.38% 4,568,668 0.76%
10 220.83.100.198 - 141,223,202,28 - 4662 0 TCP 3,707 0.39% 4,745,700 0.74%
TOTAL E1,815 B.54% FR241,606 | 12.07% ZI

Figure 33. Flow-level details of a Selected Application

Figure 33 shows the flow-level details of specific application traffic. From
this page, we can see the port numbers and transport protocol type used by a
specific application. Furthermore, we can see which hosts are involved in the
generation of specific application traffic.

The graphs in Figure 34 are three time-series graphs showing the proportion
of determined traffic in flows, packets, and bytes during a specified one-hour
period. Figure 34-(a) shows the proportion of total determined flows, which
indicates that more than 98% of flows are determined while 96% of packets and
bytes, on average, are determined. The determined ratio of flows is always higher
than that of packets and bytes. Figure 34-(b) and Figure 34-(c) shows the
proportion of determined TCP and UDP traffic, respectively. As Figure 34-(b) and
Figure 34-(c) illustrates, the determined ratio of UDP traffic is higher than TCP
traffic.

The undetermined flow information is also presented in our application-layer
protocol view pages, which helps us to investigate unknown applications in off-
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line. Our system aggregates the undetermined flows into several groups using the
flow correlation information. Based on the flow data in a specified undetermined
group, we can easily find newly emerging application. After adding the
representative port of the newly detected application into APT table, the new
application flows are analyzed.

Total Percentage during last 1 hour

100

Lo
o

Fercentage
o
[a 3]

a4
92 | N N T N Y I [ v |
5 10 15 20 25 30 35 40 45 50 55 o
Minute
— Flows — Pkts Bytes
(a) Total determined traffic during last 1 hour in time-series graph.
TCF Fercentage during last 1 hour
100
a0
o0 93
=
E96 _\
o o4
o
9z T T N N Iy v v |
6 11 16 21 26 il K] 41 45 51 56 1
Minute
= Flows = Pktz Butes
(b) TCP determined traffic during last 1 hour in time-series graph.
UDF Percentage during last 1 hour
100
[al]
=]
0]
E L
o 95
o L
[
]
o L
gOIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
7 12 17 2z 27 32 37 4z 47 52 57 2
Minute
— Flows — Pkts Butes

(c) UDP determined traffic during last 1 hour in time-series graph

Figure 34. The Proportion of Determined Traffic
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6. Characteristic Analysis of IP traffic

In this chapter, we describe the analysis results of recent IP traffic. We
collected the IP traffic using NG-MON from POSTECH Internet junction and
determined the application name of each traffic flow using the proposed flow
grouping method. We analyzed the captured traffic traces from the various
perspectives and cauterized the recent IP traffic in application-layer.

6.1 Collection of IP Traffic Trace

In order to collect IP traffic data, we used the NG-MON Flow Store, which is
deployed on the Internet junction of POSTECH, as illustrated in Figure 35. NG-
MON is a real-time traffic monitoring and analysis system for high-speed network
links, which is developed by our research group from 2002. The role of NG-MON
Flow Store is to receive the flow data from Flow Generators, store them for some
time, and provide them to any kinds of Traffic Analyzer.

1Gbps
Optical link

100 Mbps Metro Ethernet

Core qwi

Campus
Backbone
Network

Router

A Traffic Trace
Flow Store Collector

Figure 35. Traffic Trace Collection Method

To collect the IP traffic trace we developed a new traffic trace collector
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system, whose function is to retrieve the flow data from the NG-MON Flow Store
and keep the entire flow data for future off-line traffic analysis. For the traffic
trace collector system, we used a Linux system with Pentium-I1 400MHz single
CPU, 640Mbyes memory, and four 120Gbytes hard disk (total 480G bytes).

The POSTECH campus Internet link is composed of two 100 Mbps Metro
Ethernet links. The average link utilization is about 200Mbps, considering the two
inbound and outbound traffic. We collected the flow data which is stored in the
NG-MON Flow Store, not raw packet data or packet header data. The amount of
flow data collected during a week was about 50 Gbytes in our campus network.

We have about 6,000 computers connected to the POSTECH campus network.
Microsoft Windows Operating Systems (Windows 98/ME/XP/NT/2000/2003) are
installed in 80% of computers, and remaining 20% of computers are running on
the Unix-like operating systems, such as Linux, Sun Solaris, IBM AIX, HP-UX,
etc. In addition, all of our 2,800 students live in campus dormitories.

Location Internet Junction of POSTECH Campus Network
Cg'éer%'é’” 2/1/04 — 2/7/04 2/17/04 — 2/23/04 3/6/04 — 3/12/'04
Total File Size 41 Gbhytes 43 Ghytes 53 Ghytes
Flows Packets Bytes Flows | Packets Bytes Flows | Packets Bytes
(x108) | (x108 | (GB) | (x108 | (x10% | (GB) | (x108 | (x109) | (GB)
295 18,345 | 13,697 325 19,246 | 13,619 206 21,015 | 14,321
TCP | (3a%) (93%) (98%) (35%) (92%) (97%) (24%) (91%) (97%)
537 1,089 190 543 1,381 327 591 1,564 341
UPD | (6200 (5%) (1%) (59%) (6%) (2%) (70%) (6%) (2%)
Total e 33 190 16 39 177 15 38 335 33
(3%) (0%) (0%) (4%) (0%) (0%) (4%) (1%) (0%)
e 0.1 1 06 0.1 1 0.2 0.004 2 05
€S (o) ©%) | ©%) | ©% | ©%) | (o (%) (%) (0%)
Total 866 19,636 | 13,905 908 20,806 | 13,962 836 20017 | 14,697
(100%) | (100%) | (100%) | (100%) | (100%) | (100%) | (100%) | (100%) | (100%)

Table 10. Traffic Trace Summary

We collected IP traffic for three weeks during two months (Feb. and Mar.) in
2004. The overall summary of our traffic trace is illustrated in Table 10. The total
number of flows captured during three weeks was 2,610x10°, and the total bytes
are over 40 TB. Among them, we considered only TCP and UPD traffic in the
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analysis categories, which occupies more than 99% of total traffic in bytes. From
the captured traffic data, we excluded the packets which had spoofed information
in the packet header values. The portion in this category was 0.5% in bytes and
3.3% in packets of total traffic.

The average bytes per packet were calculated as 642 bytes from Table 10.
The average bytes per TCP packet was 678 bytes, which was greater than that of
UDRP traffic (239 bytes). The average packet count of flow was 28 (average TCP
and UDP packet counts of flow were 98 and 3, respectively). We assume that a
large number of UDP flows are composed of less than 2 packets. The average
bytes per flow were 18,239 bytes. (Average TCP and UDP bytes per flow were
67,043 and 756 bytes, respectively). This result well describes the usage of TCP
and UDP. TCP is used to transfer an important and large amount of data between
the client and server due to its reliable service mechanism, while UDP is usually
used to send short messages, the drop of which could be tolerable.

The ratio of TCP and UDP traffic in bytes and packets are similar to each
other; over 90% of total packets and total bytes are TCP traffic. Still, TCP is used
by the majority of current Internet applications. However, the flow ratio of TCP
and UDP traffic is opposite to the previous case. The number of total UDP flows
is about two times greater than the number of total TCP flows, as illustrated in
Table 10. A small number of UDP packets with less bytes than TCP packets cause
a significant amount of flows. This implies that the UDP traffic in the current
network environment highly influences the flow-based traffic analysis system
negatively, because the performance of these systems depends on the number of
generated flows rather than the number of packets and link utilization.

Another interesting fact about flow is illustrated in Table 11. The inbound
and outbound traffic shows close one to one ratio in terms of flow count and
packet count. The inbound traffic refers to the traffic transferred from the Internet
to our campus network, and the outbound traffic is vice versa. Considering bytes,
the total outbound traffic is 1.41 times greater than inbound traffic, which is
commonly reported in many university networks [31]. This implies that the
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inbound packet size is smaller than the outbound packet size, and the inbound
byte size of a flow is also smaller than that of outbound flow. Moreover, the
outbound TCP bytes are larger than inbound TCP bytes with the same ratio of
total traffic, but the inbound UDP bytes are two times larger than outbound UDP
bytes. We believe that the former case is mainly due to P2P traffic and popular
FTP servers operated by students, and the latter case is due to multimedia service
traffic from outside servers using UDP to transfer video/audio data.

Collection Period 2/1/04 - 2/7/04
Ratio(%) Flows (In:Out) (%) Packets (In:Out) (%) Bytes (In:Out) (%)
TCP (47:52) (49:50) (40:59)
UPD (51:48) (52:47) (69:30)
Total
ICMP (46:53) (78:21) (76:23)
others (28:71) (37:62) (85:14)
Total (49:50) (50:49) (41:58)

Table 11. Inbound Traffic vs. Outbound Traffic

The total number of internal and external IP addresses appeared in the
captured flows was about 3,600,000. Among them, the number of internal IP
addresses was about 65,000 which was 2% of total IP addresses; the external IP
addresses was 98%.

6.2 High-level Characteristics of IP Traffic Flows

Figure 36, Figure 37, and Figure 38 illustrate six time-series graphs of the
traffic trace. Each graph shows variance of three-transport layer protocol (TCP,
UDP, and ICMP) traffic and the sum of them in three analysis metrics (flow,
packet, and byte). We also categorized the traffic into inbound and outbound
traffic to compare the directional behavior of our campus traffic. The total flow
distribution is mainly affected by the UDP flows, as illustrated in Figure 36-(a)
and Figure 36-(b). The inbound and outbound flow distribution has a similar
shape and the average number of outbound flows is slightly larger than that of the

83



inbound flow.
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Figure 36. Flow Distribution in Time-series Graph
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Figure 37. Packet Distribution in Time-series Graph
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The shapes of packet distribution and byte distribution graphs are primarily
affected by the amount of TCP traffic, which contradicts the shape of flow
distribution. The time-of-day effect appears in all three kinds of graphs. The
traffic increases from afternoon and marks to the peak between 10 p.m. and 1 a.m.
of next day, and it goes down in the morning, which is typical of our university
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Internet usage behavior since all of our students live in the campus dormitories.
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Figure 38. Byte Distribution in Time-series Graph

The incoming ICMP packets are much larger than the outgoing ICMP packets,
as illustrated in Figure 37-(a) and Figure 37-(b). This implies that the outside IP
addresses more frequently join and leave the network than the inside IP addresses
and the number of outside IP addresses are more than that of the inside. The
fluctuation of incoming bytes is higher than the outgoing bytes. That is because
the number of outside users are much higher than the inside users. In other words,
the more users access a network, the less fluctuation of download traffic appears.

6.2.1 Distribution of Flow Duration

Figure 39 illustrates the distribution of flow duration in the form of
distribution function (DF) graph and cumulative probability distribution function
(CPDF) graph of the traffic trace from Mar/06/2004 to Mar/12/2004, which are
drawn in log scale. The total number of flows is 852x10°. Among them, the
number of UDP flows is 592x10°, which is 2.7 times more than the number of
TCP flows.

The average flow length of TCP flows is 57.32 seconds, which is 5.3 times
greater than that of UDP flows - 10.72 seconds. As Figure 39-(a) illustrates, we
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can observe some long-lasting flows over 10° seconds (about 1 day). The
maximum value of flow duration is 392,217 seconds, which is 4 days 12 hours 56
minutes 57 seconds. The median of TCP and UDP flow duration is 1 second,
which indicates that the flow duration of over 50% of total flows is less than 1
second. The standard deviations of TCP and UDP flows are 540.84 and 76.62,
respectively. This indicates that the flow duration of most UDP flows belong to a
small range of time intervals.
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Figure 39. Distribution of Flow Duration

The number of UDP flows less than 80 seconds long is greater than the
number of TCP flows, as illustrated in Figure 39-(a). By contrast, over 80 seconds
long TCP flows are much more than the number of UDP flows. The number of
UDP flows less than 10 seconds is 508,074,860, which is 3.4 times of TCP flows
of the same duration. This number is 85.74% of total UDP flows, as illustrated in
Figure 39-(b). Moreover, the UDP flows less than 100 seconds and 1000 seconds
are 97.76% and 99.97% of total UDP flows, respectively. The duration of most
UDP flows is less than 1000 seconds. In case of TCP flows, the TCP flows less
than 10 seconds, 100 seconds, and 1000 seconds are 68.64%, 92.19%, and
99.47%, respectively. From this flow duration analysis we know that the duration
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of TCP flows are more evenly distributed between 0 and 1000 seconds than UDP
flows.

6.2.2 Distribution of Packets in Flows

Figure 40 illustrates the distribution of packets in flows with the form of DF
graph and CPDF graph from the same traffic trace, which is also drawn in a log
scale.
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Figure 40. Distribution of number of packets in flows

Figure 40-(a) shows that the distribution of the total flows is similar to the
distribution of TCP flows after the packet count exceeds 3. The number of UDP
flows with less than 2 packets is 19 times more than that of TCP flows. After the
packet count exceeds 3 on the X axis, the number of TCP flows is greater than the
number of UDP flows. Figure 40-(b) shows that the ratio of TCP flows aggregated
with only 1 packet is about 6% of the total TCP flows, compared to about 76% in
the case of UDP flows. The number of TCP flows with less than 1000 packets
occupies a large portion of the total TCP flows. By contrast, the number of UDP
flows with less than 10 packets takes a large portion of the total UDP flows.
Particularly, the number of UDP flows with a couple of packets takes about 92%
of the total UDP flows. Consequently, the number of packets belonging to the
TCP flows is greater than the number of packets of UDP flows.
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6.2.3 Distribution of Bytes in Flows

Figure 41 illustrates the distribution of bytes in flows with the form of DF
graph and CPDF graph from the same traffic trace, which is also drawn in a log
scale.
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Figure 41. Distribution of byte size in flows

Considering TCP flows, the bytes of TCP flows are evenly distributed until
1000 bytes with some fluctuation. The number of TCP flows decreases
exponentially after 1000 bytes. The number of UDP flows shows similar
exponential decrease after 300 bytes. Considering the flows having less than 1000
bytes, the number of TCP flows is 154x106, which is 72% of total TCP flows.
Figure 5(b) shows three vertical increases of TCP flows at 64, 130, and 200 bytes,
respectively. About 90% of TCP flows are composed of less than 4000 bytes.

The number of UDP flows less than 1000 bytes is 587x10°, which is 99% of
total UDP flows and 3.9 times larger than TCP flows. The 64 bytes UDP flows are
53%, which means that half of the total UDP flows are single packet flow. 90% of
UDP flows are less than 200 bytes, as illustrated in Figure 41-(b).

88



6.2.4 Duration vs. Packets vs. Bytes

Figure 42 illustrates the relationship among three fields (duration, packets and
bytes) in flows. We also compare the TCP and UDP flows using these three values
together. We used a randomly selected 800,000 flows from our traffic trace to plot
these graphs. Two-thirds of them are UDP flows and the remains are TCP flows.
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Figure 42. Relationship among duration, packets, and bytes

Figure 42-(a) and Figure 42-(c) show that the bytes in the flows are
independent of the flow duration. The relationship between packets vs. flow
duration is also independent of each other, which shows similar graphs to the
bytes vs. duration graphs. The bytes in most UDP flows are less then 5000 bytes
regardless of the flow duration. But the bytes of TCP flows are spread widely in
the chart. The flows with large bytes and low duration and flows with small bytes
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and high duration appear together in this graph.

The bytes in flows are proportional to the number of packets, as illustrated in
Figure 42-(b) and Figure 42-(d). In the bytes vs. packets graph of TCP flows, two
thick boundary lines appear, and all TCP flows belong between these two
boundary lines. The bytes per packet around the lower boundary lines are 64 bytes,
and the bytes per packet around upper boundary lines are 1500 bytes, which is the
maximum packet size of the Ethernet frame. We have a considerable amount of
TCP flows with 1500 bytes per packet, while no UDP flows has this amount of
bytes per packet value. Most UDP flows have less than 500 packets and 50,000
bytes.

6.3 Application-level Characteristics of IP Traffic Flows

For application-level traffic identification, we constructed the APT
information by investigating about 700 Internet-based applications. When we
applied our proposed method to determine the application name of traffic flows,
the proportion of determined traffic from the total traffic trace was 99.5% in terms
of flows, 94% in terms of packets, and 92% in terms of bytes, respectively. The
determined ratio of flows, packets, and bytes in each collection periods are
illustrated in Table 12.

Collection

. 2/1/04 — 2/7I'04 2/17/04 — 2/23/04 3/6/'04 — 3/12/'04
Period
Flows | Packets | Bytes Flows | Packets | Bytes Flows | Packets | Bytes
(x108) (x109) (x109) (x108) (x109) (x109) (x108) (x10%) (x109)
Total 833 19,443 | 13,888 869 20,627 | 13,947 899 20,407 | 13,804

Determined 827 | 18,605 | 12,998 | 861 | 19,475| 13,017 | 892 | 19,222 | 12,759

Ratio (%) 99.3 95.6 93.6 99.1 94.4 93.3 99.3 94.1 92.4

Table 12. Summary of Application Identification

The identification ratio of flows is greater than those of packets and bytes.
The reason is the proposed method is based on flow correlations. A flow with
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large amount of packets or bytes cannot be determined if we could not find any
dependency information with other flows. In fact, we could easily find some
applications which provide a way to set the peer’s port number and IP address
manually by user.

We found an interesting fact that most determined traffic were generated by
less than 100 applications among the applications listed in the APT. Table 13
shows the 10 heaviest applications in three perspectives of traffic metrics: the
number of flows, the number of packets, and the total byte size, respectively. As
Table 13 shows, the flow distribution does not follow the packet and byte
distribution, while the packet and byte distribution is almost in accordance with
each other.

Flows Packets Bytes

Top 10 apps ratio(%) (In:Out) (%) Top 10 apps ratio(%) (In:Out) (%) Top 10 apps ratio(%) (In:0ut) (%)
eDONKEY 48.5 (50.8:49.2) eDONKEY 27.3 (50.6 : 49.4) eDONKEY 24.2 (47.6:52.4)
SORIBADA 29.6 (49.9 : 50.1) HTTP-WEB 16.6 (56.0 : 44.0) HTTP-WEB 18.1 (66.2: 33.8)
V_SHARE 4.5 (54.0 : 46.0) FREECHAL 7.5 (411:58.9) FREECHAL 9.5 (146:85.4)
HTTP-WEB 4.1 (49.1 : 50.9) FTP 7.2 (44.0 : 56.0) FTP 8.7 (21.2:78.8)
MSN 2.2 (50.2: 49.8) V_SHARE 4.8 (48.9:51.1) V_SHARE 5.8 (44.8:55.2)
BATTLE_NET 2.0 (10.5: 89.5) SORIBADA 3.2 (49.4 : 50.6) MSN 2.8 (454 :54.6)
AFS 1.8 (49.9 :50.1) AFS 2.9 (47.2:52.8) mIRC 2.3 (5.5:94.5)
DNS 14 (49.5 : 50.5) MSN 2.7 (50.4 : 49.6) SORIBADA 2.0 (34.6:65.4)
SAYCLUB 0.9 (49.8 : 50.2) mIRC 2.0 (449 :55.1) BITTORENT 2.0 (25.8:74.2)
FREECHAL 0.6 (49.9 :50.1) BITTORENT 1.8 (44.6 : 55.4) WMedia 1.3 (91.3:87)
Total 95.6 (49.7: 50.3) Total 76.0 (49.6:50.4) Total 76.7 (43.2:56.8)

Table 13. Top 10 Most Popular Applications in Flows, Packets, and Bytes

The top 10 most popular applications occupy the 95.6% of total flows, the
76% of total packets, and the 76.7% of total bytes, respectively. This indicates that
the flow distribution is more skewed than the other two distributions. Six
applications in flow distribution and seven applications in packet and byte
distributions in the above table are P2P applications, which belong to M-D-3. Our
results are in accordance with the results of several previous results in P2P traffic
analysis [29, 30, 32, 33]. The Web traffic is still one of the most traffic-consuming
applications, while the FTP application is less than web application. The world-
wide P2P applications such as eDonkey [82] and KaZaA [32] occupy a large part
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of Internet traffic. In addition, the nation-wide P2P applications such as
V_SHARE [84], FREECHAL [85], SAYCLUB [81], and SORIBADA [83] are
located in the top 10 list of three different distributions and occupy a large part of
Internet traffic.
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Figure 43. CDF of top-150 applications generating traffic

Figure 43 shows cumulative probability distributions in terms of flows,
packets, and bytes of the top 150 traffic-generating applications in our traffic trace.
Figure 43 indicates that the flow distribution is more skewed than the other two
distributions. Several popular applications generate most IP traffic flows; the top
six applications occupy about 80% of total traffic flows. In addition, the outbound
traffic flows are more skewed than the inbound traffic flow distribution and byte
distribution.

6.3.1 Traffic Statistics of Selected Applications

Among the top-10 applications, we have selected seven applications for the
following categories: Traditional, P2P file sharing, instant messaging, and
streaming applications. Web and FTP are representatives for the traditional
applications which still take a significant portion of Internet traffic. SORIBADA
(a Korean version of Napster), V_SHARE, and eDonkey are our choice of P2P
file sharing applications widely used in Korea as well as in the rest of the world.
MSN is the most popular instant messaging application without a question. Finally,
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we investigate the streaming media traffic of Microsoft’s Windows media
application.

packets WWW FTP ng;w Soribada eDonkey MesMsSe’r:lger V-share
80 21 1755 22321 4661 1755 8404
Min 1 1 1 1 1 1 1
Max 1,078E3 2.491E6 658364 357403 375090 894156 1.341E6
Mean 197.16 558.50 1696.58 2.768 21.49 239.26 33.31
std 4533.56 16492.50 10185.18 492.97 1787.54 7293.31 4125.44
Bytes Www FTP ng;w Soribada eDonkey MesMsSe’r:lger V-share
80 21 1755 22321 4661 1755 8404
Min 64 64 64 64 64 64 64
Max 1.380E9 3.545E9 9.868E8 6.625E7 4.819E8 1.326E9 1.819E9
Mean 154603.15 | 464653.32 1.806E6 626.50 14313.59 173030.81 31271.88
std 5.14173E6 | 2.00648E7 1.249E7 106643.33 2.103E6 8.912E6 5.164E6
Flow Duration wWww FTP V\’\//:r;g?aw Soribada eDonkey Meg/ls?ezlger V-share
80 21 1755 22321 4661 1755 8404
Min 0 0 0 0 0 0 0
Max 120047 77409 106554 85970 42906 141228 26432
Mean 61.32 20.08 337.38 9.00 30.19 547.54 1.98
Std 606.28 421.74 1465.44 158.12 279.82 3761.41 100.70

Table 14. Statistics of Selected Applications

Table 14 illustrates packets, bytes, and flow duration summary of each
application. One interesting behavior of SORIBADA is to generate excessive
number of flows which contain only a couple of small size packets. This
characteristic results in the relatively low average number of packets per flow -
2.768 packets per flow. The mean number of packets in eDonkey’s flow is 21.49
packets which is slightly larger than SORIBADA’s. The architectural differences,
such as node structure and search mechanism, between the two applications are
responsible for this phenomenon.

The maximum values of flow bytes of all the 7 applications are very high
(over 10E7). This indicates that all these applications have a functionality to
transfer large amount of data in a flow like FTP. Emerging new applications (P2P
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file sharing, instant messaging, and streaming media applications) share the
similar characteristic with FTP in the category of the maximum transferred bytes.
Since P2P file sharing and instant messaging application support the data
transferring functionality, they create full size packets within the data session, like
the FTP’s data session. Streaming media applications also require sending out the
full packets. In addition, web also seems to share the similar property. This is
because some of the applications use port 80 for download, and the downloadable
content is embedded into web sites.

Flow duration is low for P2P files sharing applications. We believe that short
query and search messages are responsible for this phenomenon; the average flow
duration of SORIBADA and V_SHARE is 9 and 1.98 seconds, respectively. The
mean duration of Web is greater due to the user behavior of the Web browsing
applications where they involve the frequent user interaction. However, eDonkey
does not fall into this category due to the large user population in the campus and
relatively well optimized query and search mechanism.

Finally, MSN messenger, an instant messaging application, has the longest
mean value of flow duration among the selected seven applications (547.54
seconds). There is a better chance for longer flow duration if the application is
capable of producing packets constantly with the short inter-packet generation
time. Consequently, the MSN messenger service acquires constant buddy list
updates (periodic interaction with the central server) and has usual user behaviors
of chatting tools.

6.3.2 Traffic VVariation over Time

For each application, Figure 44, Figure 45, Figure 46 illustrate the time-series
graph with a week long data in three different metrics: flows, packets, and bytes.
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Figure 44. Flow Variations over Time

In Figure 44, eDonkey generates the top number of flows among the seven
applications. Another P2P file sharing application, SORIBADA, produces the
second most number of flows in the campus. However, SORIBADA’s proportion
in terms of packets and bytes are less significant. Due to its design architecture,
most of SORIBADA’s flows are search and query flows with small size packets
and overwhelm the number of download sessions.
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Figure 45. Variation of number of packets over Time

In Figure 45, we observe that the Web traffic emerges as the second heaviest
traffic as well as in Figure 46. The average packets and bytes size per flow from
the Web traffic must be greater than the V_SHARE traffic because there is less
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number of flows with heavy packets. In addition, eDonkey again takes the top
spot in packets and bytes consumption. It is no doubt that the P2P file sharing
application traffic occupies a large volume of network traffic and reflects the

recent traffic pattern.
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Figure 46. Variation of Bytes over Time

The traffic generated from each application appears with time of day feature.
Especially, the applications which involve a strong user interaction, such as Web
and MSN messenger, show the strong signs of this feature. On the other hand, it is
less obvious for the eDonkey traffic because it is not only popular in Korea but
also in the rest of the world.

6.3.3 Number of packets and bytes of application traffic flows

For each application, Figure 47, Figure 48, and Figure 49 illustrate the
relationship between the two metrics: bytes and packets. One common
characteristic of the figures is that they all have clear upper and lower boundaries.
The upper and lower bounds indicates the range of Ethernet frame size — 64 ~

1500 bytes.
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Figure 47. Traditional Applications

In traditional applications, the Web traffic consists of packets with wide range
of byte sizes. Although it seems the density around the boundaries is quite high, it
is simply because there are a large number of packets generated by Web (16% of
all packets). On the contrary, FTP packets are concentrated on the two boundaries
in Figure 48. This reflects the difference in bytes of the packets generated by two
separate connection sessions of FTP: a control session and a download session.
The control session usually contains simple command messages, such as start and
stop, so the generated packets are small. The download session sends out the full
packets (with maximum 1500 bytes). Thus most FTP related packets are either
minimum or maximum of Ethernet frame unit.
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Figure 48. File Sharing Applications

In Figure 48, P2P file sharing traffic shows a somewhat similar shape to FTP
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traffic. However, there is less number of full packets than FTP traffic has due to
the following reasons: unstable connection and low successful download ratios.
Unlike FTP’s stable connection, P2P systems can not guarantee a reliable
connection with the content provider. Also, the connection speed varies to the
network condition, so users have the tendency to frequently cancel the established
download session. In the case of SORIBADA, one additional factor causes the
phenomenon described above. The content being exchanged is mp3 music files
which are relatively small, usually less than 10 Mb. Furthermore, packets, which
stay close to the lower boundary on the graph, consist of query, search, and ping-
pong messages of typical P2P applications.
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Figure 49. Instant Messaging and Streaming Applications

In Figure 49, we observe that there is high density of points nearby the lower
boundary on the MSN messenger graph. This infers that a large portion of MSN
messenger traffic consists of small size packets with simple text messages. We
also monitor the full size packets that are used for P2P download sessions. In the
Windows media example, the shape of the graph is again similar to FTP traffic.
However, the wider distribution of packets around the upper boundary is present.
We believe that rate control mechanism of streaming media applications is
responsible for this distribution model. The data transmission ratio of the
download session can be selected by the user or the provider (e.g. 100 Kbytes/sec,
300 Khbytes/sec, or higher) and has the influence on the size of data packets. In
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addition, some of the points are placed beyond the maximum bound, 1500 bytes.
These points appear in the data set because we reassemble the fragment packets in
the flow generator phase.
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7. Conclusion

This section summarizes the overall contents of the thesis and lists a set of
contributions this thesis achieved. In addition, the future work is discussed.

7.1 Summary

Two critical problems exist in traffic monitoring and analysis of today's
Internet traffic compared to the past network environment. The first is how to
capture and handle the huge amount of traffic data generated from high-speed
network links (such as 2.5 Gbps and higher) in a real-time manner, The second is
how to analyze diverse and complex types of traffic generated by many different
types of network-based applications, such as streaming media, P2P, and gaming
applications.

Considering the first problem, this thesis presented a scalable and flexible
design of a network traffic monitoring and analysis system, called NG-MON, for
high-speed networks which can be applied any kind of network links. Using
distributed, pipelining and parallel processing techniques, we have designed a
flexible and scalable monitoring and analysis system, which can run on off-the-
shelf, cost-effective computers. The monitoring and analysis task in NG-MON is
divided into five phases; packet capture, flow generation, flow store, traffic
analysis, and presentation. Each phase can be executed on separate computer
system and cooperates with adjacent phases using pipeline processing. Each phase
can be composed of a cluster of computers wherever the system load of the phase
is higher than the performance of a single computer system. In addition, we have
defined efficient communication methods and message formats between phases.

The other problem with traffic analysis is caused by the large number of
applications and their use of dynamic sessions. The traditional traffic analysis
mechanism which is based on the well-known port number is not suitable to
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analyze newly emerging Internet traffic, such as P2P, streaming media, and game
traffic. In this thesis, we have presented a method to identify the Internet traffic at
the application layer, which is the preliminary but critical step for the
characterization of Internet traffic as well as for other variety of uses. First, we
categorized Internet traffic from perspective of traffic analysis. We categorized
most current network-based applications into five classes according to their traffic
usage pattern. Using this categorization, we developed a flow identification
method, which determines the application name of individual traffic flows. The
proposed method consists of three components: an Application Port Table (APT),
an Important Port Selection (IPS), and a Flow Relationship Map (FRM).

The first step of the proposed method is to construct an Application Port
Table (APT). The APT contains the application name, its frequently used port
numbers excluding dynamically assigned port numbers, and transport-layer
protocol numbers. The second step (IPS) generates flow information from the
captured packets according to their 5-tuple information, and then selects the
important port number from the flow information of TCP flows. The third step
(FRM) classifies individual flows into a number of groups according to their
relationships and marks flows with corresponding application name. The FRM
consists of two consecutive flow grouping steps: PDG and LDG.

To validate our method, we designed and implemented an application-layer
traffic analysis system as an essential part of the NG-MON system, and deployed
this system on the Internet junction of our campus network. We collected IP traffic
form our campus Internet junction and determined the application name of the IP
traffic flows. We have identified more than 90% of Internet traffic from
POSTECH using our proposed method. We characterized the flow-level features
of current IP traffic based on the traffic traces. The analysis result shows that more
than 50% of recent Internet traffic is caused by the newly emerging applications,
especially P2P applications. In addition, most Internet traffic is generated by about
10 most popular applications.
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7.2 Contributions

The thesis research was conducted on three critical areas of current IP traffic
monitoring and analysis: the architecture of monitoring system for high-speed
network links, the application-level traffic identification method, and the
application-level traffic characterization on current IP traffics. The followings are
core contributions that are expected from this thesis research according to these
sub-research categories.

First, we have designed and implemented an architecture of a real-time traffic
monitoring and analysis system (NG-MON) suitable for the high-speed network
links from scratch. We have deployed the NG-MON on our campus Internet
junction. From the first set up of NG-MON in 2002, NG-MON provides various
analysis results about Internet traffic to the campus network administrators till
now. Along with our experience in the development of NG-MON, a feasible
guideline for developing a traffic monitoring system for high-speed backbone
network is presented.

Second, we categorized current network-based applications into several
classes according to their traffic patterns generated by them. This categorization
must be helpful to understand the dynamics of IP traffic generated by various
Internet-based applications, such as peer-to-peer, streaming, and gaming
applications. Because the current networks are full of highly complicated and
sophisticated applications like these, the monitoring and characterizing of IP
traffic is highly challengeable.

Third, we developed a new method to identify IP traffic in the application
layer. This method is highly significant as the preliminary step to the application-
level traffic characterization. Our method is the first research result which
considers the dynamically assigned port numbers in the entire range of
applications. Through the knowledge achieved from the development of the
proposed method, along with our experience in implementing and deploying it, it
was possible to distinguish Internet traffic according to the corresponding
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applications with high accuracy.

Finally, we have performed various analyses on the IP traffic from the
perspective of flows. As a result, we found that the new types of Internet-based
applications generate large amount of shot-time and short-size flows, which
influences the performance of modern traffic monitoring and analysis systems
negatively. In addition that, many new features of recent Internet traffic are
presented from this thesis research, which will help to understand current IP
traffic widely and deeply.

7.3 Future Work

Real-time traffic monitoring on high-speed network and application-level
traffic characterization are critical research challenges on current traffic
monitoring and analysis. In this thesis research, we handled these two problems
and proposed solutions with good result. The followings are a list of future work
we have in mind.

In this thesis, we characterized Internet traffic using traffic trace of a short
time period and from limited network links, which is insufficient to discern the
overall trends of recent Internet traffic. We are in the process of constructing a
long-term traffic trace by collecting traffic for a week in each month, and making
various traffic traces by collecting traffic in a number of ISP and enterprise
networks.

The IP traffic analysis performed in the thesis research mainly focused on the
flows in various perspectives. Though the analysis results provide a range of
useful information about current application traffic, we have many other analysis
items which should be taken. We are planning to do wide and in-deep analysis on
the collected traffic traces to get more information about current IP traffic.

The exact traffic identification in application layer leads to the accuracy of
high-level traffic analysis, such as P2P and streaming traffic characterization.
Therefore, we intend to apply the proposed method to various traffic trace to
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improve our proposed method, especially the FRM algorithm. Currently, we
applied our traffic identification method only to the normal traffic trace. We
should consider the traffic in case that abnormal traffic by DoS/DDoS and Internet
Worm occurs. We are going to apply our identification method to this kind of
traffic trace and validate and improve our method.

Further, the detail and accurate traffic analysis can provide useful information
towards the control of current Internet traffic. We are also considering the QoS
traffic provisioning based on the analysis result of Internet traffic as the next step
of our research.
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