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ABSTRACT

Today, network traffic is increasing continuoudly on the Internet, and the

deployment of many network-based multimedia applications, multimedia network
traffic continues to increase.

Many network traffic analysis systems have been developed and introduced.
Most of these network traffic analysis systems can anayze only real-time packets
or short-term traffic, but cannot analyze long-term network traffic. Thus, these
network anaysis tools are not appropriate for trend analysis or for long-term
network plan. And, these tools are not appropriate for analysis of very high
network traffic due to packet drop from the system overload and cannot analyze
multimedia service.

To analyze high network traffic without packet drop and dow response
time, we propose a load distribution network traffic monitoring and analysis
architecture. This architecture is constructed with packet capture module, packet
analysis module, and web-based traffic anaysis module in distributed system
environment. From this architecture, packet capture module can prevent packet
drop from the monitoring system overload. We can analyze long-term network
traffic using packet hash algorithm and database. Further, we can analyze

multimedia service traffic usng UDP/TCP port numbers.
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CPU

, Peer-to-Peer (P2P) [1]

ftp



ftp
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40 ~ 100

telnet,






21 (Packet Capture)
libpcap [2]
SNMP[3] MIB
. NMP
libpcap
libpcap
libpcap
211
promiscuous



promi scuous

1
packet capture
User memory application A
\4 4. .
A User
Kernel
3. | Protocol erne

Stack

Kernel packet memory 1. promiscuous mo\je

device driver
(Link level)

interrupn Kernel
packets Network

. promiscuous

TCPIP

1

promiscuous
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Mbps
350 MHz, 256 MB PC
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2.2

2.3

231 MRTG

MRTG (Mult-Router Traffic Grapher) [4]
5

C Pel

13



NT
SNMP MIB libpcap

232 Ntop

Ntop [5] Deri Luca 1998

. Ntop
. Ntop

. Ntop

14

. Ntop

MRTG

MRTG

‘Network top’

top

. Ntop

ARP



2.3.3 WebTrafMon

WebTrafMon [6]

. WebTrafMon
Ntop
24
2.3.4 Ethered
Ethered [7]
. GTK+
X MS

. Gerald Comb 50
. Ethered

15



235 NNStat

NNStat [8] Robert Braden Annette DeSchon 1988

.NNStat SAA(Statistics Acquisition Agent)  SCH(Statistics Collection
Host) . SAA
SCH : SAA
SAA SCH . SAA

. NNStat  SunOS 4.0 NIT(Network Interface Tap)

2.3.6

Tcpdump [9] Tcpdice
[10]  Tcpdump
.snoop [11]  Etherfind SunOS 5.x
.snoop  tcpdump
argus [12], arpwatch [13], nsfwatch
[14], drawbridge [15]
MS
ewatch [16] sniffer pro [17] .ewatch  sniffer
pro Ul

16



237

2.3
1
1
Capture | Analysis | Analysis | Anadysis | Load User
Method | Method | Interval Scope Distribution | Interface
packet
Tcpdump libpcap | by current layer 4 no Text
packet
real-time
Nitop libpcap | traffic ﬁoﬁ‘l’o“d’ layer 2-7 o | web
anaysis y
5 minute,
batch hourly,
MRTG snrgrg traffic daly, layer 2 yes Web
g analyss | weekly,
monthly
1 minute,
batch hourly,
WebTrafMon Il | libpcap | traffic dally, layer 27 yes Web
analyss | monthly,
yearly
1 WebTrafMon I
‘Capture Method’ . libpcap
‘Anadlysis Scope’  layer 2 layer 7
SNMP layer 2 . Tcpdump
libpcap layer 4 . ‘Anaysis Method

17




‘packet by packet', ‘red time traffic anadyss’, ‘batch traffic anayss’

.22
. ‘Anaysis Interval
current
Tcpdump . 1 minute, hourly
1 )
, Ntop 5 second 5
, ‘Load Distribution’
MRTG S\NMP
Agent
WebTrafMon I
‘User Interface
1
MRTG
MRTG
libpcap
WebTrafMon 1l
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3.1

1)

2)

3)

(

19

:ap, ip, udp, tcp)

. MRTG



( : ftp, http, mms, rtp, snmp, telnet)

4) . Ntop
5) ’
3.2
. Ntop
WebTrafMon | 24
3.3 .
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10 Mbps ~ 100 Mbps
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Centralized Traffic Analysis Architecture
BIEFAES=TY

presentation

analyzed information
user

ofLi2] Al ~EHolNd 25 X2l

network traffic data : packet heade :
- oty neftwork trafic datd
: 7 :

Distributed Traffic Analysis Architecture
(EEFAHAIAH)

distributed
environment :

Al el Al~E oM 2E =22l

Vs
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4.2

500 MHz, 128 M8
Line 24 Mbps traffic

800 MHz, 128 MB
Limux Sl

packet generating (Mgen)

800 MHz, 128 MB PC
PC

CPU
Mgen [18] . Mgen

25

ke
e

packet capluring (probe)

ubP



1036 bytes 40 11,400 pkt/s
) A Mbps :
probe . probe libpcap
Mgen 9 Mbps probe
probe . Mgen 94 Mbps
probe
probe
2
2

(usec) (%)
0.5 0.01
2 0.56
10 0.9
100 46.72
200 65.21
600 91.19

2 0.5 usec
, 2 USeC
. 10 usec , 100 usec
, 200 usec

, 600 usec




2 . Mgen

probe
% . 2 4
(%)
100
91.19
90
80
70 65:21
60
50 46.72
40
30
20
10 1056
000.9
o PSS T T TR T WU TN TR T T T A TN T TN TN WY WY WO ST T TR WY N TN TR TN T Y WA SR T T T NN WA T T T TN WA T TN TN TN NN W SN SN N S NN SN S NN S S N ']
N I O A T S SR S R S R S 3
(usec
4
4 2 2 UseC
05 %
100 usec 50 %
200 usec 65 % 1/3
800 MHz, 128 MB PC

27




2 usec 94 Mbps

4.3
MRTG Ntop
Ntop 10 GHz, 256 MB PC
MRTG SNMP
. SNMP
. Ntop libpcap
MRTG  Ntop
5
3
3 Ntop
5 (Mbps) (%)
MRTG 58.2 0%
Ntop 9.3 84 %

28




MRTG 5 58.2 Mbsp Ntop

5 9.3 Mbps 84 %
. NtOp y ) 1
3 . Ntop
44
. 40 ~ 90 Mbps 40 ~ 100
, 2 http

1

. Ntop
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SotE CIE|H 9| MOIA 1 2 SCHI3] X
848,869 O] T2l > 46,141 Jf (184 2 =)

i
=
u
2
=

2 ofd 8

54 646 2048 141,223.90.61  203,249.226.97 6 1260 2100

54 1563 2045 141,223.173.152 61.58.47,241 G G292 1877

54 915 2048 211.233.25.60 141.223.203.177 6 1755 2929

54 64 2048 141.223.73.120 211.233.3.244 6 3251 80

L | 1EE 04e leg 126 77 © 14l 2 1_E £ A2578 120

54 s s 168 125 7o 141 223 1 ¢ ‘ 472578 120

54 64 L186.146.61 141.223.204.40 6 1295 9002

54 64 .1.6 168.126.72.53 € 120 47578 \

54 L5608, 20 141,223. 1.6 ] 47578 120

54 70 . 141.223.66.65 6 1963 9292

54 64 ,126.72.53 6 1z0 47578

i 30

5 ‘_,1553 *3=4704 h
- » > X »

|time ‘ frame type ‘ sre ip ‘ dstip ‘ protocaol ‘ sre port ‘ dstport |tuh|size‘ count |




4704 count
3
1 848,869
46,141 ) 18
30 . 1
Pentium 800
MHz, 256 PC 8 . 8 1
8
Pentium 800 MHz, 256 PC 20
10 ,
848,869 , 46,141
45
RTP [19] RTP
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UDP/TCP

234 P2P
UDP/TCP
UDP/TCP
Red Media [20] UDP/TCP , Red
Server  Red Player Windump [21]  Netmon [22]
. Windump  Tcpdump
Netmon UDP/TCP

. Windump  Netmon
Red Media RTP
6972
Windows Media [23] Windows Media
Server  Windows Media Player

Windows Media MMST [24]
1775 ., P2P FastTrack [25],
Gnutella [26], FreeNet [27] Windump  Netmon
UDP/TCP
4 UDP/TCP

32



UDP/TCP
Red Media RTP (UDP) 6972
Windows Media MMST (TCP) 1755
Quick Time RTP(UDP) ?
FastTrack fasttrack (TCP) 1214
Gnutdla gnutella (TCP) 6347
FreeNet freenet (TCP) 19114
4 telnet, ftp UDP/TCP
UDP/TCP




5. WebTradMonll

i) ) )
L)
)
) ) )
5.1
6
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(analyzer),

(Probe)

) (probe),
(web-based traffic anayzer)



Log File

Fossunad | [ jogformat |
H2E X E
analysis packet header)
| log format |
promiscuoll mide log format |
=1 %0
| fime | length | frame type | 3rc ip | dstip protecol | sreport | dstpert
7
CPU
800 MHz, 256 MB PC 15~ 2 usec



53 (Log Format)

46-1500 bytes

lotal Ethemet frame size(Ethernal header +data + CRE)

frarne capture bre [minuts)

8 TCP . ‘time’

.time 1 byte
. ‘length’ CRC
(4 )

37



time length

. ‘frame_type’ IP
2048 , ARP 2054 [28].
‘sc ip’, ‘de ip’, ‘protocol IP
. 9gcip ddip IP IP .4
byte . protocol
IP TCP
6 ,UDP 17 ,ICMP 1 . ‘src_port’, ‘dst_port’
UDP/TCP
UDP TCP UbDP  TCP
. UDP/ITCP telnet 23 , hitp
80 , FastTrack kazaa 1214
0 . , ARP IP
time, length, ether_type sc ip,
dst ip, protocol, src_port, dst_port , ICMP
IP time, length,
ether_type, src_ip, dst_ip src_port, dst_port 0
0 UDP/TCP
UDP/TCP 0
0
54 (Packet Analyzer)



Log File
log format read log format
makeTahle
minute
hash log format and hashing log format || ol o |
make minute table ! sl monthly, yearly' |
ake hour, day,
/ manth, year table
iminute, hourly, daily. monthby, pegiy)
_o—'—"'-.
ol 23 XM

Itlmu |1'ramu1;rpn| &rE p | dstip |prttocnl| gre port dzt port to'l:alslzn| count |

9

9 ‘hashingToDB’ ‘makeTable’
hashingToDB 1

minute
233
9
. ‘count’ ‘total
gze . hashingToDB

39



makeTable hashingToDB minute
hour . minute 1
tota sze  count

hour . hashingToDB
hour

day month year

minute, hour, day, month, year

. minute
year
1 http
55 (Database Schema)

minute



5 minute

) Field
Field Type Null Key | Default Description
) TINYINT
minute UNSIGNED NO PRI 0~59
SMALLINT
ether_type UNSIGNED NO PRI 0~ 65,535
O...
scip INT UNSIGNED NO PRI 4,294,967,29
5
0...
dst ip INT UNSIGNED NO PRI 4,294 967,29
5
TINYINT
protocol UNSIGNED NO PRI 0~ 255
SMALLINT
src_port UNSIGNED NO PRI 0~ 65,535
SMALLINT
dst_port UNSIGNED NO PRI 0~ 65,535
0.._
lenath BIGINT NO 18,446,744,0
eng UNSIGNED 73,709,551,6
15
0~
count INT UNSIGNED NO 4,294 967,29
5
minute table
. minute 0 59
. minute minute
59 5
minute . minute 59

41




minute hour

5 minute
hour
hour hour
, day , month 1
year year
5.6 (Web-based Traffic Analyzer)
10
Web Traffic Analyzer
/_,_/—"'_'_'_'_'—\_\_\_\_"‘—\-\.
< Database ﬁ:-;? )H web
minute table hour table Analyzer Server

day table maonth_table
year_table

FE-' Ppnse

k‘_‘—\—\_\_\_\—'_'_,_,—"'_

10

42

port information table "< POt '“'“f"'ﬁt"’“ port umnrrmt-nn




10

‘port management’

Database Analyzer

8
minute 2001 11 28 15 table

port management

Windows Media

‘Database Analyzer’

SQL
, 2001 1 28 15
10
src_ip, dst_ip, total size, count

UDP/TCP

1775 UDP/TCP

port management



6. WebTrafMonl

5
6.1
Pentium 11l 800, 256 MB PC NES
[29] . 11 NFS
NFS distributed ¢
environment |:| hits . nternet J

orobe . _
packet caplurs | minutely, signzl

ushiibpoen | sove packet hoackr CRON
irfrrden inla | file
minuiehy

web-hase

IPCs,
Pentium IIl 800 kMHz,
256 MB, Linux

Binary Log File minutel - yearly SOL

maks hazhing log farpat 2
Ty sEwe mirute data inl database

‘ ity 500 [
= meke hourty, caity, monthly and yearky bk
o =

packet analyzer

11 WebTrafMon |11

1 “probe’ ‘packet analyzer’
‘web traffic analyzer’



NFS probe, packet anayzer, web traffic anayzer

NFS NFS
crontab [30]

Mysgl 3.22.32
[31] Apache Web Server 1.3.14 [32]
6.2
C libpcap
. libpcap
promiscuous ,
. libpcap
API
libpcap
38 byte
. 38 byte

CPU



6.3

Unix

cron

C

Mysgl 3.22.32

(table complete)



6.4

Apache Web Server 1.3.14

C-Cal

C od [33]

UDP/TCP

. Windows
Media UDP/ITCP 1775

UDP/TCP

47



7.1
1
12
‘Minute View’
EAEU AEN S LA Gl AE
Traffic History (Minute)
4 B

Year : [ 2001 vi Month - 12-' Day:lﬁ -vI Hour:hﬁvl Minute dﬂti
Sl.l,:mlt' Heeel|

Monitoring Time : 2001-12-06, 16:40
Total number of packets
939,895 packets

Total size of packets
729,006,198 bytes @7 200 526 bps)

The nunber of packets{xi666}
1 | | 1 e

bps {nidiangd

=EHEs22IRE

Host Information Protocel Information
Data Data Data Mlatwork Transport Application
Sent Recewed Exchanged Layer Layer Layer

12 Minute View

40 ~44 20| 522,
MRTG2t EJ= Z& Hl

WehTrafon Il 958 Mbps
MRTG : 94.7 Mbps



12 2001 12 6 16
40
1 1
2001-12-06, 16:40
1
4 40 41
1 729,006,198 bytes 97.2 Mbps
40 44
MRTG . WebTrafMon 11 95.8 Mbps
, MRTG 94.7 Mbps .MRTG
, WebTrafMon Il MRTG
bps 2001 12 6 16
1
bps
12 ‘Host Information”  ‘Protocol Information’
2000 12 6 16 40
. Host Information  ‘Data Sent’  ‘Data Received , ‘ Data Exchanged
‘Protocol Information’ ‘Network Layer’, ‘Transport Layer’,

‘Application Layer’

49



7.2

Data Sent 13
16 40 10

Monitoring Time : 2001-12-06-16-40

Host Information : Data Sent (TOP 10)

Org;trehy Source Packets Bytes
1 211.172.226.50 27914 (297 43769152 (B.00
unknown %) 95)
2 211.218.209.115 210538 (2.24| 33006007 (453
unknown Ya) )
3 141.223.163.50 19827 (211 26,737 284 (367
jupiter.postech.ac.kr %) 9%
1 141.2235.20 17 608 (1.86 25,332 536 (3.47
home.postech.ac.kr %) %)
5 255.255.255 127 A BO6 (3.36] 23 485 364 (3.22
unknown %) %)
6 Tl 12641 (134 19076944 Q52
Internet.postech.ac.kr 4l i
7 141.223.66 .65 14222 (151 18862124 (259
unknown %) o)
8 141.22387.124 12899 1.37| 18836137 (258
belief.postech.ac.kr %) 95)
9 141.223.208.109 12767 (136 17 420092 (239
MDOM12402-1.postech.ac.kr Ya) )
10 210.219.251.124 1047 (111 16312126 (2.24
unknown %) E

13 2001 12 6 16

[Top 100] [Show All]

40

Data Sent




13 ‘Order by Byte

, ‘Source , ‘Packets
‘Bytes
13 211.172.226.50 2001
2 6 16 40 1 43,769,152 bytes
, 6 %
453 %
211.218.209.115 ,
jupiter.postech.ac.kr  home.postech.ac.kr
211.172.226.50
211.172.226.50 14

51



7.3

http

Monitoring Time : 200112 06-1640

Data Sent : 211.172.226 .50 {unknown)

Network Layer

Order by Byte ether type (number)| Packets

Bytes

1

Internet IP {IPvd) | 27 914
(2048 )

(100.00 %)

43,769,152
(100.00 %)

Transport Layer

Order by Byte

protocol {number)

Packets

Bytes

1

TCP
(6)

27 914
(100.00 %)

43,769,152
(100,00 %)

Application Layer

Order by Bytesource port Packets Bytes
1 http 27914 143 YE9 152
(80) |(100.00 %) (100.00 %)

14 211.172.226.50

14 211.172.226.50
43,769,152 bytes
jupiter.postech.ac.kr
12 ‘Protocol Information’

52

TCPIP

‘Transport

Layer’




15

Monitoring Time : 2001-1206-16-40

Protocol Information : Transport {TOP 10)

Order by Byte Protocol Packets Bytes
1 }'(EIF]' HE7 455 (94,42 %)) 694 026 835(25.20 %)
upp i -
2 (17) 49 040 (5202 %) 34 555 028(4.75 %)
3 Il;.:I:.I'I:::' 3,225 (034 %) 305 BO5(0.04 %)
4 {EﬁSﬂP} 58 (0.01 %) B 644(0.00 %)
5 E{IEI?::’ 31 (0.00 %) 2.418(0.00 %)
6 ::(;F; 4 (0.00 %) 2.104(0.00 %)

15 2001 12 6 16 40 Transport Layer

15 TCP, UDP, ICMP, ESP, EIGRP, IGP
TCP
. TCP TCP TCP



14

12 ‘Application Layer’ 16
Monitoring Time : 2001-1206-16-40
Protocol Information : Application (TOP 10}
Order h Source Port Destination Port
Byte Y (number) (number) Fackets.  Byles

1 http netview-aix-4 27 935 143,791 203
(60} {1664 ) (297 %) (501 %)

2 http cplscrambler-in 21122133,072,334
(60} ( 1087 ) (225 %) (454 %)

3 unknown unknown 12,633 | 19,075,830
(54765 ) (2055) i(1.34 %) (262 %)

1 armtechdaemon CEeCsvC 13,373 | 18,563,930
(9292) (2571) (142 %) (255 %)

5 http tripwire 7498 (11,719,595
(60} (1169 ) 0.80 %) (1.61 %)

6 unknown armtechdaemon 8683 | 11677 611
(51914 ) {9292) (0,92 %) (1.60 %)

7 ®s-openstorage cyaserv 12,160 | 10,513,345
{1619) {2584) (1.29 %) (1.48 %)

a novation unknown BA7S | 9404917
(1322) {4662 ) (0,69 %) (1.29 %)

9 http gnxnetman 5573 9346211
(80) {3385) (0,64 %) (1.28 %)

10 armtechdaemon isoipsigport-2 5,556 | 5,852,746
{9292) {1107) 0.70 %) (1.21 %)

[Top 100] [Top 1000] [Show Al

16 2001 12 6

16

‘Source Port’

, ' Dedtination Port’

16 40

Application Layer

UDP/TCP
UDP/TCP




16 http netview-ax-4
601 % 1
1
17 16 1
Monitoring Time : 2001-1206-16-40
Application ; http{80) to netview-aix-4(1664)
Data Exchanged (TOP 10)
Order by Byte| Source | Destination |Packets | Bytes
1 211172226 50 255.255. 255127 27914 143 769,152
unknown unknown 99.92 %) (99.95 %)
2 211.32.117.39 255.255.255.127 18 22 AR2
www19.hanmail.net unknown (0.06 %) (0.05 %)
3 211.169.240.71 141.223 9359 3 194
unknown wind104-2.postech.ac.kr| [0.01 %) (0.00 %)
17 http  netview-aix-4
17 http 211.172.226.50 99%
netview-ax-4
9%
16 http
16 1 “http(80)’ . 18 16
http



Monitoring Time : 2001-1206-16-40
This is http(80) traffic of source port during one minute
Total http usage(packets) : 277,771 packets {29.55 %)

Total http usage(bytes) : 340,738,852 bytes (46.74 %)

Data Sent using http (TOP 10)

Order by Byte Source Packets | Bytes
1 211.172.226.50 27 914 |43 769,152
unknown (10.05 %) (12.85 %)
2 211.218.209.115 21,058 | 33,006,007
unknown (755 %) (969 %)
3 141.223.5.20 17 502 | 25,331,712
home.postech.ac.kr 6.30 %) (7.43 %)
1 255.255.255.127 31606 | 23 465,664
unknown 11.38 %) (B5.69 %)
5 210.219.251.124 10417 (16312126
unknown (3.75 %) (479 %)
6 202.239.172.95 7411 | 11519,300
a202-239-172 95.deploy.akamaitechnologies.com| (267 %) (341 %)
7 255.255.255.127 7271 11,399 4658
unknown (262 %) (3.35 %)
8 255.255.255.127 5576 | 8333492
unknown 2.01 %) (2.45 %)
9 141.223.95.13 5506 | 7298601
lunar.postech.ac.kr (213 %) (214 %)
10 209.114.91.43 4231 5491,116
sunwwwivl.cal.breakaway.com (1.52 %) (1.91 %)
18 1 http
18 http 340,738,852 bytes
46.74 % . http
10 . 211.172.226.50, 211.218.209.115
http



1.5

19

Traffic History (Hour)
4 2

Year : [2007 =] Month : [12 =] Day: [6 =] Hour : [T6 =]

Submit | Fleset_'

Monitoring Time : 2001-1206-16

Total number of packets Total size of packets
54,134,427 packets 41,215,580,078 bytes(91,590,178 bps)
The nunber of packets{x16088808} bps {(x18868608%

B Tl D e O O 00 L0
=R e alalsalnla sy =1

Host Information Protocol Information
Data Data Data Metwark Transport Application
Sent Received Exchanged Layer Layer Layer
19 Hour View
19 2001 12 6 16 17
16 17
91 Mbps 0

Y4



7.6

, 16, 22

7.3

Year |2I:ID1 vI

20

Traffic History (Day)

homth : |12 -]

Submit |

Reset |

Monitoring Time : 20011206

Total number of packets

1,028,130,857 packets

The nunber of packets{x186008868}

Day IE vi

Total size of packets

785,925,035,654 bytes(72 770836 bps)

bps {x16086060}%

| 0
100 &n
75 fale]
! 40
il 30
f 20
25 10
0 L3 B v T S R = S L T m S ] OHWDNU\HWLDNU\HWLDNU\
- -— -— o [ [} [} R I B B B B VA eV B Bt B e
Host Information Protocol Information
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Total MMST usage{packets) : 64 packets {0.01 %)

Total MMST usage({bytes) : 84,383 bytes (0.02 %)

Data Sent using MMST (TOP 10)

|Drder by Byte Destination |Pa[:kets Bytes
1 255.295.295.127 d5 | B5 475
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