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S-Witch: Switch Configuration Assistant with LLM
and Prompt Engineering

Eui-Dong Jeong, Hee-Gon Kim, Sukhyun Nam, Jae-Hyoung Yoo, and James Won-Ki Hong

Department of Computer Science and Engineering, POSTECH, Pohang, Korea
{justicedong, sinjint, obiwan96, jhyoo78, jwkhong} @postech.ac.kr

Abstract—In modern network structures that become more
complex and emphasize flexibility, the demand for the automation
of network management and Intent Driven Network (IDN) con-
tinues to increase. In response, technology utilizing virtualization
and control plane separation has developed, and research on
network automation based on this is being actively conducted.
However, limited studies focus on building an automated network
in environments comprised of traditional switches that lack
support for these advanced functionalities. Consequently, this
study presents a technology proposal that creates the CLI
command for existing commercial switches by incorporating user
requests conveyed through natural language. For this purpose,
we applied Large Language Model (LLM) for generating and
Network Digital Twin for verification environment.

Index Terms—Network Configuration Automation, Intent
Driven Network, Large Language Model, Prompt Engineering

I. INTRODUCTION

In recent years, the field of networking has been charac-
terized by escalating diversity and complexity. As networks
evolve, the demand for systems that can respond dynamically
to these changes and execute intricate configurations with
minimal human intervention has become paramount. In re-
sponse to this need, innovative paradigms such as Zero Touch
Networks (ZTN) and Intent Driven Networks (IDNs) have
emerged. These technologies have advanced on the backbone
of foundational frameworks like Software Defined Networks
(SDN) and Network Function Virtualization (NFV).

However, conventional equipment that has already been
manufactured cannot support for the aforementioned modern
network paradigms, and even now, equipment designed for
hardware optimization is difficult to support this.

Addressing this limitation, this paper proposes a novel
approach to bridge the transition towards IDN. We focus
on automating the configuration of traditional networking
equipment, thereby reducing the dependence on manual in-
tervention. Specifically, we introduce a network configura-
tion assistant capable of generating device-specific config-
uration CLI commands based on user intents expressed in
natural language. The source code has been released at
https://github.com/euidong/S-Witch.

II. BACKGROUND
A. Intent Driven Network

The usage of networks has increased dramatically due to
the growth of streaming services, real-time video services,

and cloud gaming. The evolution of Internet of Things (IoT)
and Al technologies has further increased the demand for
specific capabilities like low-latency and high-capacity trans-
mission. Trying to address these demands manually would
markedly burden both capital and operational expenditure
(CAPEX/OPEX). In response to these challenges, the IDN
emerged to build a network that can automate such man-
agement according to user needs. IDN represents an evolved
network that is capable of self-optimizing based on the
intentions set forth by network operators. It autonomously
manages network transmission, verification, deployment, and
configuration tasks, thereby ensuring the system’s ongoing
operation and stability [1]. Notably, 3GPP underscores that
the ‘intent’ provided to an IDN specifies the ‘what’ rather
than the ‘how’ [2] (Fig. 1). This means that even individuals
without detailed knowledge of network management should be
able to achieve their objectives merely by stating their desired
outcome.

Consequently, our research endeavors to empower users
to freely configure their devices by merely inputting their
requirements, circumventing the necessity to understand the
intricacies of traditional network equipment configuration.

Abstract
e N
User Request
\ Z
Intent
(what)
Policy
(what + how)
Rules, Logic, etc
(how)
.
Granular

Fig. 1. Relation between rule, policy and intent

B. Large Language Model and Prompt Engineering

In the field of Natural Language Processing (NLP), the
Seq2Seq model [3] was introduced to address the task of
Machine Translation [4], which involves converting text from



one language to another. Subsequently, the Transformer [5]
architecture, which enhances the Seq2Seq model by integrat-
ing an attention mechanism, has demonstrated remarkable
effectiveness not only in Machine Translation but also in tasks
involving prediction and generation. Moreover, the advent of
Large Language Models (LLMs), which are developed by ex-
panding the depth and breadth of layers in models based on the
Transformer architecture, has led to even higher performance.
These LLMs, built upon extensive language data sourced from
the internet and literature, are adept at understanding various
contexts. Consequently, the focus of Deep Learning research
has shifted from seeking performance enhancement through
the introduction of new, task-specific models and datasets to
leveraging LLMs by providing them with appropriate textual
prompts [6].

Notably, specific data tailored for the task of translating
natural language input into CLI commands is extremely lim-
ited. This limitation arises not only from the absence of a
supervised dataset that directly correlates specific requirements
with corresponding CLI commands but also from the scarcity
of datasets comprising high-quality CLI commands. Hence,
traditional Deep Learning models, which typically rely on
extensive and task-specific datasets, are not the most suitable
approach for this challenge. Instead, this study proposes to
address the issue by employing various prompting techniques,
such as Few-Shot Learning, with pre-trained LLM:s.

C. Network Digital Twin

A Digital Twin is a sophisticated, dynamically evolving
system designed to monitor, manage, and enhance physical
entities throughout their lifecycle. These entities can encom-
pass a wide array, from machines and humans to human-
centric objects and even intricate smart cities [7]. Specifically,
a Network Digital Twin (NDT) is a specialized form of a
Digital Twin, tailored for network infrastructures. It empowers
network designers to fine-tune various components and config-
urations virtually, without incurring physical costs, by creating
a digital replica of the actual network. This virtual model
facilitates numerous experimental scenarios, such as crafting
an efficient network topology, devising traffic management
strategies, and proactively predicting and enhancing network
performance.

In our research, we recognized that the data produced by
the LLM may sometimes be flawed, a phenomenon known
as ‘hallucination’. So, if there is a process that can directly
execute the generated data in the NDT and obtain feedback, it
can serve as a good foundation for future research. Therefore,
we intended to design and implement this process using GNS3
[8] as small example of NDT.

III. RELATED WORK

Several attempts have been made to construct an IDN using
NLP or LLM, and apply them in the form of an assistant.
Initially, Jacobs et al. [9] proposed a structure that extracts
intent from natural language inputs using NLP, maps it to
predefined intents, and then executes policies corresponding

to each intent. This structure introduced a novel approach
by enabling network configuration through natural language.
However, it had limitations in terms of supported function-
alities and was only targeted at OpenFlow [10] switches.
After that, Jacobs et al. [11] developed an assistant named
Lumi for academic environments, utilizing a Language Model.
This assistant identified network configuration functions based
on user requirements and presented a methodology for ex-
ecuting these functions. The process involved defining the
types of intents through user customization and matching
these intents with the functions to be executed, necessitating
clear definitions and precise initial design. However, creating
such detailed designs for every network is challenging and
does not fit with current requirements that emphasize network
flexibility.

Subsequently, Lin et al. [12] and Dzeparoska et al. [13]
utilized LLMs and Few-Shot Learning to map natural lan-
guage input to specific intents and predefined functions. Their
research accelerated automated network construction by en-
abling operations like the creation, retrieval, and deletion of
Virtual Network Functions (VNFs). Nevertheless, these studies
were limited to handling switches created by existing vendors
and relied on a VNF-dependent framework. Furthermore, the
metrics presented in the validation process only assessed the
accuracy of mapping natural language to predefined intents.

While previous research focused on mapping intents to
predefined functions, policies, or rules, this study aims to gen-
erate configuration commands for traditional switch devices.
And, we also differentiate ourselves from previous research
by proposing a process for applying these commands to NDT
to obtain feedback.

IV. S-WITCH: SWITCH WITCH

S-Witch is an assistant designed to facilitate network con-
figuration based on CLI commands for devices such as L2
switches and L3 switches (Routers) that constitute a network.
We aim to automate this process using LLMs. To achieve this,
we leveraged the open-source library LangChain [14] to design
and implement an application based on LLMs, developed
an API Server using FastAPI [15], and utilized the network
emulator GNS3 [8] as an NDT.

A. Overall Architecture

Fig. 2 depicts the overall structure of the architecture. Our
system is comprised of three modules:

1) S-Witch Module: This module receives user inputs re-
lated to network configuration and outputs the actual
configuration commands. It constructs this functionality
by connecting LLMs through step-by-step prompting.
Additionally, an API Server was established to enable
other systems to utilize this module. The S-Witch mod-
ule was built using LangChain and FastAPI.

2) Digital Twin Service: This module evaluates whether the
commands generated by the assistant can be executed
successfully. GNS3 was utilized to construct this envi-
ronment.



@® S-Witch @)
. Digital Twin
LLM Prompting Service
Gopenal Algorithm (GNS3)
| ] GNS3
& LangChain API
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[2e]

®

User Interface

(WEB UI)

Fig. 2. Overall Architecture

3) User Interface: This is where the user inputs data. In this
environment, users can communicate with the assistant
through chatting and can review the results applied to
the NDT. The implementation extended the WEB UI
provided by GNS3 for this purpose.

Subsequent sections describe the specific internal imple-
mentation methods and finer points of the modules. The
forthcoming content will elaborate on the architecture of S-
Witch module, Prompt Engineering methods, NDT, and WEB
UL

B. S-Witch Module Architecture

We have implemented an assistant that chains LLMs across
multiple stages to meet requirements. For this end, we
employed LangChain which allows the bundling of LLMs,
prompting methods, and additional tools into a single chain,
providing monitoring capabilities. Using this, we constructed
a structure as shown in Fig. 3.

We process three types of input—(1) previous chat history,
(2) current question, and (3) network topology information—to
fulfill the requirements in the form of CLI commands. This
processing occurs over four stages:

1) Summarizing Chat History: Directly providing require-
ments to the LLM can hinder optimal performance.
Hence, the most common method to convey contextual
information is to pass along previous discourse content,
assisting the LLM in its inferential process. While
including more content can enhance the LLM’s perfor-
mance, the general limitation of input token size due to
the Transformer architecture must be considered. With
extensive chat history, summarizing becomes essential
as it’s not feasible to include everything.

2) Designing Blueprint: Directly outputting CLI commands
for topology settings based on user requirements is
typical, but there are limitations to this approach. The
challenges are twofold: (1) performance issues, as re-
questing configurations for all devices at once may lead
to omissions and inconsistencies. And (2) the limitation

on the number of output tokens due to the Transformer
architecture, making it difficult to address large topolo-
gies. To tackle these, the first step is to ask questions
about the entire network configuration settings that need
to be performed to meet the requirements, ensuring
consistency across the network.

3) Allocating IP/subnet mask: Ideally, each device’s port
would have an IP and subnet mask assigned by the user,
but more often than not, this doesn’t happen. Hence,
it’s necessary to allocate them. Using the blueprint and
network topology information from the previous steps,
this process assigns suitable IPs, subnet masks, etc., to
each device’s port.

4) Generating Each Device CLI Command: As mentioned,
it’s impossible to handle CLI commands for all devices
in one go. Therefore, each device’s settings are requested
in parallel from the LLM, and the results are compiled
to extract the necessary CLI commands for each device.

C. Prompt Engineering
In designing the LLM Chain, the following prompting
strategies were applied to achieve better performance:
o Assigning a Persona: To clarify the context as not just
a chat system but specifically for network operation, a
network operator persona was assigned.

You are a network operator, and I will request network
configuration from you through chat. In the request
process, I will convey the network topology, the content
of the conversation so far, and my requirements.

o Explaining the 4-Stage Execution Procedure: Each
stage’s LLM is unaware of the overall operation, so
information about the entire 4-stage process is provided,
and the current stage is clearly indicated. This helps
improve inference performance by providing context
information.

— In the first stage, the previous conversation is
received as input and goes through a process of
summarizing it. If there is no previous conversation
content, the step is skipped.

— In the second stage, the overall network design
method to achieve the requirements is determined.
For example, determine routing protocol, etc.

— In step 3, the task of assigning an IP address
and subnet mask to each port of the topology is
performed according to the overall design.

— In step 4, the task of creating a CLI command for
each device is performed.

o Providing Few-Shot Examples: A few examples of the
expected output form are provided to ensure more accu-
rate completions (see Listing 1).

- {"device": "PC1l", "command": "ip
192.168.1.2 /24 192.168.1.1", "comment":
"configure PCl ip address and default
gateway address"}
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Fig. 3. S-Witch Module Architecture

- {"device": "PC2", "command": "ip
192.168.2.2 /24 192.168.2.1", "comment":
"configure PC2 ip address and default
gateway address"}

- {"device": "R3", "command":
"No command is required."}

""", "comment":

Listing 1. Few-shot Example

D. Network Digital Twin

Even with the aforementioned steps for output generation,
LLMs may not always produce accurate outputs. Hence, it’s
crucial to have a virtual environment where these outputs
can be practically tested. In this implementation, GNS3 is
utilized as the NDT. GNS3 allows the construction of topology,
emulation of switches using virtual OS, and the execution
of tasks to build the topology. Moreover, it enables remote
command execution for each device, allowing direct execution
of generated CLI Commands. GNS3 also supports the Snap-
shot feature, enabling users to take snapshots before and after
applying each command, facilitating easy testing of the virtual
environment. All these functionalities are accessible through
the GNS3 APL

E. WEB Ul

While GNS3 provides a desktop application interface, it
also offers a WEB UI. This WEB UI allows users to perform
tasks such as adding new devices to construct a topology and
to view and set various device information. To this existing
functionality, we added a chatting feature and integrated it
with the S-Witch assistant. Through this integration, network
topology information can be extracted in a JSON format, as
shown in Fig. 4. When the chatting history and requirements

are included in this information, we can acquire the necessary
CLI commands for each device.

Listing 2 is an illustration of how network topology (Fig.
5) is actually represented when transmitted.

V. RESULTS

Before presenting the results, it’s important to describe the
setup used. We utilized the gpt-3.5-turbo-1106 model from
OpenAl’s LLM models, capable of handling an input of 16,385
tokens in its context window. Additionally, a basic network
topology was developed using GNS3, as illustrated in Fig.6.

Initially, we established the following requirement: “I want
to be able to send and receive pings between all nodes on
the network topology.” The outcomes achieved through the
S-Witch system’s resolution of this are presented in Listing
3 and 4. Observing the router configuration (Listing 3), one
can see the assignment of suitable IPs and the implementation
of the OSPF routing protocol. In the PC configuration section
(Listing 4), PCS5 is notably well-set with appropriate IP, subnet

locatost. 5 3 Dt B RS e

aQ
’
L]
o
o
7/
8
e

Fig. 4. WEB UI
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"topology": {
"link_info": [

{

by

1r

"link_id":"link-id-1",
"link_type":"ethernet",
"nodes": [
{
"node_id":"node-id-1",
"port_number":0

"node_id":"node-id-2",
"port_number":0

"node_info": [

{

"node_id":"node-id-1",
"name":"PC1",
"node_type":"vpcs",
"ports": [
{

"name" :"EthernetO",

"port_number":0,

"link_type":"ethernet"

"node_id":"node-id-4",
"name" . "Rl",
"node_type":"dynamips",
"ports": [
{
"name":"FastEthernet0/0",
"port_number":0,
"link_type":"ethernet"

Listing 2. JSON formatted Network Topology

PC5
\witch2

vecs = = vecs R
4

vecs
\

Fig. 6. Network topology, consisting of three routers and several PCs

mask, and default gateway. However, for PC1, not only is the
IP incorrectly assigned, but the gateway is also not configured.
This problem occurs because an incorrect IP is assigned in step
3, IP allocation. Although it was emphasized that each device’s
connection and subnet conflicts must be taken into account
when allocating IPs in step 3, allocation based on these was
not done properly. This is because LLM itself has limitations
in processing mathematical operations. To solve this, it is
generally common to apply a separate tool. In fact, when
performing a mathematical calculation in OpenAl’s ChatGPT
[16], instead of leaving it directly to the LLM, the method
was adopted by asking the LLM to write a code that can
calculate it and then executing it. Therefore, further research
is needed on IP allocation, which will be discussed in detail
in the Discussion Section.

Name: R3

CMD: enable

configure terminal

interface GigabitEthernet0/0

ip address 192.168.3.2 255.255.255.0
no shutdown

interface GigabitEthernetl/0

ip address 192.168.5.2 255.255.255.0
no shutdown

interface GigabitEthernet2/0

ip address 192.168.7.1 255.255.255.0
no shutdown

exit

router ospf 1

network 192.168.3.0 0.0.0.255 area O
network 192.168.5.0 0.0.0.255 area O
network 192.168.7.0 0.0.0.255 area O
exit

exit

copy running-config startup-config
exit

Desc: Set the IP address of Router3 on the
interfaces GigabitEthernet0/0, 1/0, and
2/0 and configure OSPF routing.



Listing 3. CLI command for Routers, we requested a command to set up
each device (CMD) and obtained an explanation (Desc).

Name: PC1

CMD: ip 192.168.1.1 255.255.255.0

Desc: Assign IP address and subnet mask to PC1l
Name: PC5

CMD: ip 192.168.1.5 255.255.255.0 192.168.1.1
Desc: Configure PC5 IP address and default

gateway address

Listing 4. CLI command for PCs, we requested a command to set up each
device (CMD) and obtained an explanation (Desc)

Next, we requested the blocking of traffic to PC3 through
R1, resulting in the output depicted in Listing 5. Prior to
execution, we anticipated the use of an Access List for
blocking, and indeed, we could confirm that the Access List
was appropriately configured for PC5 (192.168.1.3).

Name: R1

CMD: ...

access—1list 101 deny ip any host 192.168.1.3
access—-list 101 permit ip any any

Listing 5. CLI command for Blocking

Lastly, we also experimented with the application of
VLANs. We issued a request to “separate the broadcast
domains of PC4 and PC5,” resulting in an output as shown
in Listing 6. We confirmed the successful generation of com-
mands for setting up VLANs on Switch2. However, despite
the presence of a single link leading to R3, commands for
trunk mode were not generated unless explicitly specified in
the requirements.

Name: Switch2

CMD: ...

interface Ethernetl
switchport mode access
switchport access vlan 10
exit

interface Ethernet?2
switchport mode access
switchport access vlan 1
exit

Listing 6. CLI command for VLAN

VI. DISCUSSION

In the process of generating CLI commands, our system
demonstrated success in certain areas while encountering
challenges in others. This necessitates a discussion on potential
improvements.

Firstly, the domain of IP allocation exhibited some issues.
As highlighted in the Results section, IP allocation necessitates
an understanding of network topology and involves intricate

operations such as subnet collision and range calculations. To
enhance performance in this area, we suggest the formulation
and implementation of specific rules, as opposed to relying
solely on the LLM. Alternatively, adopting an approach similar
to that used in ChatGPT, which involves coding, might yield
better outcomes.

The second issue is the inability to consider details. In the
Results section, we could not solve the problem in VLAN
configuration without detailed description of trunk mode. In
addition, it was difficult to show good performance for settings
depending on the switch version, the latest technologies such
as netconf or segment routing, or complex requirements.
Therefore, we should consider applying Retrieval Augmented
Generation (RAG) [17] to include the latest technical docu-
mentation. This is a method of delivering reference materials
to the LLM so that they can be used as context information.
Here, the configuration manual provided by the company
is provided as reference material, and if there are QnA or
additional materials, these can also be used. We actually
applied this and conducted several experiments, but it did not
show good performance in the process of finding documents
according to questions. However, if additional research on this
is conducted and successfully performed, it will be possible
to build a system that can perform more specific settings.

Lastly, enhancing the system’s overall performance is a
consideration. The ReAct mechanism [18] suggests that per-
formance can be improved by applying reinforcement learning
techniques and utilizing real-world feedback from the outputs
of the LLM. Having confirmed the feasibility of execution
through NDT, if we can execute this process based on the
ReAct mechanism, it holds the potential to elevate the system’s
performance to a higher level.

VII. CONCLUSION

We used LLM to create an assistant that converts network
user requirements entered in natural language into CLI com-
mands that can be used in actual network switches. In addition,
NDT was linked to an environment where it could be executed
and tested. We expect that the research we conducted will not
only demonstrate the possibility of automating switch configu-
ration using LLM, but will also serve as a foundation that can
serve as a baseline for future research. Lastly, as discussed in
the Discussion section, we have reached the level of creating
commands and executing them on Digital Twin, but there
are still limitations to the commands generated. Therefore, in
future research, we plan to introduce new methods such as
RAG, ReAct, etc. presented above to overcome this.
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