Split Validation ®¥ el

Ho EdY £RE A

Ao M &a8]&3 Feature Set

AR, A, wR A, A FE, A
"G oo, w5l of 5t

*{jkbon, mjchoi, yjwon, jwkhong}@postech.ac.kr, *tmskim@korea.ac.kr

The Best Machine Learning Algorithm and Feature Set

for Traffic Classification using Split Validation

*Kwang Bon Jung, *Mi Jung Choi, **Myung-Sup Kim, *Young J. Won, and *James W. Hong
*POSTECH, **Korea University

8

oF
2

&7 Traffic classification® W& payload HAolu portE 7|Who 2 3l Az el Wil A
Ao R Wale application®] Wate] diA3str] f&) ML ¢aig]Fs &8t HHe i Wskar 9l
gy dAe] ML LauE]EE o] &3 traffic classification 7% offline 70| T30
o]|Fojza k. 53], dA9 7|E JdFEL testing WHEE cross validations ©]-83}4
traffic classification® st dvh. =iy HA UEYZ EYEHE JdAE trainingd

testing seto] =¥
testing
AYgE AnEs  dlugrt. 48,

NaiveBayes$} #-& ML &arg]&y tpad

REPTree,
¥l feature

split validation WHo= Eg
W o2 cross validation®} split validatione
RBFNetwork,

3 RERE FYsor @b 2 =RdE

o] &3S uw, traffic classification?
Multilayer perceptron, BayesNet,
setS o|&3sle] EYYS ERFSU. 28 split

validationg ©]&3%t traffic classificationd] ZA3tgt H=Hel M. L1253 feature sets
A A e
. A& Ag3st7] ot ol RS el ML daeEs
A g3sle] FHEA7]E training set? A5 H7tl *}%ﬂ”

HEINA  ATst= Au27t ggsjxlz testing sets EE]dh= split validation 7]W o] -85 ofoF
HESAZA &9 v =9 FHk aesqds A E Rl 718 el AgHo] = cross
traffic classification® WEYILE FgHom oem  validaton |ubel trafic w4 el iRt wAHE
ddstAl dElsof el AN HE TasiAa 9l ZropR il split validation®] Z84& AAFTE of#d
AF7A  taffic  classifications  F2  ¥E Wag  BL4E 7|whem split validation WHE AR T
Jldro . o]Fo]x 1 9lom, payloadE® B3I HAL #H# ¢ accuracy ZIE Hole ML &ag]EH feature
a4 ok gy HTe o ZaAolHe setS *a‘?.ﬂ% E3tod AAlstIAL St
dynamic?t Y E W33 E Fdete] wzls FAEH, e 7S ve 2 ZXLG]HL L
payloadS Ed ®Ao] JojAm o ZgAlo] Aol A - ‘}l‘: traffic classificatione] w3t 7]1& A 7te) el A
AAE T2 payload’t ¢EsEl AsEE Agrp  AMEI J]E Aol wAel  disiA Ao
wWold payload 54< E3 EfT 52 oA sm  3FNAE ¥ A7elA A8 waffic data setell o3l
=L ZA}]L_ payloadtt ¥E wWzz olgg  AUEATH 4 AT sk Al i
traffic classification®] ATEZ  wdojmairy, olgy  HEH Ad Ay disjy AwWdy. viAEie=
Ao FAMow EFT Exoi] AL Eaﬁjb] 5FelM ded FF A7E B =5s deth
FAIA feature ol Machlne Learning (ML) &ai#]<&
qasel Soee BRae ol deres ANga Il B AT
Atk [4,6,7,11].

7I£ ML ZaelEe o83 traffic classification of A= ML daEss  AEste]  taffic
Ao A= source IP, destination P, source port,  Classifications a3 7| AE Ay Rk =3 7|E
destination port, protocol®] 57}% A Bz AoJd 4 9l ATl EAHe diEA A g
flows 7Ivtew JEHA EHHY feature setS
Tste] B BRE s o 21 71& 47

71E Aol A AAE  traffic classification - ML hate] S-S o] & traffic classification A= °F
H=o wslale] glo] EAd Alzkdle]l FAE st 1990t WHE o]Fojyon, A= w2 Od:r”}
HlolE set ¢toll A training set?} testing set& TAsE 2B Felth ® 15 ®W Protocol, bytes count,
cross validations  AEam  YAw, ol Al connection duration, packet size statistics®} inter-packet
HEYaE Loda= szt AAa AxHow arrival  statisticsE  7]+-4 ¢l feature seto® A E 3t

P oATE 2007 9% FHEF 20 A1 JREAY W AHENATATLE] 3} T ATHE A Al AT AR 5295 22 (1ITA-2007-(C1090-0701-0045))



oo & MZEL featureE F7Iste] E#HES
BRslz g, ML ZuyES  o]g3  traffic

classificationl] #&s|A Wadd ©e AFE°] offline
7oA training¥ testing Ez o] & glo] EES

EHete Al =2H"E&E Fa AR 2 =EdAE
training®} testing EFo] ThE 37 practical
YEYS ZUHE A4 UEYa EIS
THeteE Aol 235 7

ML &xe&
Erman [K-Means,
et al. |DBSCAN,
[2] AutoClass

Feature set

total number of packets, packet size,
payload size, number of transferred
bytes, inter—packet arrival time

Erman . total number of packets, packet size,
EM, Naive . . .
et al. ... |flow duration, inter—packet arrival
Bayes classifier | .
[4] time
[P address, port number, protocol,
Nguyen . . . .
ot al Naive Baves inter—packet arrival time, inter—
(5] ’ Y packet length variation, IP packet
length
. Naive Bayes, .
'William C4lg Ba yesian protocol, flow duration, flow volume
s et al. -0, bay in bytes and packets, packet length,

(6] Network, Naive
Bayes Tree
Zander |Expectation

et al.  |Maximization
[11] (EM)
X 1.M ¢

inter—packet arrival time

[P address, port number, inter—
packet arrival time, packet length,
flow size and duration

J18]Z& o]&3 Traffic Classification

wa 7]E AT A= rtaffic classifications  3}7]
93 tlo|E]S backboneollA] A ¢lEd o] dHolE s}
oW o EgAle|AdolA HARE AR HEI] & F

AE wWHol §lof

st itk &, 71E AFAE ofZ Ao HER
=% A9t AEsivhe 2] gloh EI 7)EY
traffic classification 7ol o] *}&E]Xl %S Neural
Network 7|WFe] ML dud]&E5=2 Hgs] Ho=zn 7|&
Aol A ”‘01 AHEE ML &ae]Ede) EHET 4gdx
Atz vwgd = 9l

TE Wsol we 29 BE d9s

2.2 71& A9 &4

o] FeA= 71E AT WHES AEZ2l (practical)
HIES A gol Al Egy Ef/el 483 uf sejsjof 3
o =

dEsit. 71E AT FAe AeErE %
testing 713 #THEFE Aot 7IE AT [2, 4, 5, 6,
1112 A3 3 trainingy} testingg 913 712 Z cross
validation 7S A €3}a At} Cross validation 7%
Aesls AL 9wshA &L TAES g Uy, dE
So], IE HI Y 7L featureo] A HEAHE FolE 5
01‘—11:-]] EH}:I\:IO OH%E]?HO]MO Eﬂ o])\l— x%x%o] Y E

AT E AMESHA] e 53] ofE 111711 o]dg A&3tE
cllentoﬂlﬂ AbgslE XE HIE f8AY A=EU 4
A5t} Client o Z 8] Aol Aol Y E HIE 543 seed
el A 1 FURstHA @9 EE EAS A 2l
B4 Agte]l EAS o EgAlold A TS A&
H]*ELEOHH d2 deolHE AHRY clientl A gt
ZE W57} 100048 3000714 18 S7ksteE A

b ek

2 4 9tk o] do|EE cross validation 7]l
sl ®w, 2 dlo]g set ¢FolA  trainingS ¢ 3
do]H ¢t testings S dolEl7l FAAHER, o8
PA4E HolHES 7M1 2FE A =™ 1~30009
JdE EE WIS JHHE dHolHE A e
OH‘ELFJ?HOV‘WI oA A E Aolgta EFHY] H2

a0 99 XE WIE JHE dHolHE A e
o Z Aol Aol oA A" Aolgta  EFH7I
oldt}d. ek split validationS ©]&3te] EHFE I o,
groll A &3k HolE] & trainingS 913 dHlolE] 2 AMg-3}al
¥E WH3F7} 6000HF-EH 9000W7HA FAHE dHolHE
testingS 91 dlolE| R Al83te] ER/HE FASA HA
cross validationg ©]&3dte] EFE 3 AgwrE EF9

Aewrt A4 4o etk wEkAl split validation©]
o= cllent«] YE HEE= 243 feature seto] 2 ¢

gltk. =, cross validationS ©] &3 £HE 7|90 7 §t=

]f«] AT A}t practical WEYI 2UHY
oAl HEYA &g AlHdE EReted
Agstrlol FAHds Hol o= AS & & 3

Efg Ego]x 4 Feature Set

o] FoXe UEHI EHIEE FHIE FH4Y
$-27F ML &ag]lEol A-83517] $13 feature seto] T
2 BF dxe AHIHS A A gl \‘Hﬁﬂfﬂ

-

3.1 Efl¥ Edg o] (Traffic Trace)
B =RoaE sube] tl2aEo A ethereal [10]S
o] g3t A 77N dlx ofEEAelde data traceE

FASAY. o] dx ofEZEAlHALE  POSTECHY
WENT d%E RYH"E 3t = NG-MON [3]&

Fzste]  Albggo]l Wol ARgSlal Jrial ddhE =
fEAIAE T tdt THE Y Holth
709 OE o ZgAolHeE  onlinel® SohilES
AsaFE=  ‘alsong’ , onlinel® WS AFTHAY
A = Y& ‘afreeca’ , Web disk¢l  ‘clubbox’ ,
fips ol&3x IYEs F & F U= alftp’
Microsoftoll 1 A]-&3}= chatting ol Z 2 Alo] A0 ‘MSN
messenger’ , 98  7}A]  contentsE  AA|to =
AEHFE  ‘Gom’ , Web browser?l  ‘iexplore’ £
A8 5glt.
Zk o) Zg Aol Anttt  trainingd}t  testingS

tlolEl 7} 2+zt F e str] wjitol packet HlolE k=
FHdY. 27 trainingS 913 packet2 4A]3F
o3, testingS 913+ packet Hlo]ElE 147t 30
Zokt). Split validationS $3] F 712 dolHE +H
AZre M2 g2A s9d. F 2+ packet Ho]E 9]
|F7 o]gA e dHolEES flow HoHE Mg

e yeEd Aol

i

>i Orﬂ oX [E fo
O, 1%t 12 i o ok

- Training Testing
AEeAeIA Size(MB) Flow(7} %) Size(MB) | Flow(7]<5)
MSN 454.07 377 454.07 65
Afreeca 946.97 483 946.97 223
Clubbox 904.244 4490 904.244 835
Gom 168.654 1633 168.654 756
Alftp 1574.53 501 1574.53 234
Iexplore 73.542 1386 73.542 258
Alsong 16.3975 85 16.3975 49

¥ 2. Z} o= Data size ¥ Flow 7|

3.2 Feature Set % 9]

Traffic  classifications &) FHse  AwS
feature® AA3tE 7]FS  ©Hlo]E]E  aggregationdt
7l wEkA detd Qv B =idAE flows

71¢o2  dolHE  aggregationstlown UES A
EdEs E5s7l 9 7P ®el ARSE= feature

AR5 [5] ofefieh Zrt




IP address (source, destination)

Port number (source, destination)

Byte counts

Connection duration

Packet size statistics (minimum, maximum, mean,
standard deviation)

= Inter-packet arrival time statistics (minimum, maximum,
mean, standard deviation)

2] 71E A+ [2, 4, 5, 6, 11]°14+= source IP,
destination IP, source port number, destination port number
o] Yl 7IAE featureES A€ty FFE FYstu
At} B =i A= feature setS FAE wo), feature®
IP address¢} XE WoE A"sAY 52 AEEHA
e Ut setS FAsIAA A9 feature sets
Tt ghoh webA o33 o]l 5744 FFe] feature
setE Ao, o5 F HH| feature setS 1A}
Ela=y
(1) all: BE feature’} Aeld 4-¢
(2) without  port: EE  featureol A

destination®] port numberE A 2|3k 7 -$-
(3) without IP: X< featureol| A source$} destination2]

IP addressZ& 7|3+ 72
(4) without IP&port: =&  featureol A  source<}

destination] IP address, port numberZ A 2|3 7%
(5) without src IP&src port: BE featureol 4] source IP

address®} port number7} W 745

source 2}

ML &aelEs 53 EF7F & {7t Hrks
A 7H dukEQl H7k 7152 overall accuracy©]th.
Overall accuracy:= A HolHEZ Uz Tu A=
w7 | Fol Ak HEAC disiA dolr ] 9
7} 71=¢]th. Overall accuracy™ True Positive (TP)E
Abgate] T 22 Ao yehd 4= gl

Y _TPofEachApplication

TotalElement

Overall accuracy = 4 1)

v. 23 A}

o] AoAE 57}%] feature
duElE FolA Fo3l traffic traceol

set¥} ThY3 ML
tsle]  overall

accuracys 7 Eol: A< feature set¥’ ML
duelES  Fuzk @l Cross  validationZ}k  split
validation®]  27}%]  testing 7]™Hel W&  traffic

classification 232 v|usl= 237} split validationol] A
HHe dueFT HA feature setE Tote AIS
AT B =T A= MLtool F 3¢l Weka [1]E
o]-g3ste] A3t

4.1 Testing 7|Hol W& EfY &7 ¥4

o] ZellA+= WA cross validation¥} split validation<]
testing 7|Heol wWE FEF ZHAIE wustes AES
F3eiel, 417 A M o2 trainingT testingS
Fasoit. o7l A AMES ML ¢aE]5S  Decision
treedl J48 &arE|Foltt. o] ¢nES MAHE ofr=
71 A5+ [6, 8, 9]°lA cross validation WHoz
Adge w, J48 <arg]Eo] traffic  classificationol
RolA Hold oS HGY] wiolrh. o] AgeA
21831+ feature set< cross validation} split validation<]
BHF AEE vusly] Y& EE ZE feature (1: al) S
AHE-ES wok AA featureo] A IP addressE AF&3}HA]
RorS A9 (3: without IP) 27141 & AFw] B 9k},

13 12 cross validation} split validationS testing
Wo® AL8319S we] overall accuracy (2 1)
BoF3 gty AA RE feature2 T4 % feature set
28-& o, cross validation®] 7 - overall accuracy’} F
95.55%% ZA® dWhdHo] split validationS  testing
method = AF-&31H °F 62.64%2] overall accuracy #=
HRIth IP addressE #|93t featureE= T4 % feature
setS 283 wjol % cross validationS testing method =
A4} overall accuracy”} F 95.76%%kS H a1, split
validation®] 7= overall accuracy’} <f 63.56%=
=45 A

Cwerall accuracy
100

20 I - lit-validation o 4
I -ross-validation

80

TO

B0

50

accuracy (%)

a0t

30

1y all (2) without IP
feature set

1% 1. Cross & Split Validation®] Overall Accuracy

=y

T 714 feature set = cross validationS 4 -83}d
71&€ =83 o] traffic classificationd] i 2
overall accuracyS 7FA3L A RE, split validations 3} A
HH a9 B4 28 accuracyE EYS ¢ S A S,
practical HIEY T2 traffic classificationo] 4+  split
validation®] o] FojxjoF sto 7 7]F2] cross validation?]
traffic classification?] A= S IR HrolEo]7)
ol¥t}. w3F split validation ArellAel HZe ML
g1 E3 feature sets HAA] 7]¥2] cross validation
Ui OE ¢ Ao A B =R E A8S FE
split validationoll A1 &] &4 2] ML €253} feature set=
= A2 om 7t gl

4.2 Split Validationol 4 &= ML <i12]5 3 Feature Set
o] Zo|M= HEL =3 split validation 370l A 2
HA e ML €318]5 7} feature setS Ztolr 12} g},

Overall accuracy
100 T T T " T T

a0

a0

70

G0

50

accuracy (%)

40

30
— @ without port

20| —#—without IP
—le— without 1P&port : : :
10 F| —+— without sc IPasre port | I — e

1 i i i 1 1
J40 2REPTree BayesMet NaiveDayes MLP  REFMetwork

WL algorithrms

1% 2. Feature set¥ ML <agElFo] uwE
Validation& %83+ Overall Accuracy

Split

a3 2+= 6719 duelEd 5709 thE feature set=



483t 9S wWel flow 7Nk EF AFHZH  overall
accuracyE YEMN I ATh Multilayer Perceptron (MLP)
gag]Eo] 3249 39 feature setS HL&HES wrt
89.48% = overall accuracy’} 71 =4 Yo+ AL &
4 9o, BayesNet &daz]Fol (1)¥ feature sets
g el 8858%% F+ WHAR A vHee AS &
4 ot 2 gge MLP ZuglEe o]gste] (5w
feature setS A3l %2 overall accuracy’l U3 =
4 9tk J48, REPTree ¢alg]HS o]g3le] (2)Wolut
(49 feature sets AFESISIES wolx= HWA FL
overall accuracy’t &g ¢ & Utk Egh MLP
dudES #Este] () feature seto 2 A FFL ),
traffic classification®] overall accuracy+= 89%¢]

4.3 Cross Validationo| A 2 ML ¢12]Z3} Feature Set

B =3 A e split validation WHo g AL AEs

71% A< cross validation WHE Ea & Ao}
=

=
a7l Yaja] 5230 og&yd duyEsed
feature set2 I|E cross validation WHS E3)

sl

Owerall accuracy

100 T T T T T
90+ 1
BD ooy ; . o —
T ot SR P e e oy R S "
g GOk .............. .............. B B P PP P
= : : :
[N 1| SEP T R SRR TN Y it R R s ST
(o g xR .............. P ......................................
30_. - (1)3” P R R SRR S Sah
— B (2) without port :
20k e O G R e
ol| A @without Papor | ]
—%— [5) without src IP&src port
; i i i i ;
J48 REPTree  BayesMet MaiweBayes MLP RBEF Metwork
ML algarithms
% 3. Feature setZ ML €3E]Feol wE Cross

Validationg %83+ Overall Accuracy

18 39|A] H%0o| cross validations 53] §S e
Aol  duElHFS 1483 REPTreeolt}.  Cross
validations ©]§3to] flows 71Fo2 d9l& wel 7Hg
=2 overall accuracyE e 4 FY) feature set
REPTrees} (3)¥ feature seto]l AT+ 96.12% 5
Bels & 4 gl Split validationd ©]-83le] flows
7lFez P& uw, 7 £L overall accuracys 7HH
A8 &7} feature set> MLPI} IP addressE A2 3k (3:
without IP) feature seto]xl 3zt 27} 89.48%°|t}. =
cross validation®} split validationel A9l =< ML
&g &9 feature seto] e & & UTh

Split validationol /] MLP &il#]5S ©]&319H, cross
validations ©]-&314 €& 4 U= overall accuracy kel
A2 = AN practical RUEE A A A&
7}5 3 split validation W oA Holx MLP &id&ES
o] &3}l¥ cross validation =+ FTw3 T2 ATE
S F Udvhe= Aol

2 =0oAE 7€ AT =iolA zol B o
9+ cross validation 7]¥ke] traffic classification<]
RS AR 1AL A7) S8 split validation

71¥ke]  traffic  classification®] ZQAS A AT}

Practical WESZ4e UWESZ EHIY EFHE
#1814 = split validation ¥H o 2 FAJ3]oF Skt

Cross validation} split validation % 22| Z+ 7% -0
Agst HHe ML gugE7 feature setd IS
E3ate]  AAIERT. Split  validationol] A2 # 7 9
o a1e]5 3 feature set> Neural Network Al<€<] MLP

o

(Multilayer perceptron)7} 3% 9] overall accuracy 352
B on, A feature setd IPE A ¢ 3t feature set
(3: without IP)°] 7} £& A5S Bt

F5o o]Fojxjol & A=, HolEHE s
Aol sputo] "z Fo] ofd the] vlAIFoA I

o6& 7}X 1 classificationd s & & Ao|uh
a8lal F ol Ue feature setS AAE7] 984,
packete] header HAXE £ ¢ 7FFste]  FHAHY

featureE 2t A7) o] FojAof gl

FaEd

[1] Machine Learning Lab in The University of Waikato, “Weka”,
[Online] Available: http://www.cs.waikato.ac.nz/ml.

[2] Jeffrey Erman, Martin Arlitt, Anirban Mahanti, “Traffic
Classification Using Clustering Algorithms”, SIGCOMM’06
Workshops, Pisa, Italy, Sep. 2006, pp. 281~286.

[3] Se-Hee Han, Myun-Sup Kim, Hong-Taek Ju and James W. Hong,
“The Architecture of NG-MON: A Passive Network Monitoring
System”, IFIP/IEEE International Workshop on Distributed
Systems: Operations and Management, LNCS 2506, Montreal,
Canada, Oct. 2002, pp. 16~27.

[4] Jeffrey Erman, Anirban Mahanti, Martin Arlitt, “ Internet Traffic

Identification using Machine Learning ” , IEEE Global
Telecommunications Conference, California, USA . Nov.~Dec.
2006, pp. 1~6.

[5] Thuy T. T. Nguyen, Grenville Armitage, “Training on multiple sub-
flows to optimize the use of Machine Learning classifiers in
real?world 1P networks”, IEEE Conference on Local Computer
Networks, Tampa, Florida, USA, Nov. 2006, pp. 369~376.

[6] N. Williams, S. Zander, G. Armitage, “A Preliminary Performance
Comparison of Five Machine Learning Algorithms for Practical 1P
Traffic Flow Classification”, SIGCOMM Computer Communication
Review, Oct. 2006, pp. 7~15.

[71 Andrew W. Moore, Denis Zuev, “Internet Traffic Classification
Using Bayesian Analysis Techniques”, SIGMETRICS’05, Banff,
Alberta, Canada, Jun. 2005, pp. 50~60.

[8] Junghun Park, Hsiao Rong Tyan, and C. C. Jay Kuo, “Inetnet
Traffic Classification For Scalable QoS Provision”, I|EEE
International Conference on Multimedia and Expo, Jul. 2006, pp.
1221~1224.

[91 Junghun Park, Hsiao Rong Tyan, C.-C. Jay Kuo, “GA-Based
Internet Traffic Classification Technique for QoS Provisioning”,
International Conference on Intelligent Information Hiding and
Multimedia, Pasadena, California, USA, Dec. 2006, pp. 251~254.

[10] Etheral, http://www.ethereal.com.

[11] Sebastian Zander, Thuy Nguyen, Grenville Armitage, “Automated
Traffic Classification and Application ldentification using Machine
Learning”, Proceedings of the IEEE Conference on Local Computer
Networks, Sydney, Australia, Nov. 2005, pp. 250-257.



