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Abstract—Recently, the number of Internet applications available
for use on both desktop computers and smartphones has rapidly
increased. The Internet traffic generated by these applications
has increased significantly as well. Network operators are
required to be aware of the status of managed networks in terms
of application usage. However, the application traffic observed in
a network is dependent on users and the geographical location of
the network. As a result, selecting applications that are expected
to appear frequently in the network is required as the initial step
in the generation of ground-truth traffic and extraction of
classifiers. In this paper, we propose a traffic identification
methodology for the initial step of the classifier generation
procedure. The proposed approach is based on remote subnet
grouping, which refers to the collection of the same (or similar)
application traffic. We also validate the proposed methodology in
terms of completeness, feasibility, and accuracy by using the
traffic in a campus network.
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L INTRODUCTION

Internet traffic generated has rapidly increased owing to the
proliferation of Internet applications. The diversity of Internet
applications and network devices produces a complex mix of
application traffic. For these reasons, analyzing Internet traffic
in order to remain aware of network usage is becoming more
difficult for network operators. Internet traffic classification is

a significant research topic in the field of network management.

It provides detailed information on network status in terms of
application-level usage, protocol-level usage, abnormal traffic
pattern, etc., which is not provided by current Internet
protocols. Even though many traffic classification
methodologies have been proposed, it is difficult to apply other
methodologies to a managed network because application
usage in managed networks is different from that in other
networks. Consequently, exhaustive parameter settings and
classifier generation are required in order to apply the other
traffic classification methodologies to managed network. For
example, many applications, such as eDonkey and LimeWire,
which were used to validate previous research, are not
frequently observed in current Internet traffic. Thus, we should
select target applications based on the network traffic we want
to analyze because there is no guarantee that the applications
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analyzed in other research will appear frequently in the
network under consideration.

The initial tasks and the challenges in traffic classification
research are as follows:

(1) Surveying and listing popular applications

Prior to extracting traffic classifiers, the target applications
that are to be observed in network traffic should be selected.
The common approach to selecting applications is based on
user popularity data provided by application markets and
surveys. However, these market ranking and surveys of user
popularity do not guarantee that the application traffic will
appear in the managed network. As a result, it is required that
the application traffic in the target network that we want to
analyze be identified. This analysis of application traffic as the
initial task in traffic classification research offers a basic
insight into the target network even though we cannot identify
all of the application traffic in the network.

(2) Applying traffic classifiers

When applying traffic classifiers generated by other
research or products, we are faced with unfamiliar applications
that are not popular or applications that have never been
observed in our network. Network operators are also unwilling
to apply the traffic classifiers due to the old-updated traffic
classifiers. The commercial entities usually do not publish their
classifiers for business reasons; hence, it is difficult for us to
modify or add new application traffic classifiers. Even in cases
where traffic classifiers are available to the general public,
updating hundreds of classifiers of Internet applications
requires the exhaustive extraction of application traffic
classifiers.

(3) Extracting application traffic classifiers

Extracting application traffic classifiers from application
traffic is an exhaustive task. To collect the target application
traffic exclusively, the target application is usually installed on
a machine that is equipped to capture traffic. Application traffic
is then intentionally generated by using the application for
several minutes. From the application traffic collected,
distinguishing traffic characteristics such as port number,
destination IP address, and common substring are then
extracted.



In this paper, we propose a methodology that identifies
applications and application traffic based on remote subnet
grouping. Our focus is not on traffic classification accuracy,
but rather on how to begin traffic classification research and
how to obtain insight into the target network without any extra
information, which is to identify application traffic in the target
network using collected traffic itself. We assume that the traffic

in a subnet is a collection of the same type of application traffic.

Grouping the same type of application traffic makes it easy for
network operators to identify application traffic existing in the
target network. We also define local and global classifiers that
are applied to each subnet and the entire traffic, respectively.

The remainder of this paper is organized as follows. Section
2 presents related studies on network traffic classification.
Section 3 describes the proposed methodology in terms of how
to identify application traffic, how to extract traffic classifiers,
and how to apply traffic classifiers. Evaluation results of real
network traffic traces are presented in Section 4. Finally,
concluding remarks are given and future work discussed in
Section 5.

II.  RELATED WORK

Traffic classification research is a major research area in the
network management field. The traffic classification
methodology begins from the port number-based traffic
classification. Even though some traffic such as HTTP, SSH,
and FTP still use their well-known default port numbers, the

accuracy of port-based traffic classification is less than 70% [3].

Payload-based traffic classification techniques inspect
packet payloads to find byte patterns (commonly called
'Signatures') that uniquely represent the application (or
protocol) [1][4][5][6]. Payload-based traffic classification is a
most reliable approach if the signature is defined well. For this
reason, the payload-based approach is used as the ground-truth
for other traffic classification methodologies. However, one
drawback of the payload-based traffic classification approach is
the exhaustive process of classifier extraction. Recently,
automated signature generation studies have been proposed
[1][2][5]- These studies are based on the extraction of a
common substring from the payload of the application traffic
that we want to classify, however, the input traffic has to be
generated accurately, according to each application and its
functionality.

As an alternative to the payload-based traffic classification
approach, connection pattern-based traffic classification
approaches have been proposed [7][8]. BLINC [7] attempted to
classify Internet traffic flows according to application type and
without the use of port numbers and payloads. However, our
research focuses on application traffic identification rather than
traffic classification according to the type (protocol) of
application traffic. In other words, we are focusing on which
applications are existing in the network to help selecting target
applications we will classify. This forms the initial step of the
traffic classifier generation process.

Recently, statistics-based traffic classification approaches
have also been proposed [9][10]. Applying machine learning
(ML) algorithms to traffic classification results in high
classification accuracy, but training ML algorithms consumes

high computing resources. In addition, because of the over-
fitting problem, the accuracy is in question when the same
methodology is applied to different networks.

Park et al. [11] proposed a fine-grained traffic classification
technique that classifies network traffic according to the
functionalities in an application. This study categorizes traffic
classification approaches according to the level of the traffic
classification. Our methodology aims to provide 'application
breakdown'. The application functional-level classification is
also available if we can extract different traffic classifiers
according to the functions of an application.

In this paper, we propose a traffic identification
methodology as the initial step of the classifier generation
procedure. The proposed approach is based on remote subnet
grouping—the collecting of the same type (or similar)
application traffic. We also validate the proposed methodology
in terms of completeness, feasibility, and accuracy using the
traffic in a campus network.
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Figure 1. Architecture overview of the proposed traffic identification system.

III. PROPOSED METHODOLOGY

Figure 1 gives an overview of the architecture of our
proposed traffic identification system. The proposed
architecture is not dependent on any specific traffic monitoring
system. Currently, our focus is on integrating the proposed
methodology with the POSTECH Internet traffic monitoring
system, which captures Internet traffic generated from both
wired and Wi-Fi networks at 1 Gbps Internet junction links.
The major components of the proposed traffic identification
system are as follows:

e Unknown Traffic Ranker: gives the rank of remote
subnets according to the volume of unclassified traffic.
Because network operators analyze subsets of traffic
that they can handle in practice, it is required that each
group that is created contains the same type of
application traffic. Assuming the group contained in a
subnet has the same application traffic, we provide
manageable sample traffic to network operators for
application traffic identification.

e  Classifier Extractor: extracts application traffic
classifiers such as common substring and destination
address. Currently, we extract classifiers manually
using several extraction guidelines. Because of the
efficient grouping of the application traffic, extracting



distinguishable traffic characteristics as application
traffic classifier is not complex.

e  Classifier Manager: provides a user interface for
network operators to manage the traffic classifiers. The
main functionalities are addition, deletion, and scoping.

e Distributed Processing Platform: analyzes traffic in
parallel according to the remote subnet. Our remote
subnet-based traffic grouping can divide a large dataset
into small sub-datasets that are independent of each
other. We plan to apply a multi-processing platform,
such as Hadoop [12] or Condor [13], to analyze traffic.

A. Identifying Application Traffic

We assume that all traffic directed to the same subnet is
generated by the same application or service. This assumption
is reasonable if the traffic is generated by a server-client
application. The servers for a service are assigned to IP
addresses that are also assigned to an organization; hence, the
same application traffic is observed in a single subnet. On the
other hand, most peer-to-peer (P2P) applications are used by
desktop PC as both client and server; hence, traffic generated
by a P2P application at a host is distributed to dozens of
destinations belonging to different subnets. Even though P2P
traffic is not grouped well, P2P application traffic is usually not
mixed in the subnet where server-client application traffic is
observed. In addition, because due to the characteristics of P2P
traffic the same traffic pattern, such as flooding for searching a
file, frequently appears network operators can easily detect P2P
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Figure 2. Subnet-based application traffic grouping and identification.

Algorithm 1. Pseudo code of subnet-based traffic identification algorithm.

01 While (completeness < th_comp)

02 Pick n subnets containing the largest unidentified
traffic

03 For each destination subnet

04 Pick m flow

05 Extract common characteristics as traffic classifier

06 End for

07 Update identified traffic

08 End while

Figure 2 illustrates the proposed application traffic
grouping and identification approach. The proposed approach
is based on subnet grouping. We identify application traffic
from the subnet where the largest traffic is directed. In Figure 2,

An denotes the traffic generated by an application n. In
subnet 1, application traffic from A/ and 42 exists. In the first
iteration, if A/ is identified, then subnet 2 is the next target for
analysis in the second iteration. Even though A2 is not
identified in the first iteration, it will have a chance to be
analyzed when subnet 1 is the subnet containing the most
unidentified traffic.

Algorithm 1 depicts pseudo code for the proposed traffic
identification methodology. To reduce the amount of time
taken for analysis, we iteratively analyze n subnets until the
identified traffic is greater than a specified threshold (the outer
while loop in line 1). We need not analyze the traffic in its
entirety; thus, we can identify significant application traffic and
ignore irrelevant application traffic. After identifying
application traffic in a subnet, we compare m flows whether the
flows are generated from the same application or not. If a
common byte pattern can be extracted from the m flows, then
that common byte pattern can be used as the application traffic
classifier. If only some of the m flows have a common byte
pattern, the common pattern is used as the classifier and the
remaining flows are ignored. The ignored flows are reanalyzed
in subsequent iterations.

B.  Extracting Traffic Classifiers

Because the proposed methodology uses subnet-based
grouping, the traffic classifiers are also dependent on the
subnet. This means that the classifiers have an effect on the
subnet from which they are extracted, which is an
advantageous property for applying classifier extraction and
application. The most significant challenge when extracting
traffic classifiers is the occurrence of miss-extracted classifiers.
These miss-extracted classifiers have an effect on increasing
both the false positive and false negative rates. The classifiers
that are not convincing intimidate network operators as miss-
classified traffic can cause service disruptions.

In this paper, we focus on the common substring in the
payload (called the signature) as it is the most reliable traffic
classifier. Traffic classifiers are used to filter out the identified
application traffic. Thus, the classifiers cover entire or some
part of the application traffic. To extract application traffic
signature, we manually analyze payload streams after
summarizing traffic according to flows in the same remote
subnet. Previous studies have shown that the application traffic
signature usually appears within the first several packets [1].
We use the first 10 packets in flows to analyze packet payloads.

When extracting traffic signatures, we usually capture
traffic at the host at the end while running the target application.
We then carefully analyze the traffic to avoid extracting
ambiguous signatures. In the proposed approach, however, we
do not require the traffic generation by the target application.
Because our traffic classifier has an impact only on the subnet
where the classifier is extracted, we can reduce the risk of
ambiguous traffic classifiers. This means that common
substrings such as company name and host name can be
classifiers even though the common substring is contained in a
packet that is generated by an incorrect application and is
directed to the other subnet. Thus, this loose constraint makes it
easy for network operator to extract application traffic



signature. We categorize application traffic into formatted
application traffic and unformatted application traffic. Most
Internet applications use their own application-level protocols,
but reversing the protocols to extract signatures is difficult.

The guidelines for signature extraction for application
traffic identification are as follows:

e For HTTP trafficc HTTP User-Agent is the primary
classifier and the hostname can be used to label the
application name.

e Service-level and device-level identification are
recommended if the service and the type of access
device can be identified.

e For SSL traffic, analyze the SSL header of the hello
packet and use any noticeable string as much as
possible.

e Any noticeable substrings such as application name,
company name, and well-known byte pattern are good
candidates for local classifier (available for one subnet).

e Summarize and update protocols of popular P2P
applications.

Our methodology for application traffic identification is
based on subnet grouping; hence, the common substring is the
signature for the application if we find or infer the application
name. For example, in a subnet, if most HTTP traffic (flow)
contains 'Host: facebook.com\r\n', which can appear in other
Web content as HTTP-host, we can infer that the subnet is the
server farm for Facebook. Even if there are other application
servers that are usually located in the CDN or Web hosting
center, 'Host: facebook.com\r\n' is a unique substring that
distinguishes Facebook traffic in this subnet. In other words,
we can focus on finding application names or company names
in a single subnet, which is not as complex as extracting
signatures from the application traffic captured directly at the
end host. Any common characteristics of application traffic,
such as destination address and port number, can be applied as
an application traffic classifier and the proposed approach can
be easily extended to support these classifiers.

C. Applying Classifiers

Because we extract traffic classifiers from a single subnet,
it is reasonable to suppose that applying the classifiers to the
subnet determines the boundary of the classifiers. This
boundary prevents the mixing of the entire application traffic,
which means that the classifiers we extract are required for
classifying traffic only for the mixed traffic of several
applications. When we apply the classifiers, we can choose
whether the classifiers are applied to a target subnet where the
classifiers are extracted or to all subnets. If we manage traffic
classifiers separately according to subnets, there are two main
benefits to be derived. The first benefit is a reduction in the
amount of time consumed in matching traffic classifiers. In fact,
the traffic that appears in a single subnet was generated by only
a few applications; hence, it is wasteful to match all application
traffic classifiers to all of the traffic. The second benefit is to
prevent limiting the impact of erroneous classifiers. Extracting
the perfect classifier for application traffic is almost impossible
because the classifiers can be the same as millions of other
applications and we cannot generate application traffic

containing all the protocols. In general, network operators
always apply traffic classifiers with uncertainty and worry
about the potential impact of erronecous classifiers. In the
proposed approach, even if a traffic classifier is extracted with
an error, the classifier is not matched to the traffic in the other
subnets.

In this paper, we define two types of classifiers: local
classifier and global classifiers. A local classifier is one that is
applied to a target subnet such as that discussed in the previous
section. On the other hand, a global classifier is one that is
applied to all the subnets, which helps to define classifiers
whose application traffic appears frequently in multiple subnets.
The analyzer decides whether a classifier is local or global
when he or she maps the label (application name) to the
classifier. For example, if a Web browser or P2P application is
identified and it appears frequently in more than twenty
subnets, then it is better to apply a global classifier.

TABLE 1. TRAFFIC TRACES CAPTURED AT POSTECH

Time Volume Duration (s)
(YYYY-mm-dd-HH-MM) (MB)
Datasetl 2012-03-01-19-00 2651 60
Dataset2 2012-03-01-20-00 833 60

TABLE II. TRAFFIC TRACES CAPTURED AT KOREA UNIVERSITY

Time Volume Duration (s)
(YYYY-mm-dd-HH-MM) (MB)
Dataset3 2011-10-19-14-00 83.5 60
Dataset4 2011-10-19-14-01 73.6 60
Dataset5 2011-10-19-14-02 76.1 60

IV. EVALUATION

In this section, we evaluate the proposed methodology to
confirm its feasibility and completeness. We implemented the
prototype that currently supports offline analysis on the
POSTECH traffic monitoring system. To validate the
completeness of the proposed approach, we captured
POSTECH Internet traffic as sample traffic traces (TABLE I)
containing both wired and Wi-Fi traffic of the residential area.
In addition, to validate the accuracy of the proposed approach,
we used traffic traces captured at Korea University (TABLE II).
We used a 24-bit subnet mask (which is generally used to
divide subnets) in all the experiments.

A. Extracted Traffic Classifiers for Application Traffic
Identification

While identifying application traffic, we extracted and
applied traffic classifiers to filter out identified application
traffic. Even though we can use unique patterns as the
application traffic classifier, we focused on extracting the
common payload pattern—the most complex task for traffic
analyzers. TABLE III shows the extracted payload classifiers
for representative applications in dataset] and dataset2.

We categorized application traffic into three categories:
HTTP, P2P, and SSL (encrypted traffic). HTTP header is an
example of formatted and human-readable payload; hence,
extracting payload signatures was relatively easy. We analyzed
User-Agent, Host, and URL to identify the application name



and the signature. Even though filling in the fields in the HTTP
header is not a fundamental requirement for developers, the
fields contain very helpful information that can be used to
identify application traffic. In addition, we can extract OS
information from HTTP User-Agent if OS name and version is
explicitly written in the field. Identifying and extracting P2P
traffic was more complex. The best approach to identifying
P2P traffic is to analyze its connection pattern and the protocol.
BitTorrent is one of the most famous P2P protocols in the
world. The protocol has already been analyzed; hence, we can
easily identify the BitTorrent protocol in subnet traffic. In
addition, BitTorrent traffic was observed in 63,471 subnets
among 110,853 monitored subnets during the monitoring
period. This result means that applying the BitTorrent classifier
as the global classifier is efficient in terms of reducing both
redundant classifier and analyzer’s effort. In contrast, we do
not have any background on the Pandora TV protocol (a
multimedia streaming service that uses the P2P protocol). We
could identify the frequent appearance of Pandora TV and
extract a common substring that is not contained in the other
application traffic within the same subnet. You can be
confident that the extracted Pandora TV classifier has not been
confused with classifiers of the other applications after
observing the same traffic pattern in several subnets. Otherwise,
we can let the extracted Pandora TV classifier remain as the
local classifier. Extracting classifiers from SSL payload is
almost impossible, which is the common drawback of payload-
based traffic classification methodologies. As a benefit of the
subnet-based traffic identification, we can use payload patterns
if the pattern is unique within a single subnet. Thus, we can
extract ‘google\.com’ as the local classifier from Google SSL
‘Hello packet’ traffic if other traffic in the same subnet does
not contain the substring.

TABLE III. EXAMPLES OF EXTRACTED PAYLOAD CLASSIFIERS.

Category Application Payload Classifier
User-Agent:
Daum Cloud DaumCloud.*\%\n.*android
HTTP iTunes User-Agent: iTunes-iPhone.*\r\n
NateOn User-Agent: NateOn.*\r\n
BitTorrent \x1 3B.itT0rrent '
P2P protocol;*d1:rd2:id20:;"d1:ad2:id20:;
PandoraTV Mx0ePando protocol;
PeerSvrHost=p2prtmp!.pandora.tv
Google SSL google\.com
SSL Facebook facebook.com; fbcdn-sphotos-
SSL a.akamaihd.net

B.  Completeness of Application Traffic Identification

Even though our research goal is not focused on accurate
traffic classification, the completeness (how much traffic we
can identify) is the major evaluation metric for the proposed
approach.

Figure 3 shows the accumulated traffic volume of identified
application traffic in the 10,000 subnets sorted by each traffic
volume in descending order. We observed that the number of
subnets where approximately 70% of all the traffic is identified
ranges from 200 to 1,000. This result shows that the operators
are only required to analyze 1.5% of the total number of
subnets to identify 70% application traffic (because the number

of the entire subnets is 2°* = 16,777,216 if we define each
subnet using 24-bit netmask). After identifying 70% of the
application traffic, the completeness of the identification seems
to have become saturated. This phenomenon occurred as a
result of the popup applications and the missing application
traffic. We also analyzed the unidentified traffic generated by
applications that appears infrequently. We also noticed that we
missed some application traffic because we did not analyze the
protocol of the application as we were not able to collect the
target application traffic that covers its entire traffic patterns.
From these observations, we conclude that it is better for us to
focus on analyzing application protocols that are used by
identified applications rather than try to find popup
applications.

Figure 4 is the distribution of identified and unidentified
traffic in terms of the number of flows and traffic volume.
Most unidentified application traffic exits in subnets containing
small number of flows and small traffic volume, which means
the proposed methodology identifies the most used and
important application traffic with high priority.
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Figure 3. The accumulated traffic volume of identified application traffic in
the most-visited remote subnets.
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Figure 4. Distribution of identified and unidentified traffic in subnets in terms
of the number of flows and traffic volume.

TABLE IV shows the traffic volume of identified
application traffic in dataset] and dataset2. The proportion for
eleven of the most popular applications is 72.9%. The proposed
subnet-based methodology identifies not only well-known



applications (e.g., BitTorrent) but also domestic applications
(e.g., CoFile file share and Melon music player).

TABLE IV. THE VOLUME OF IDENTIFIED APPLICATION TRAFFIC

Web services. Interestingly, we did not find a subnet
containing multiple classifiers of non-Web traffic. In other
words, few subnets exist in which multiple application servers
are located, which exactly matches our assumption that the
subnet-based traffic grouping makes a group of the same

Datasetl Dataset2 Total application traffic.
Application Vol. Prop. Vol. Prop. Vol. Prop. ) ) )
PP [MB] % | [MB] /%] | [MB] __[%] Figure 7 shows the relationship between the number of
BitTorrent | 133281 503 | 9121 109 | 142402 409 classifiers and traffic volume among the top-100 subnets. The
Web Browser | 5/, o 129 | 37647 452 | 71912 206 subnets containing the large number of classifiers are also the
for Windows subnet for Web services, and the subnets containing the large
Pandora TV 113.30 4.3 0.00 0.0 113.30 33 . ’ .. .
Apple Core volume of traffic is usually file transmission of BitTorrent that
Media Player | 56.31 2.1 10.78 1.3 67.09 19 generates much larger traffic than Web-based applications.
for iPhone
Kpeer Client 15.85 0.6 30.54 3.7 46.40 1.3
Web Browser TABLE V. TOTAL APPLICATIONS REPORTED BY TMA AND IDENTIFIED
for Android | 2002 1.0 18.91 2.3 44.93 1.3 APPLICATIONS IN DATASET3, 4, AND 5.
Apple Core -
Media Player | 1009 04 | 3433 41 | 4442 13 1 TMAE(GT) Identified App.
for iPad nternet Explorer Web Services!
Kpeer Engine | 17.61 0.7 13.80 1.7 3141 0.9 GO(fieSChmme —
Webhard for ong ools
Windows 0.00 0.0 | 1945 23 | 1945 06 AL Yac AL Yac
CoFile File Naver Tools NaverAXGuide
Share 12.28 0.5 6.35 0.8 18.62 0.5 BitTorront BitTorront
Melon Music | ¢ 1o o3 | 407 05 | 1226 04 Drop Box Drop Box _
Streaming Melon Music Player Melon music streaming
Etc. 71585 270 | 22745 273 | 94330 27.1 NatcOn NatcOn
Total 2650.97 100.0 833.34 100.0 | 3484.31 100.0 Naver Mini Challendar Naver Calendar
I . Outlook Naver Mail
C. Feasibility of Subnet Grouping nProtect Protect
The research goal of this paper is to identify application AhnLab MyV3 AhnLab
traffic, rather than to classify application traffic accurately. As Daum Mobile
’ .app urate’y. My People Daum Webmail for Wind
the prior task of traffic classification, we focus on identifying aum Weobmai tor Windows
L. . ; . - Android Market
application traffic in the dark. In this section, we show how -
.. . . . Pandora Media -
much application traffic can be identifiable using the proposed PotPlayer -
methodology. Skype -
Yahoo Messenger -

To show how many applications were observed in the same
subnet, Figure 5 gives a histogram of the number of subnets.
To simplify the histogram, we took one hundred subnets
containing a large volume of traffic. There were only a few
subnets containing more than three application traffic
classifiers. We assigned more than two application traffic
classifiers to only 46 subnets in datasetl and 42 subnets in
dataset?2 whose traffic volume are 7.62% and 6.89% of entire
traffic respectively. This result shows that the proposed method
does not require a complex procedure to extract application
traffic classifier because most subnets contain the small
number of application traffic. We also noticed that subnets
containing many application traffic classifiers were those for
CDN services or Web services. In the subnet for CDN services
such as Akamai, we observed SNS services, mobile application
market, Web browser plugins, etc. Observing multiple traffic
classifiers in the subnets for Web services is the effect of
subdividing the traffic classifiers according to Web browsers
and operating systems.

Figure 6 depicts scatter plots that illustrate the number of
classifiers and the number of flows in the top-100 subnets that
contain the large volume of traffic. The subnets that contain the
large number of flows were the subnets assigned to popular
Web services. The subnets that contain the large number of
classifiers were the popular Web services including mobile

1: We differentiate Web services in TABLE VI

D. Accuracy of Application Traffic Identification

Because the aim of this research is to identify application
traffic at the beginning of the classifier generation procedure, it
is difficult to validate the result of the proposed methodology
without knowledge of the application usage in the network. To
validate the application traffic that we identify, we use Traffic
Monitoring Agent (TMA)—the agent program generating
traffic logs labeled with the process name at the end hosts [1].
From TMA records, we obtained information as to which flow
is exactly generated by which application. We applied the
proposed methodology to the traffic trace from Korea
University and obtained the ground-truth data from TMAs that
are installed on the public PCs. In the evaluation of the
accuracy of the proposed method, comparing the identified
applications with the ground-truth data is the most significant
experiment.

TABLE V compares the identified applications and the
ground-truth reported by TMA. We identified 15 applications
and TMA reported 18 applications in dataset 3, 4, and 5. The
proposed approach can identify application traffic accurately
even though we do not use any extra information. However, we
missed several applications in the traffic. There are three
reasons why we missed the applications. First, we could not



find application traffic classifier from application traffic. For
example, identifying Skype traffic without knowledge of the
protocol is difficult. Second, we missed the application’s traffic
because the application does not fill the User-Agent field
correctly. Even though filling HTTP header fields is
recommended for application developers, we noticed that the
same User-Agent value with the Mozilla Web browser is used
for some applications. For example, Yahoo Messenger uses the
same User-Agent as the Mozilla Web browser; hence, we
identified Yahoo Messenger as a Web browser. The last reason
is the small segmented traffic transmission of P2P traffic. We

noticed that Pandora Media receives small multimedia data
from dozens of hosts that are scattered across multiple subnets.
Because our application traffic grouping is based on the remote
subnet, if an application breaks data into very small fragments
and receive them from multiple subnets then the subnets are
not reported as high volume and important subnets. In this case,
by performing more iterations (outer loop of Algorithm 1), we
can finally identify the small fragmented traffic. However, we
identified most application traffic, that is, a large proportion of
the analysis traffic.
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Figure 7. Scatter plot of the number of classifiers and traffic volume that are observed in the top-100 subnets.



TABLE VI. WEB APPLICATION DIFFERENTIATING FOR WEB SERVICE
IDENTIFICATION.

Web

Web Service .
Browsing

Mobile

0]
0]
0]

Multimedia

Web Browser for Android
Web Browser for iPad
Web Browser for iPhone
Web Browser for Linux
Web Browser for Macintosh
Web Browser for Windows
Web Browser for Windows
Media PC
Youtube for iPad
Youtube for iPhone
AppleCoreMedia
Facebook for iPhone
Google Check Internet
Google for iPhone
Google Mail
Google SSL

Google voice search 0
Twitter (image)
Naver search for Android (0]
NaverMusic 0

O |O|O|0|0|0|0

Q|0|0

Oo|0|0|O

o

Because TMA is based on the socket event on operating
systems, TMA records the process name that handles the
socket and flow information. Thus, TMA cannot distinguish
Web services offered by Web browsers. In TABLE V, TMA
reported two Internet Web browsers: Internet Explorer and
Google Chrome browsers. However, we identified Web-based
services according to service name and a more detailed
application breakdown scheme. We differentiated Web
services into 24 services, including Web browsers for different
operating systems (Windows, iPhone, Android, etc.), email,
search, and multimedia streaming (TABLE VI). In other words,
our traffic identification can differentiate Web-based
application traffic and support fine-grained traffic breakdown
even though we analyzed traffic traces without knowledge of
the popularity of applications.

V. CONCLUDING REMARKS

In this paper, we proposed a methodology for application
traffic identification to utilize traffic classification research
from the beginning. The proposed methodology is based on
remote subnet grouping—the collection of the same or similar
application traffic. As the initial task for traffic classifier
generation, the proposed methodology contributes by helping
the analyzer to identify popular applications in the network.

We also performed experiments to validate the proposed
methodology. We identified over 70% of the application traffic
even though we are not focusing on exacting accurate traffic
classifiers and classification accuracy. By showing the most
subnets containing only one or two types of application traffic,
we also showed that traffic in a subnet is the collection of the
same or similar application traffic. To compare the identified
application traffic with the actual application traffic in the
network, we used process labels generated by TMA (an agent
installed at the end hosts). We also had fine-grained Web-based

application traffic identification according to services and
operating systems.

In the future, we plan to develop an integrated system based
on the current traffic monitoring system and the proposed
approach, which will facilitate the generation and management
of classifiers as well as the classification of campus network
traffic. We also plan to utilize a distributed processing platform
to reduce the processing time by analyzing subnet traffic in
parallel.

ACKNOWLEDGEMENT

This research was supported by World Class University
program funded by the Ministry of Education, Science and
Technology through the National Research Foundation of
Korea (R31-10100) and the MKE(The Ministry of Knowledge
Economy), Korea and Microsoft Research, under IT/SW
Creative research program supervised by the NIPA(National IT
Industry Promotion Agency) (NIPA-2011-C1810-1102-0053).

REFERENCES

[1] B.C. Park, Y.J. Won, M.S. Kim, and J.W. Hong. "Towards Automated
Application Signature Generation for Traffic Identification", Proc. of the
IEEE/IFIP Network Operations and Management Symposium (NOMS)
2008, Salvador, Brazil, Apr. 7-11, 2008, pp. 160-167.

[2] M. Ye, K. Xu, J. Wu, and H. Po, "AutoSig-Automatically Generating
Signatures for Applications”, IEEE 9th International Conference on
Computer and Information Technology, Xiamen, China, Oct. 11-14,
2009, pp. 104-109.

[3] A.W.Moore, and K. Papagiannaki, "Toward the Accurate Identification
of Network Applications", Passive and Active Measurement Conference,
Boston, MA, USA, Mar. 31-Apr. 1, 2005, pp. 41-54.

[4] S. Sen, O. Spatscheck, and D. Wang, "Accurate, Scalable In-Network
Identification of P2P Traffic using Application Signatures", International
World Wide Web Conference, NY, USA, May 19-21, 2004, pp. 512-521.

[5] P. Haffner, S. Sen, and O. Spatscheck, "ACAS: Automated Construction
of Application Signatures", ACM SIGCOMM Workshop on Mining
Network Data, Philadelphia, PA, USA, Aug. 26, 2005, 197-202.

[6] F. Risso, M. Baldi, O. Morandi, A. Baldini, and P. Monclus,
"Lightweight, Payload-Based Traffic Classification: An Experimental
Evaluation", International Conference on Communications, Beijing,
China, May 19-23, 2008, pp. 5869-5875.

[7] T. Karagiannis, K. Papagiannaki, and M. Faloutsos, "BLINC: Multilevel
Traffic Classification in the Dark", ACM SIGCOMM 2005, Philadelphia,
PA, USA, Aug. 21-26, 2005, pp. 229-240.

[8] T. Karagiannis, A. Broido, M. Faloutsos, and Kc claffy, "Transport
Layer Identification of P2P Traffic", Internet Measurement Conference,
Taormina, Sicily, Italy, Oct. 25-27, 2004, pp. 121-134.

[91 A.W. Moore and D. Zeuv, "Internet Traffic Classification Using
Bayesian  Analysis Techniques", International Conference on
Measurements and Modeling of Computer Systems, Banff, Alberta,
Canada, Jun. 6-10, 2005, pp. 50-60.

[10] J. Erman, M. Arlitt, and A. Mahanti, "Traffic Classification Using
Clustering Algorithms", SIGCOMM Workshop on Mining Network
Data, Pisa, Italy, Sep. 11-15, 2006, pp. 281-286.

[11] B. Park, Y.J. Won, and J.W. Hong, "Toward Fine-grained Traffic
Classification", IEEE Communications Magazine, vol. 49, no. 7, July,
2011. pp. 104-111.

12] Hadoop, https://hadoop.apache.org/.

13] D. Thain, T. Tannenhaum, and M. Livny, "Distributed computing in
practice: the Condor experience: Research Articles", Journal of
Concurrency and Computation: Practice and Experience, vol. 17, issue
2-4, Feb. 2005, pp. 323-356.

—

—_ —




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /Cmb10
    /CMBSY10
    /Cmbsy10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /Cmbx10
    /CMBX12
    /Cmbx12
    /CMBX5
    /Cmbx5
    /CMBX6
    /Cmbx6
    /CMBX7
    /Cmbx7
    /CMBX8
    /Cmbx8
    /CMBX9
    /Cmbx9
    /CMBXSL10
    /Cmbxsl10
    /CMBXTI10
    /Cmbxti10
    /CMCSC10
    /Cmcsc10
    /CMCSC8
    /Cmcsc8
    /CMCSC9
    /Cmcsc9
    /CMDUNH10
    /Cmdunh10
    /CMEX10
    /Cmex10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /Cmff10
    /CMFI10
    /Cmfi10
    /CMFIB8
    /Cmfib8
    /CMINCH
    /Cminch
    /CMITT10
    /Cmitt10
    /CMMI10
    /Cmmi10
    /CMMI12
    /Cmmi12
    /CMMI5
    /Cmmi5
    /CMMI6
    /Cmmi6
    /CMMI7
    /Cmmi7
    /CMMI8
    /Cmmi8
    /CMMI9
    /Cmmi9
    /CMMIB10
    /Cmmib10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /Cmr10
    /CMR12
    /Cmr12
    /CMR17
    /Cmr17
    /CMR5
    /Cmr5
    /CMR6
    /Cmr6
    /CMR7
    /Cmr7
    /CMR8
    /Cmr8
    /CMR9
    /Cmr9
    /CMSL10
    /Cmsl10
    /CMSL12
    /Cmsl12
    /CMSL8
    /Cmsl8
    /CMSL9
    /Cmsl9
    /CMSLTT10
    /Cmsltt10
    /CMSS10
    /Cmss10
    /CMSS12
    /Cmss12
    /CMSS17
    /Cmss17
    /CMSS8
    /Cmss8
    /CMSS9
    /Cmss9
    /CMSSBX10
    /Cmssbx10
    /CMSSDC10
    /Cmssdc10
    /CMSSI10
    /Cmssi10
    /CMSSI12
    /Cmssi12
    /CMSSI17
    /Cmssi17
    /CMSSI8
    /Cmssi8
    /CMSSI9
    /Cmssi9
    /CMSSQ8
    /Cmssq8
    /CMSSQI8
    /Cmssqi8
    /CMSY10
    /Cmsy10
    /CMSY5
    /Cmsy5
    /CMSY6
    /Cmsy6
    /CMSY7
    /Cmsy7
    /CMSY8
    /Cmsy8
    /CMSY9
    /Cmsy9
    /CMTCSC10
    /Cmtcsc10
    /CMTEX10
    /Cmtex10
    /CMTEX8
    /Cmtex8
    /CMTEX9
    /Cmtex9
    /CMTI10
    /Cmti10
    /CMTI12
    /Cmti12
    /CMTI7
    /Cmti7
    /CMTI8
    /Cmti8
    /CMTI9
    /Cmti9
    /CMTT10
    /Cmtt10
    /CMTT12
    /Cmtt12
    /CMTT8
    /Cmtt8
    /CMTT9
    /Cmtt9
    /CMU10
    /Cmu10
    /CMVTT10
    /Cmvtt10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


